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Understanding TCP/IP processing
In an effort to better understand why
Transmission Control Protocol/Internet
Protocol (TCP/IP) processing is causing
network bottlenecks, it is important to
clarify the volume of transactions cross-
ing the host system bus. The Operating
System (OS) and networking hardware
together are responsible for moving data
from an application onto the network
with minimal CPU utilization and laten-
cy. TCP/IP processing is accomplished
by the operating system running on a host
CPU. The TCP stack usually copies the
data from application buffers into TCP
buffers.

In today’s typical networking environment
33 percent of the CPU is consumed by the
TCP/IP stack performing memory copies
from kernel to user space. That activity
combined with the overall TCP/IP pro-
cessing takes up 48 percent of the available
CPU cycles. This means that roughly half
of your usable CPU is spent simply transmit-
ting and receiving data. The result of this
packet processing by the TCP/IP stack is
that you are left with only half the capacity
of the CPU for the operation of application
processing. In this typical environment, the
Ethernet adapter software driver consumes
only 6 percent of the total CPU, providing
a significant opportunity for improvement
in CPU utilization.

As a result, if only 50 percent of a CPU
capacity is available for application pro-
cessing, and a system is designed as an
edge device or a router requiring network
security as a key function to prevent
unwanted access to business critical sys-
tems such as Web servers, data centers,

and storage area networks, adding another
element into the mix will significantly
impact the network performance and sys-
tem throughput speeds.

The path to improvement
In recent tests conducted by Interphase in a
controlled environment, CPU utilization
and network throughput speeds were dra-
matically impacted when IPSec was
enabled using a software-only network
security solution. The test environment
consisted of a Dell PowerEdge 4400, Pen-
tium III (Coppermine) with a 731.141 MHz
CPU and 256 Kbyte cache on both the host

and target systems. Both systems used fea-
tured Intel EtherExpress adapters and a
COGENT Data Technologies S-1200 TX
10/100Base-T Ethernet switch. Perform-
ance monitoring was conducted using Net-
perf version 1.24. Netperf is a tool that gen-
erates TCP/IP traffic, transmits the traffic to
another server, and measures the resulting
throughput. The tool is very flexible and
configurable in that packet sizes, socket
sizes, and test lengths may be specified.

Non-encrypted data was analyzed first to
establish a baseline of CPU utilization and
throughput speeds without the impact of
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Many network architects and data center managers recognize that network speeds are quickly outpacing
CPU processing capability. As network speeds increase, servers spend more CPU cycles on Transport
Control Protocol (TCP) processing rather than application processing. TCP offload engines are becoming
a more popular solution to the resulting network bottlenecks. In this article Suzanne explains that similar
to the TCP offload engine, the use of application-specific acceleration hardware is emerging as a viable
solution to network bottleneck issues. These products offer a plug-and-play solution in the form of a
Network Interface Card (NIC) with the primary function of offloading applications previously managed
by the host, such as network security protocol processing. 
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the network security application. The
baseline measurements for system through-
put without an IPSec application imple-
mented on the system was 91 Mbits/sec
on average (Figure 1), and CPU utilization
was an average of 17 percent for typical
non-encrypted data packets ranging in
size from 64 to 131,072 bytes (Figure 2).
While the rule of thumb for CPU utiliza-
tion is 1 Mbit/sec of throughput per 1 MHz
CPU, these tests were based on a 300 MHz
Pentium processor requiring 1.3 MHz
CPU per 1 Mbit/sec throughput.

After the baseline performance was estab-
lished, Interphase enabled the Linux
OpenSource IPSec stack FreeS/WAN ver-
sion 1.99 on the test environment to dem-
onstrate the system impact resulting from
a non-hardware accelerated network
security application. System throughput
after enabling the IPSec application was
32 Mbits/sec on average, representing a
64.8 percent degradation, and CPU uti-
lization was an average of 99 percent, rep-
resenting an 82.8 percent degradation.
The same packet sizes were used during
testing to insure a controlled environment.

Finally, Interphase 55NS security acceler-
ation cards were installed in both the host
and target systems to demonstrate the
improved system performance received
through hardware acceleration of security
protocol processing. The 55NS is based
on the Hifn 7854 Network Security
Processor and utilizes intelligent packet
processing to accelerate security protocols
and improve overall system performance.
System throughput improved to 90 Mbits/
sec, and overall CPU utilization declined to
49 percent when the accelerator cards were
used to offload the processing of the net-
work security protocols from the host CPU.

In closing
There are many different approaches to
accelerating network security protocols
with system hardware, including algo-
rithm acceleration and intelligent packet
processing. Traditional security algorithm
hardware accelerators used in an IPSec
implementation only accelerate the cryp-
tographic, hashing, and random number
generation, and require several functions
to be performed on a single security asso-
ciation, resulting in significant interaction
over the system buses and into and out of
packet buffer memory. A system designed

using intelligent packet processing for
IPSec implementation reduces the amount
of bus bandwidth consumed during packet
processing and eliminates keys crossing
the system data and control buses. In addi-
tion, a hardware accelerator featuring
intelligent packet processing also con-
ducts all of the IPSec header manipula-
tion, including the creation of the new IP
header, functions that are typically han-
dled by the host when using a basic secu-
rity algorithm accelerator. 

Network security accelerators exist for
both IPSec and Secure Sockets Layer
(SSL) security applications. IPSec is uti-
lized for security at the network level,
allowing users to tunnel in to corporate
networks to provide total network access
as if they were sitting on premise. SSL
focuses on application level security acces-
sible through a Web browser, such as Web
commerce and many extranet applications.
As the need for secure remote access at
both the network and application level
continues to increase, the demands im-
posed on host systems by security applica-
tions will rise as well. This will continue to
drive the need for network security accel-
eration hardware to increase the levels of
available CPU to critical traffic on both
data and communications networks. 
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