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SOFTWARE CORNER

In the April 2007 Software Corner column (www.compact-
pci-systems.com/columns/software_corner/2007/04/), we 
explored surveillance systems and the Communications 
Assistance for Law Enforcement Act (CALEA), a lawful 

surveillance capability mandate. Internet access and VoIP pro- 
viders had to be compliant with CALEA by May 2007 or face 
severe financial penalties.

In this month’s column, we will look at what cable companies are 
doing to provide lawful surveillance capabilities within their networks. 

The term cable company is now officially a misnomer. Cable 
companies and their networks are capable Internet access and voice 
service networks that offer the general public a one-stop shop for 
all their communications and entertainment needs. In fact, cable 
companies now typically call themselves Multi-Service Operators 
(MSOs). Voice and data services form a significant and grow-
ing source of revenues for the MSO. To that end, cable networks 
become subject to the same rules and regulations that telecommu-
nications networks do.

One of these regulations is CALEA, which provides the ability 
for network providers to tap specific subscribers when served a 
warrant. To their credit, cable companies and their research and 
development consortium organization, CableLabs (cablelabs.com), 
have been very proactive planning for lawful surveillance capa-
bilities and CALEA compliance within their networks. CableLabs 
and its partners have been working on a set of PacketCable stan-
dards that incorporate specifications for voice and broadband data 
intercept. We will focus on the new Cable Broadband Intercept 
Specification (CBIS), what it encompasses, and paths for imple-
mentation within cable networks.

Cable Broadband Intercept Specification 
The set of specifications governing cable network services and 
capabilities is called the Data-Over-Cable Service Interface 
Specifications (DOCSIS). The specification that covers lawful 

surveillance for data services is CBIS. The CBIS reference model 
is shown in Figure 1.

The surveillance architecture consists of three components: the 
Mediation Function (MF); Broadband Intercept Function (BIF); 
and Collection Function (CF). When a warrant for a subscriber is 
served, the network administrator configures the MF to capture 
traffic coming to and/or from the subscriber. This traffic includes 
any dynamic IP address assignment transactions (called out-of-
band traffic) as well as the traffic resulting from e-mail, voice, or 
data services being used by the subscriber in question. Creating 
hashes of these files validates the captured traffic as not having 
been tampered with. It is also important for the network provider 
to supply traffic only for the subscriber the warrant is served on. 
Older methods of surveillance involve dumping all traffic from 
a particular service area from all users in that area, then sifting 
through that traffic manually. This method violates the privacy 
rights of all the other subscribers in the service area of the 
individual(s) the warrant is served on. Surveillance equipment that 
can capture only the traffic to or from the subscriber in the warrant 
is critical to the lawful surveillance aspects of the deployment.

So far, this is similar to the Alliance for Telecommunications 
Industry Solutions (ATIS) standards governing voice and data 
surveillance for digital wire line systems. Unlike the original ATIS 
specifications, the CBIS specification includes the BIF. The BIF is 
a buffering component where the Mediation Function pushes the 
surveillance information (in the form of surveillance files) to the 
BIF for retrieval by the Collection Function at a later date.

The CF component gathers the surveillance information from the 
BIF under law enforcement control, then analyzes and presents 
the surveillance information in a useful way. The CF also validates 
the information by comparing hashes of the files against hashes 
generated by the surveillance equipment at the time of capture. 
This ensures that from the time the traffic is captured it is not 
tampered with.
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Buffering is important
The buffering capability the BIF provides in the CBIS specifi- 
cation is an important distinction between it and the ATIS 
specification (for more information on the ATIS specs, see the 
April 2007 Software Corner (www.compactpci-systems.com/ 
columns/software_corner/2007/04/).

Buffering is so important that ATIS has approved an additional 
standard for a Buffering Function (BF) within the ATIS lawful 
surveillance environment.

The importance of buffering is best described in a presentation that 
Dr. Glen Myers, CEO of IP Fabrics, gave at the December 2007 
ISS World conference. The real-time delivery that the initial ATIS 
specification defines can be problematic as Figure 2 shows. Packet 
loss from congestion, bit errors, or QoS contracts can result in 
the entire surveillance stream being rendered inadmissible.

Dr. Myers further explained that ATIS allows their buffering model 
to be separate from or combined with the MF while the cable 
network CBIS model assumes the buffering function is always 
separate from the MF component (Figure 3).

The buffering function, whether it be the Buffering Function in 
the ATIS model or the Broadband Intercept Function in the CBIS 
model, minimizes the impact of packet loss and real-time data 
delivery. The Mediation Function can repeatedly attempt to send 
surveillance information to the BIF through a secure, reliable 
file transfer function such as secure FTP. If there are problems 
connecting with the BIF, alerts can be generated so the network 
administrator can find and fix the problem while the surveillance 
information is still resident on the MF system.

Dr. Myers mentioned other important benefits to providing a 
buffering function. The network administrator does not need to 

negotiate and install a dedicated link for 
each intercept between the MF and the Law 
Enforcement Agency or agencies (LEA) 
authorized for the information. Dedicated 
pipes matching the subject’s peak service 
bandwith are not needed. Support for mul-
tiple LEAs is easily implemented at the 
BIF instead of the Mediation Function. 
Law enforcement collection equipment 
does not need to be co-located with the 
Mediation Function. It also simplifies 
connectivity by eliminating Virtual Private 
Networks (VPNs) or other routing ele-
ments between the MF and the LEA(s).

CALEA and CMTS
In a cable network the Cable Modem 
Termination System (CMTS) is typically 
the central point within which service 
provider traffic from the access network 
meets the cable core network (and ulti-
mately, the Internet). So the CMTS is 
an important interface point for lawful 
surveillance.

CMTS equipment may provide varying 
levels of support for lawful surveillance. 
The simplest is to provide access to all 
the raw traffic flowing through the CMTS 
using an Ethernet tap or span port. In this 
scenario, the Mediation Function must 
find the traffic belonging to the subscriber 
under surveillance, generate the appro-
priate CBIS files, and send the files to 
the BIF.

Cisco, a leading supplier of CMTS equip-
ment to the cable industry, provides a 
capability called Service Independent 
Intercept (SII) within their CMTS prod-
ucts. Cisco SII is also used in their routers 
and intelligent switches for QoS control in 
addition to lawful surveillance. While SII 
provides support for identifying traffic by 
MAC and IP address information, it does 
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not provide the high-level configuration and lawful surveillance messages 
required of the Mediation Function. SII uses low-level SNMP MIBs that 
control MAC and IP address configuration commands, which in turn trigger 
the Cisco SII device to send packets matching the configuration to a span 
port where the Mediation Function can use these matched packets to generate 
the lawful surveillance messages. So, SII provides a first-level filter for the 
Mediation Function, which supplies a high-level configuration interface at the 
warrant description level as well as creation of the CBIS (or ATIS) messages 
to be sent to the BIF. 

CBIS-compliant products
The CBIS specification is quite new, so 
released products are mostly on the hori-
zon. However, the IP Fabrics DeepSweep 
Lawful Surveillance product line does 
provide MF and/or BIF functionality for 
the implementation of CBIS-compliant 
networks. Dr. Myers noted that the 
DeepSweep product line is based on a 
flexible architecture and a highly parallel 
processing environment comprised of many 
software surveillance modules that can be 
loaded and chained within the DeepSweep 
to provide a number of Layer two to seven 
surveillance and packet analysis activities. 
The device is programmed through a GUI 
and operates as a full Mediation Function 
with the ability to identify subscriber-
related IP address assignment and resulting 
traffic from a span port. The DeepSweep 
also has software support to communicate 
with SII enabled routers and CMTS sys-
tems to provide a fully compliant ATIS 
and/or CBIS surveillance environment 
compatible with Cisco lawful intercept and 
QoS services.

CBIS BIF and ATIS buffering appliances 
are also available to provide buffering 
compliant with CBIS and ATIS standards.

Conclusion
Cyber crimes such as identity theft, child 
pornography, chat-room initiated abduc-
tion, national security, and piracy are very 
real and growing issues in today’s society. 
Billions of corporate and personal dollars 
have been tied to cyber crooks that abuse 
the Internet to participate in these activities. 
It is essential that these illegal activities 
can be identified and stopped. It is a good 
idea to be aware that the cable industry and  
its proactive support of lawful surveillance 
standards, as well as rolling out equipment 
that implements these standards, will in 
turn enable law enforcement to catch these 
cyber crooks and make the Internet a safer 
place for us and our children to live, learn, 
and work. 

For more information on this or any 
Software Corner, contact Curt at
cschwaderer@opensystems-publishing.com.


