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The first wave of commercial-off-the-
shelf (COTS) electronics operating
started more than 15 years ago when the
U.S. Government mandated that defense
contractors utilize commercial solutions
whenever available. Today COTS has
become commonplace in military and
defense contracting. In the industrial and
commercial worlds, outsourcing for tech-
nology solutions is also common. One
trend that is just beginning to take shape
in the military/defense community is the
utilization of a base COTS solution
which is customized, or repackaged, to
fit the specific application. For example,
most COTS electronics boards are stan-
dard VME, PCI, or CompactPCI form
factors. The developer of a missile needs
the horsepower of the COTS board, but

needs it to fit into the form factor of a
missile. Rather than initiating an expen-
sive private development of a specialized
computer board, the trend today is to
have the COTS vendor repackage the
product for the specific application. 
An additional option is to license the
technology from the COTS vendor and
manufacture the board in house. In 
either case the benefits of a commercial
solution, advanced technology, standard
software suites, and easy upgrades,
are maintained.

How can commercial electronics be
exploited to meet the needs of embedded
system developers who find a commercial
solution fits their computational require-
ments, but require either a specialized

environmental range or a specialized form
factor that goes beyond off-the-shelf solu-
tions? The final answers are different for
each project, but begin with an evaluation
of the commercial landscape.  

At SKY Computers we believe that the
next wave of embedded development goes
well beyond just supplying a point prod-
uct. Today’s commercial products include
co-development of form factors designed
to fit the application and it includes licens-
ing the supplier’s intellectual property. A
complete lifecycle approach only begins
with the off-the-shelf development system
– it extends to packaging the fundamental
commercial design specifically for the
application. There are very few electronics
companies who have the experience and
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willingness to explore mission application
needs beyond the point product approach.   

But before a repackaging or licensing
decision is made, let’s look at how com-
mercial electronics are being exploited
and the advantages and potential pitfalls
involved in the evaluation process.

COTS electronics migrates to
rugged environments
The COTS electronics industry grew up
based upon the industry standards that
allow interoperability between modules
built by different vendors. Standards such
as VMEbus and CompactPCI allow com-
panies to supply components that will
interconnect, allowing a supplier to build
a variety of different subsystems. This
building block approach applies not only
to electronic modules, but also to the soft-
ware and development tools. 

One of the biggest advantages of com-
mercial electronics is the ability for a
developer to procure hardware, a software
development toolkit, and an operating
system off the shelf. This allows the devel-
oper to focus their time and effort on writ-
ing the applications software, rather than
designing and debugging infrastructure
software such as operating systems, de-
vice drivers, and debuggers. Continuous
development, upgrade, and maintenance
of the commercial products by the vendor
relieves the developer of these tasks over
the life of the system.

The commercial electronics industry is
sufficiently developed that, if a system can
be configured with off-the-shelf modules,
it generally is. The advantages to the sys-
tem integrator in Quick Application Im-
plementation (QAI), as well as reduced
risk, far outweigh the apparent cost advan-
tages of a custom designed solution. The
difficulty is that some systems simply can-
not use commercial modules. 

Requirements that include any of the
following criteria usually mean that com-
mercial modules are not an option:

■ Retrofit of an existing chassis that
uses a proprietary card format

■ Application unique interfaces not
supported by commercial industry

■ Specialized cooling techniques 
■ Confined spaces 

■ Unique assembly or quality assurance
requirements

■ Exceptional shock or vibration
environment

In these cases, an off-the-shelf solution is
typically disqualified and a custom design
appears to be the only remaining option.
There are other approaches, however. 

For some application requirements, the
electronics module may be reformatted by
redesigning elements of the hardware,
while preserving the available software
infrastructure for the module. This approach
has significant advantages in affordability,
flexibility, and upgradability over launching
a development initiative. Reformatted solu-
tions can often be integrated much more
rapidly and cost effectively than a custom
design due to the following factors:

■ The commercial module offers a
proven reference design for the hard-
ware that greatly reduces development
time, cost, and risk. In most cases, the
commercial hardware design can be
used essentially as is with new parti-
tioning and printed circuit layouts.

■ Parallel development efforts can be
initiated by using the standard com-
mercial modules to develop new appli-
cation software while the reference
design is being repackaged. Having
software and hardware design proceed
in parallel can accelerate development
schedules.

■ Wide deployment of commercial
development tools means that less time
will be spent developing a software
infrastructure and debugging the envi-
ronment, while more time will be
focused on critical mission applica-
tions software development. 

■ As most commercial modules are peri-
odically updated and maintained by the
vendor, maintenance of the reformat-
ted design is simplified by leveraging
design updates for software patches or
component obsolescence. Technology
insertion and maintenance costs are
reduced.

■ Application software designed for the
commercial module can be ported,
with minimal effort, to the repackaged
hardware platform. Software for the
module is preserved including device
drivers and board support packages.

What are the options? 
Make it or buy it? 
The realization that an existing commer-
cial solution with guaranteed environmen-
tal performance or specialized form factor
is not available off the shelf usually trig-
gers a make/buy tradeoff analysis by the
developer. However, there are additional
alternatives to the simple make or buy
decision for COTS electronics.  

■ In some applications, integrators have
chosen a hybrid approach. Here, com-
mercial electronics are built into envi-
ronments with interfaces or enclosures
designed to give the COTS solution
greater tolerance to the environment.  

■ In other applications, the supplier has
reformatted or repackaged the elec-
tronics modules to fit the program
requirements.  

■ Applications with extreme conditions
and/or security have licensed the com-
mercial technology to achieve both
objectives.    

Given that a suitable commercial product
with the necessary functional characteris-
tics is available, the simplest option is to
redesign the hardware into a suitable form
factor, while preserving the application-
programming interface. For commercial
vendors that possess the necessary exper-
tise in rugged hardware design and are
prepared to support the effort, this option
is most efficient. The commercial vendor
is in the ideal position to redesign one of
their own existing products with a mini-
mum of effort and risk.

When the commercial vendor is unwilling
or unable to perform the redesign work, or
where the application demands special-
ized processes or security measures, the
integrator can perform the repackaging
with their own resources. In this case, the
“make” decision becomes one of licensing
the design from the vendor to minimize
schedule and risk factors. Technology
licensing combines the advantages of off-
the-shelf technology with the necessity of
a custom design for some applications.
When electing to license an existing
design, the integrator should consider the
risk factors in performing the repackag-
ing. Things to consider will include:

■ Is the basic design robust enough to
work in the specified environment?
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Has the basic design ever been
qualified to work over the necessary
temperature range in the past?

■ Will it be possible to select
functionally compatible, wide-
temperature-range components 
that meet the environmental
requirements?

■ Will the COTS vendors support
the effort with their expertise and
software source code? Can the COTS
vendor verify compatibility with
existing software?

■ Can the existing COTS vendor test
processes and software be integrated
into the new module’s manufacturing
flow?

Not all COTS designs can be successfully
or economically repackaged in a custom
form factor. The integrator should examine
the characteristics of the design carefully
prior to committing resources to the effort.

Evaluating COTS vendors for
repackaging, reformatting, and
technology transfers
There are many commercial electronics
vendors, and some suppliers offer stan-
dard levels of ruggedization.  However,
there are only a couple of vendors willing
to extend application requirements outside
of their standard form factors or who are
willing to share their intellectual property.
An important element in vendor selection
is choosing the supplier(s) who do this as
their standard of doing business, not just
as an exception. Whether the commercial
vendor does the design work or the inte-
grator licenses the design, form factor
repackaging demands multidisciplinary
strengths in engineering. In the make/buy
evaluation, the following checklist of
packaging capabilities identifies the criti-
cal competencies that must be present
either with the commercial vendor or the
integrator undertaking the work. 

✓ Component selection 
When the semiconductor industry made
military temperature range components,
component selection was easy. Today,
without those parts, selecting wide tem-
perature range components will help.
Ultimately, the hardware designer is faced
with selecting components which are
purely commercial, but are either known

to work over a wide temperature range or
can be qualified to do so. Making the right
choice requires the focus and expertise of
people who do this 100% of the
time.

✓ Thermal
management
Successful qualification testing
depends on paying close attention
to the management of heat and cold
extremes. Where a PC uses a micro-
fan to cool the microprocessor, operation
at 50,000 feet usually means conduction
cooling, pressurization, or even spray
cooling. Design for optimum thermal
management is a science that requires
extensive knowledge of the ultimate plat-
form requirements and of each component
of the system.  

✓ Component placement
Extreme shock and vibration levels can
sometimes be managed at the rack and
chassis level, as is commonly done in a
hybrid implementation in naval applica-
tions. In most cases however, the ultimate
limiting factor in survival is the resonant
frequency of the printed circuit assemblies,
and the consequent movement of the
boards under vibration loads. Experienced
designers maintain maximum stiffness and
minimum weight, while carefully deciding
where to put fragile BGA packages.

✓ Component retention
In commercial designs, there is usually lit-
tle consideration given to the insidious
effects of random vibration. Experienced
designers know that the reliability of an
electronic module is partly influenced by
the reliability of the solder joints and the
plated-through holes in the printed circuit.
These are in turn influenced by their
mechanical topology, but ultimately, how
much the solder joints are flexed by vibra-
tion, as well as thermal cycling. Experts
focused on these considerations determine
the survivability of the modules.

✓ Thermal coefficients
Some commercial hardware designers are
surprised to learn that a design can be
overstressed with the power off, simply by
cycling temperatures between the extreme
low and high that the module will experi-
ence in storage. When a commercial su

plier is building a mod-
ule for a mission-critical

application, consideration must be given
to the effect of differences in the thermal
coefficient of expansion for dissimilar
materials that are bonded together.

✓ Connectors/cabling 
Commercial cabling solutions suffer from
mechanical fragility as well as a lack of
resistance to corrosive atmosphere and
fluid contamination. Systems designed for
exposure to high levels of random vibra-
tion or NBC decontamination procedures
must consider the connector selection and
cabling solution as critical points of fail-
ure in testing.

✓ Test procedures
Some vendors will use Highly Accel-
erated Life Testing (HALT) or Highly
Accelerated Stress Screening (HASS)
techniques as part of the design verifica-
tion cycle. Few will subject a design to
test procedures intended to verify opera-
tion of the system well outside of its
intended operating environment or per-
form 100% testing over temperature and
vibration as a military supplier would.

✓ Derating
A classic approach to maximizing the first
pass success rates for a new hardware
design is to derate the timing parameters
and fanout values. Rather than using the
commercial semiconductor vendor speci-
fications for a part, the designer will
ensure that a design can tolerate a compo-
nent operating outside of its minimum/
maximum timing parameter range.  
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✓ Engineering and 
re-engineering focus

Beyond these critical skills, commercial
electronics suppliers can provide maxi-
mum focus to engineer the repackaged
solution. The advantages of commercial
can be realized for the most demanding
mission application requirements by
assembling a team of full-time, high-level
experts in packaging technologies, physics,
computer design, system analysis, produc-
tion engineering, and instrumentation.  

SKY Computers’ Extended 
COTS program 
SKY Computers has been a leading inno-
vator of high-density computer boards and
systems for more than 20 years. “Ex-
tended COTS” is SKY Computers’ refor-
matting/repackaging and technology

transfer program. SKY begins with a thor-
ough evaluation of the program require-
ments including operational objectives,
upgrade and retrofit plans, and supporta-
bility goals across the life of the platform.
Next, experts go to work designing the
optimal solution to the objectives. Once
the designs are approved, manufacturing
can begin, either in our state-of-the-art
facilities, or the designs can be licensed
for outside manufacturing. Simultane-
ously, application software development
can begin using a standard subsystem. The
concurrent engineering process brings the
program to fruition faster than an iterative
process. Ongoing upgrades and support
programs are built into the original design,
ensuring complete application flexibility,
upgradability, and cost minimization. 
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