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Securing the signaling network
By now, all carriers should know and
understand where the signaling network
issues originate.  They were the subjects of
a Senate Judiciary Committee investiga-
tion several years ago. The FBI’s National
Infrastructure Protection Center (NIPC)
has put renewed focus on the subject.

A leading description of SS7 vulnerability
is “the illegitimate use of legitimate mes-
sages.” This, in itself, is the problem. There
is no virus to protect against, just normal
signaling traffic. So, detecting a service-
denial attack is tricky, but not impossible.

The Internet is being used to access the
telecommunications infrastructure. Voice
over IP (VoIP) networks certainly intro-

duce new threats to the security of tele-
communications. However, they are not
the only concern. The biggest concern sur-
rounding access to the SS7 network exists
with or without the Internet. The Internet
alone does not pose as much a threat to
telecommunications as the information
available on the Internet. 

A simple search of phone “phreak” sites
uncovered many sites dedicated to the dis-
semination of information on the weak-
nesses, vulnerabilities, and attack tech-
niques specific to SS7. Consider that years
ago SS7 was known only to those few
who worked with it in the industry. Now,
the subject is taught at major universities
as part of graduate studies in telecommu-
nications. 

SS7 is mainstream. It is being exploited
and documented on the Internet. What
does a carrier do to protect itself? While
one may say the best defense is a good
offense, the best defense actually is ascer-
taining what is in the offensive playbook!
No good football team takes on an oppo-
nent without first sending scouts to watch
the team play other teams, document
plays, and observe players’ behaviors dur-
ing different situations. The same should
be true for carriers. Surf the Internet sites,
collect all the data available to the hacker
community, and you will better under-
stand the thinking of the devious. 

There are a few common characteristics
that become telltale signs of an attack,
including the following:

■ Messages with addresses of non-
adjacent signaling nodes

■ Increased or abnormal volume of
specific message types

■ Increased or abnormal frequency of
specific message types

■ Messages focused on a link or linkset

Given these common denominators,
building a defense mechanism is much
simpler. A sound defense will be a multi-
faceted security policy. The policy should
consist of several elements, including the
following elements:

■ Network security
■ IT security
■ Physical security
■ Well-defined policies and procedures

Network security
The best defense is early detection. Carriers
must deploy the equipment necessary to
provide a network-wide view of the entire
network. The same equipment must be
capable of detecting all signaling messages
in real time, regardless of protocol “flavor,”
and reporting these to a central location. 

Analysis of these messages also will be
critical, but only during post-attack inves-
tigations. Events occur in seconds, leaving
little or no time for reactions. The system
should have the intelligence to report
events as either normal or abnormal, in
which case an alarm is raised. 

Security profile: The threat to
telecommunications
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Life post September 11, 2001 has us looking over our shoulders. The day’s horrific
events have changed the way we live, work, and play. We are frustrated because of the
changes the terrorist acts have imposed on our lives.

We don’t think like people who live with terrorism everyday. We don’t think like terror-
ists. In general, we are a trustworthy, anti-paranoid, laid-back bunch – which may very
well be our downfall.

The security efforts put forth to date have been mostly reactionary. We throw up
barricades in front of buildings and place metal detectors in building lobbies, but we
leave the backdoors wide open. We do so with little planning and very little, if any,
research. 

For example, an armed security officer met a group visiting a wireless carrier recently.
After signing in and providing proof of identification, the group members were checked
via a metal detector. Their briefcases, however, were simply passed around the detector.
No x-ray, no search. Absolutely worthless security.

The airline industry’s approach to security is unimpressive. After all, knives did not 
get onboard the hijacked flights on September 11, 2001, through the gates; they got
onboard through the backdoors. There is still little evidence of metal detectors and 
x-ray machines on the tarmacs. 

The scenarios stated above seem to be typical approaches to security everywhere. 
We put procedures and mechanisms in place, with little thought or planning. The end
result? Ineffective security. 

Security takes many forms. We see security measures everyday in our airports, public
facilities, and, sometimes, even in the workplace. The term security is often nebulous,
referring to a number of things. 

Interest in the Signaling System 7 (SS7) network and its security is at an all-time high.
The government is investigating a number of scenarios that could render a network
unusable. Carriers are aggressively reviewing their own networks for security breaches
and possible holes. The purpose of this article is to outline the issue around the signal-
ing network and provide a framework from which a solid security policy can be built.
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The policy comes in at this point. Clearly
defined procedures for dealing with the
events are critical to a successful defense
mechanism. Technicians will not have
time to think about what to do. They
should not have to think about the next
steps. They should have a tested plan to
follow.

Equipment with these capabilities can be
expensive, but the upside is that the equip-
ment also can be used for business appli-
cations. The applications collect impor-
tant data about network traffic that can be
used by marketing, sales, and billing
departments.  And, the payback for these
systems when used for business applica-
tions typically can be realized in a matter
of months. The same data also can be used
to support law enforcement requests for
subscriber activity reports.

These systems usually require a network
probe to be placed on every signaling link
in the network. However, a probeless solu-
tion is available. The probes gather the
signaling data as it crosses the link and
send the data to various applications, such
as those employed for monitoring and
protocol analysis.

These systems must provide a real-time
view of the network. Since events happen
so quickly on the signaling network, it
may only take a matter of seconds before
a significant portion of the network is iso-
lated, resulting in a service denial. 

Screening also plays a crucial role in net-
work security. The common practice is to
apply screening at gateway nodes, where
traffic from adjoining networks can be
scrutinized. The practice does not prevent
internal attacks, though. To prevent inter-
nal attacks, screening must be imple-
mented at all signaling transfer points
(STPs). A first-rate screening plan will
block messages that are abnormal based
on the destination and traffic pattern of
normal traffic flow through the network.

Intelligent screening is imminent, and it
will provide the ability to detect events
that are atypical of signaling procedures
and providing intervention (either manual
or automatic). 

IT security
The Internet is rife with security issues,
with worms and viruses being introduced
continually. We are all acutely aware of
the affect of these viruses on our comput-

ers. These threats have now penetrated the
telecommunications infrastructure with
the disclosed simple network manage-
ment protocol (SNMP) flaws. 

The concern is that vendors designing
next-generation equipment lack telecom-
munications expertise. Current telephone
switches and other network elements have
evolved over many, many years. The
design of next-generation devices will be
very slow unless the development teams
have experience in designing true carrier-
grade systems. 

Carrier-grade means more than just relia-
bility. It means security-down to password
protection and administration. All net-
work elements should be thoroughly
tested for possible holes in the operating
system, and administration of these
devices should be just as robust as exist-
ing legacy systems.

Transmission control protocol/Internet
protocol (TCP/IP) can be a reliable and
cost-effective means for carriers to trans-
port voice, data, and signaling. With the
proper planning and engineering, next-
generation elements can be used in the
network with the same confidence as
legacy systems. It comes down to effective
network engineering. 

The real threat is in the support systems,
such as back office systems, and operating
support systems. The viruses and security
flaws that are so prolific throughout the
Internet affect computer-based systems
and can wreak havoc on any carrier’s net-
work. However, before any attack is effec-
tive, one must gain access to the system. 

Physical security
Physical security may take on several
forms. It encompasses everything from
secure access and facilities to background
checks of employees. 

Physical security plays an important role
in the defense against attacks of any kind.
Many already consider telecommunica-
tions equipment located within central
offices to be secure because access is only
granted to those with proper identifica-
tion.  However, of all of those with proper
identification, how many have undergone
comprehensive background checks? Are
contractors and temporary workers ade-
quately screened? Housekeepers and
other workers not part of the mainstream
may have access to secure areas and are

often employees of contracted companies.
Have they been properly screened for the
level of access they are granted? 

Only weeks after the Federal Government
took control of airport security, more than
400 tarmac workers at 14 airports who
had unlimited access to aircraft were
arrested for false identification, expired
VISAs, and even fake Social Security
cards.  At the same time, passengers were
and are searched, screened, frisked, and
interrogated before being provided limited
access to the aircraft. 

The conditions in the airline industry rep-
resent a typical oversight, and, with any
luck, will be used as a model within other
security agencies. Consider that any secu-
rity is only as good as its weakest link. 

What about telecommunications facili-
ties? Remote sites are the targets of any
hackers or phone “phreakers.” Internet
sites designed for the hacker are prevalent
on the Internet, and they have listed
remote sites as primary targets for intelli-
gence gathering. One particular “online
lecture” actually describes how to gain
access to a remote facility after hours,
including how to crack the five-digit
access code required for entry. It even
explains where sensitive documentation is
typically stored in these facilities.

Colocation facilities and telco hotels
introduce another threat to security.
Equipment in these facilities may be very
secure, but the circuits themselves meet in
one common area. Access to this area is
not typically as secure as the equipment
areas. 

Also keep in mind that voice and data
facilities are not isolated from everyone
else in the building. All tenants in the
building share common facilities/areas.
Unstaffed offices also are listed by hack-
ers as prime targets. Forget the locks,
hackers already have those figured out
(documentation is available on the Inter-
net). Video cameras and alarm systems are
the best security choices for these offices.
It is important to know who is accessing
the site and why at all times. Many secu-
rity systems available now offer voice
feedback so one can hear what is going
on; some even provide the ability to talk
back to the facility. 

While this may seem like a costly under-
taking, consider the alternative. It actually
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may turn out to be the inexpensive defense
mechanism in the long run.

Policies and procedures
So, with even the finest defense mecha-
nism in place and the most secure network
in the industry, attacks still occur. The
most secure data networks in the world
have been attacked and compromised not
just once, but many times. Security prac-
tices will not prevent an attack, but they
will lessen the negative affects.

However, signaling events happen very
quickly. Watch the network. A link can fail
and quickly be back in-service before any-
one even notice it failed. Relying on tech-
nicians to analyze a situation and then
react to the situation is not the best plan. A
well thought-out and tested procedure is
crucial to minimizing a network attack.

Do carriers stop traffic identified as mali-
cious and begin investigations, or do they
wait until a node is isolated? The answer
is carrier dependent. It depends on the
type of node affected, time of the attack,
nature of the attack, and a number of other
variables. All reinforce the need for a thor-
ough plan, which takes the guesswork out
of the equation.

Well-defined procedures are only part of
the overall security policy. A first-rate pol-
icy will define all aspects of the security
initiative. It should describe all security
methods to be implemented, all types of
access, and the various levels of access
allowed (or denied) within the system. 

Any policy is only effective if it is
enforceable. Make sure the policy is not
too outlandish and can be reasonably sup-
ported by all departments. Make sure it is
endorsed by all departments and that input
is acquired well before the policy is imple-
mented. 

Summary
The threat of a service denial attack on the
SS7 network is real. The information nec-
essary to launch such an attack is as close
as anyone’s PC and Internet connection.
“If” is no longer the issue; “when” and
“how” are the issues. The equipment nec-
essary to launch a service-denial attack is
readily available and inexpensive. A typi-
cal laptop is sophisticated enough to run a
program of scripts that could generate sig-
naling traffic. All one needs is a connec-
tion to a link. 

Remember that a true attack on the SS7
network will not likely be a solo effort; it
is likely to be a well-orchestrated and
sophisticated attack. Also, consider that
the attack itself could be part of a much
bigger event. An attack on the telephone
infrastructure quite possibly could be
designed so that the related events will
have a much deeper, damaging impact. 

If launched as a solo event, the objective
would be most likely financial impact,
such as that realized during the network
outages in the early 1990s. The attacks
probably would be geographically
focused and targeted at large financial
infrastructures (such as Wall Street). 

One common requirement for any net-
work attack is access. Physical security
plays a key role in preventing unautho-
rized access, not just to equipment but
also to the physical facilities. However,
security must reach beyond today’s mea-
sures. Documentation and access to
signaling circuits are prime targets. 

In any event, the best defense is to under-
stand the enemy. Study the culprits.
Research their behaviors. Visit their
domains (speaking, of course, of the
Internet). The same Internet documenta-
tion used to educate the hacker and the ter-

rorist also can be used to train us to defend
our networks. (The computer industry has
put some of the brightest hackers to work).
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