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SOUL  of the Internet
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For more than 30 years, the Internet has steadily grown to 
become one of the most life-changing forces of our time. 
Interestingly, the core protocols that comprise the Internet 
remain virtually the same. This month s̓ column will examine 
the “soul of the Internet,” IP, and talk about some of the 
evolution and revolution occurring over the past few years.

What’s the same?
The Internet has its origins in the 1960s with the Department of 
Defense (DoD) ARPANET, a government initiative for creation 
of a Local Area Network (LAN) for access and exchange of 
information. That first networkʼs core communications protocols 
are still in use within the Internet today.

Then, as now, the Internet Engineering Task Force specifies 
all related protocols and transports using specifications called 
Request for Comments (RFCs). Visit www.ietf.org for further 
information.

Figure 1 shows the header for the IP as specified by RFC 791. 
The protocol header remains unchanged from the version of IP 
used many years ago. The IP layer contains a source address 
and a destination address that labels the packetʼs origination 
and destination. The other key field within an IP packet is the 
protocol field. This field identifies the protocol used above the 
IP layer. This allows any host to communicate with any other 
host using any control or management plane protocol above IP. 
For example, the Internet Control Management Protocol (ICMP) 
is a management plane protocol that rides on top of the IP layer. 
If youʼve ever used the ping application to see if a machine can 
be reached from the machine youʼre on, youʼre using the ICMP 
protocol to perform that function.

The IP is a connectionless, unreliable network protocol. It is 
connectionless in that there is no messaging state machine to 
establish and maintain a logical connection between two end-
points. It is unreliable in the sense that packets may be lost, and 

no retransmission or notification mechanisms reside within the 
IP layer to prevent or notify endpoints of lost packets. Therefore, 
the Internet Engineering Task Force specified two additional 
mainstream protocols above the IP layer. The Transport Control 
Protocol (TCP, specified by RFC 793) provides reliability and 
connection-oriented communication above the IP layer. The TCP 
has a robust state machine that incorporates connection setup and 
teardown along with sophisticated retransmission mechanisms 
to ensure reliable data exchange for the layers above. The User 
Datagram Protocol (UDP, specified by RFC 768) is a faster but 
unreliable protocol that lives above the IP layer. Figure 2 shows 
both of these layer 4 protocol headers. Both protocol headers 
contain a source port and a destination port. These port defini-
tions, along with the IP layer source and destination addresses 
and protocol field, make up the classic five-tuple. These five 
fields uniquely identify a connection across the Internet.

Remote communication between machines requires two basic 
services, remote terminal emulation and file transfer. The Telnet 
application originated remote login and control of remote sys-
tems. The File Transfer Protocol (FTP) application transfers files 
between two remote systems. Today, fancy graphical representa-
tions of the remote machines or drag-and-drop file movement 
between machines abound. Underneath these new, fancy skins 
are the basic Telnet and FTP applications from years ago.

What’s different?
A layer 1 and 2 protocol called Ethernet formed the native topol-
ogy of the Internet. Most business local area networks continue 
to use Ethernet, as this protocol has successfully evolved from
10 Mbits/sec through 100 Mbits/sec, 1 Gbit/sec, and now 10 
Gbits/sec. However, so many industries have requirements to 
connect to the Internet that many other topologies have developed 
link layers to accommodate the IP. One of the first topologies to 
adopt IP was the standard telephone line. Serial Line IP (SLIP) 
and later the Point-to-Point Protocol (PPP) ran the IP over any 
serial link. Serial line IP is typically slow, under 64 Kbits/sec. 
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New Asymmetric Digital Subscriber Line (ADSL) services offer 
1.5 Mbits/sec downstream and 64 Kbits/sec upstream supporting 
the IP protocol. Likewise, cable modems offer the same bandwidth 
that allows IP to run over cables that originally supported cable 
television. Virtually every protocol that has emerged over the past 
ten years, FireWire, Universal Serial Bus (USB), and InfiniBand 
provide specific underlying support for carrying the IP.

Today, companies are geographically dispersed and their em-
ployees may travel frequently or telecommute. This has cre-
ated the need to securely extend the corporate LAN between 
sites and between hosts. A set of Internet Engineering Task 
Force specifications deals with the concept of the Virtual LAN 
(VLAN). A two-byte VLAN tag is added to the Ethernet header 
to identify the LAN to the remote host or network that it should 
be connected to. More and more applications are using VLAN-
tagged packets to help bridge or route traffic between two LAN 
islands.

IP version 6 (IPv6) is the first significant change to the IP. IPv6 
solves two issues with respect to the original IP (IPv4) protocol, 
number of clients supported and security. IPv4 uses a 32-bit 
address of which the high bits define a subnet and the lower bits 
define an individual host on that network. There are four defined 
subnet types:

■   Class A defines an 8-bit network ID and 24-bit host ID
■   Class B defines a 16-bit network ID and 16-bit host ID
■   Class C defines a 24-bit network ID and an 8-bit host ID
■   Class D addresses are used for multicast (one to many 

connections for things such as videoconferencing or 
interactive game play)

IPv6 uses 128-bit addresses, dramatically increasing the address-
ability of clients on the Internet. This becomes especially impor-
tant when you think of the multitude of smart electronic devices 
such as cell phones and Personal Digital Assistants (PDAs) that 
connect to the Internet, each requiring a host address. Already 
the number of products requiring an IP address ranges in the 
billions.

The IPv6 protocol includes built-in security. Headers for 
Encrypted Security Payload (ESP) and Authentication Header 
(AH) protocols are built into the definition, supporting encrypted 
or signed traffic within the IP protocol.

New layer 4 protocols being developed include Stream Control 
Transmission Protocol (SCTP). UDP and TCP are fairly old 
protocols intended for computer-to-computer connections over 
the Ethernet. The reliable transport TCP provides a heavyweight 
for bandwidth-limited networks such as wireless networks. Data 
rates for wireless networks are limited, so using a protocol that 
has a large header and performs a lot of handshaking wastes 
bandwidth. The protocol SCTP was specified to provide a reli-
able transport without as much overhead as traditional TCP to 
alleviate this bandwidth problem. I look for this trend to continue 
as wireless Internet connectivity and multimedia applications for 
it increase.

Advanced client/server configurations (load balancers and multi-
media servers) support network architectures demanding reliabil-
ity, load balancing, and security. The Internet has evolved from 
simple client-to-client communication through client-to-server 
communication to a sophisticated network of servers designed to 
efficiently serve millions of clients around the world. In an effort 
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to handle traffic during peak hours cost effectively, a number of 
load balancing configurations sprang up to alleviate this problem. 
A virtual IP address solves the problem by hiding a number of 
physical servers from a client, so that any server can service the 
client without the client having to probe the entire server network 
to figure out who is least busy. Effective splicing of TCP con-
nections among clients, the load balancers that the clients pass 
through, and the server farm servers has yet to meet TCP and IP 
efficient connectivity requirements. Multimedia servers have a 
one-to-many communication path that uses an IP facility called 
multicast addresses. This enables a client to send a message to a 
single destination address (i.e., a multicast address) that in turn 
gets sent to all the clients that map to that multicast address.

What’s to come?
Many advanced and evolving Internet uses and applications 
being developed for use over the Internet require more sophis-
ticated TCP/IP processing than ever before. Network equipment 
comprised of general purpose CPUs and Application Specific 
Integrated Circuits (ASICs) act too slowly and process within 
too narrow a focus to enable the new Internet. 

New silicon and software baselines make more complex process-
ing possible. Network processors provide a highly parallel mul-
tiprocessing environment that replaces the ASIC with a flexible 
packet-processing engine that can keep up with data rates, yet 
enable dynamic changing of how packets need to be processed 
at layer 3 and above.

Taking a look back at the embedded systems industry of the 70s 
and early 80s, first came the silicon, then came the task man-
ager and soon after, the operating system. Keep your eye out for 
operating system-like environments that incorporate parallelism 
tailored for network processor operation and applications. True 
network processor environment parallelism must be meshed with 
the ability to easily specify myriad complex processing, includ-
ing IP security processing, load balancing, intrusion detection, 
and virus signature scanning. This is the key element missing 
in todayʼs solution. As specific compute devices continue to 
merge into multi-purpose network systems, network processors 
and NPU-oriented data plane software architectures that readily 
express these constructs will enable the new Internet.

For further information, contact Curt at:
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