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The increasing number of VoIP service 
providers gives rise to the definition of 
new standards and updating of existing 
standards in order to provide interoper-
ability on a global scale. This column 
looks at the Session Description Protocol 
(SDP), what purpose it serves within the 
VoIP environment, and the syntax and 
semantics behind the protocol.

VoIP revolution
The Internet strikes once again. While  
traditional telephone service providers  
have entered their second century of pro- 
viding local and long distance services, 
cable and Internet Service Providers 
(ISPs) have long since entered the compe-
tition for their traditional subscriber base. 
The goal is to provide triple play services 
to the home, that is, voice, video, and data 
services. Once again, the Internet is at  
the hub of triple play activities for cable 
providers, ISPs, and local and long dis-
tance phone carriers.

Why? Because the Internet provides a 
very cost-effective, standardized network 
with the ability to haul a variety of data 
formats on a global scale. Even if you 
have never used a VoIP phone before, 
chances are you have used VoIP services 
without even knowing it. If you have 
made an international phone call, that 
phone call likely used VoIP for at least 
a segment of that call. Telephone and 
long distance service providers use the 
Internet and VoIP protocols as a means 
to streamline their own networks even if 
they do not provide end-to-end VoIP to 
your house today.

Protocols behind VoIP services
Traditional circuit-switched telephony 
operates on two planes of activity: the 
control plane and the data plane. The 
control plane involves communicating 
with network call control elements to 
identify who you are trying to call. The 
data plane involves the actual conversa-
tion with the called party. For example, 
when you dial digits on your phone, those 
digits represent control plane information 
being passed to the network that identifies  

who you are trying to communicate with. 
Similarly, the ringing is another form of 
control plane activity notifying the called 
party that someone is trying to contact 
them. When the called party lifts the 
receiver or presses a button to answer a 
call, this is also control plane activity. 
Once the call is answered and the con-
versation begins, the actual conversation 
itself represents the data plane activity of 
the network.

VoIP telephony behaves according to the 
same paradigm in order for nontechni-
cal users to feel comfortable using the  
services. But carrying control and data 
plane services over the Internet requires 
protocols that provide the information 
necessary for these services to be iden-
tified and processed correctly by the  
endpoints involved in the call.

One popular protocol for control plane 
services is Session Initiation Protocol 
(SIP). The SIP standard is governed by 
Internet Engineering Task Force (IETF) 
Request for Comments (RFC) 3261. SIP 
communication primitives set up and tear 
down a communication path between two 
or more users. However, SIP does not 
state the type of communication that will 
happen once the parties connect. SDP 
enters at this stage.

Overview of SDP
SDP is a general purpose protocol that 
conveys details of the type of media 
being carried over the connection(s) set 
up by the control plane, for example, SIP. 
SDP is not tied to any particular con- 
trol plane protocol, although SIP is its 
most common carrier in VoIP networks. 
The SDP protocol is governed by IETF 
RFC 4566.

SDP uses a simple <type>=<value> lines 
in text format to convey session and media 
details. The overall message format con-
sists of a session section and one or more 
media sections. For example, a session 
might be defined as a videoconference. 
That videoconference might consist of a 
number of media descriptions, one for the 

video connection, one or more audio con-
nections, and perhaps a data connection 
for electronic whiteboard and such.

Table 1 shows a list of the legal type/value 
pairs from RFC 4566.

The session description section provides 
a number of display and overall quality 
of service parameters applicable to all 
media descriptions within that session as 
well as information relating to the times 
the session is active and available.

A media description contains quality of 
service and connection information about 
one of the media elements that makes up 
the session. 

Zeroing in
Each SDP time/value line serves an 
important purpose in the composition 
of describing the data plane session. But 
we’re going to focus in on two specific 
ones, the ‘c=’ connection information line 
and the ‘m=’ media name and transport 
address line.

Remember that we are setting up a data 
plane session involving one or more data 
plane connections between two or more 
endpoints.

The SIP protocol uses a Universal 
Resource Identifier (URI) that is the 
equivalent of the phone number in a  
historical telephone network. The SIP URI 
is a fascinating representative of the merg-
ing of traditional telephone, computer, 
and Web access. Telephone networks  
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use phone numbers, computers use IP 
addresses, and Web/e-mail access uses 
addresses of the form <user>@<host>. 
Figure 1 shows the number of address 
formats represented by a single SIP URI 

in order for SIP to handle call set-up and 
tear-down between all these endpoints.

Notice that with these SIP URI formats, 
virtually any combination of Web/e-mail, 

telephone, and computer addressing can 
be supported.

Three pieces of information must exist 
under this URL in order to make an Inter-
net connection to an endpoint: 

1. IP address
2. Transport protocol
3. Transport port number

The connection information and media 
name lines in the SDP protocol carry 
these critical pieces of information.

The connection line has the following 
format:

c=<nettype> <addrtype>      
        <connection-address>

where <nettype> is ‘IN’ for Internet, 
<addrtype> is ‘IP4’ (IP version 4 address) 
or ‘IP6’ (IP version 6 address), and the 
<connection-address> is the IPv4/6 
address itself.

The media line has the following format:

m=<media> <port>  
        <proto> <fmt> ...

where <media> is the media type (one of 
audio, video, text, application, message), 
<port> is the transport port number, 
<proto> is the transport protocol used, 
and <fmt> describes the media format. 
A single media description line may have 
multiple <fmt> fields.

Now let’s take a look at a simple phone 
call  (Figure 2) setting up a single media 
stream between UserA and UserB. The 
SDP message shown in Figure 2A is 
sent in the SIP INVITE from UserA to 
UserB. It describes the callee (UserA) 
information so UserB knows where to 
connect to.

<user>@<host>
<user>@<IP address>
<phone>@<host>
<phone>@<IP address>
<hostname>
<IP address>
<phone #>

Figure 1

Legal type/value pairs from RFC 4566

Session description
 v=  (protocol version)
 o=  (originator and session identifier)
 s=  (session name)
 i=* (session information)
 u=* (URI of description)
 e=* (e-mail address)
 p=* (phone number)
 c=* (connection info – not required if
  included in all media)
 b=* (zero or more bandwidth information lines)
 
One/more time descriptions (“t=”, “r=” lines)
 z=* (time zone adjustments)
 k=* (encryption key)
 a=* (zero or more session attribute lines)
  Zero or more media descriptions

Time description
    t=  (time the session is active)
    r=* (zero or more repeat times)

Media description, if present
 m=  (media name and transport address)
 i=* (media title)
 c=* (connection info – optional if included
 at session level)
 b=* (zero or more bandwidth information lines)
 k=* (encryption key)
 a=* (zero or more media attribute lines)

Table 1
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The ‘c=’ line tells us UserA is an IPv4 
address at 100.101.102.103. The ‘m=’ line 
tells us that the media connection will be 
audio using the real-time protocol (RTP/
AVP) on port 48172. RTP/AVP implies 
the UDP protocol. The ‘0’ at the end of 
the media description line describes the 
RTP format number (there may be mul-
tiple format numbers that describe codec 
encoding, and so on). In some cases, 
there are attribute (‘a=’) lines that follow 
the media line that further clarify encod-
ing of the media session.

If the media connection had a separate IP 
address from the overall session, another 

‘c=’ line would follow the ‘m=’ line. So, 
any media session in the SDP message 
is assumed to use the session-level IP 
address connection information unless 
a connection line follows the media 
description line.

Also, RTP is defined to use the data port 
and a real-time control port (RTCP). So, 
RTP protocol and port 49172 implies that 
the RTP/RTCP port pair used is 49172 
and 19173.

Figure 2A shows the message that UserB 
sends back to UserA to answer the phone 
call:

The ‘c=’ line says that UserB is an IPv4 
address at 110.111.112.113. The media con- 
nection to UserB is also RTP/AVP (good 
thing or the audio would not be able to be 
decoded) on UDP port 3456 (once again, 
UDP is implied in the RTP protocol).

The result of these messages going back 
and forth is a data plane connection 
where RTP audio is sent back and forth 
between IP address 100.101.102.103 
ports 49172/48173 and IP address 
110.111.112.113 ports 3456/3457.

Learn more
I hope this column has given you a good 
introductory overview to the SDP. There 
are more detailed aspects to the protocol  
than I have space for here. For more 
detailed information, RFC 4566 is avail-
able for viewing online at www.ietf.org.  
View the SIP protocol by referencing  
RFC 3261. The real-time protocol is avail-
able by referencing RFC 3550 protocols.

v=0
o=UserB 2890844527 
2890844527 IN IP4 there.com
s=Session SDP
c=IN IP4 110.111.112.113
t=0 0
m=audio 3456 RTP/AVP 0
a=rtpmap:0 PCMU/8000

Figure 2A

For more information on this or  
any Software Corner, contact  

Curt at cschwaderer@opensystems-
publishing.com.

Figure 2

v=0
o=UserA 2890844526
    2890844526 IN IP4 here.com
s=Session SDP
c=IN IP4 100.101.102.103
t=0 0
m=audio 49172 RTP/AVP 0
a=rtpmap:0 PCMU/8000
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