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The demand for broadband access has fueled a significant
network transformation for cable networks. Cable operators 
are no longer deploying broadcast networks, and for that matter,
are no longer pure cable broadcast providers. Cable network
technology advancements such as standards being provided by
CableLabs and the Society of Cable Telecommunications
Engineers (SCTE) have transformed cable providers into full-
fledged Multi-service operators (MSOs). Given the historical
race between cable, telephone wire-line, and wireless network
operators to deploy the much prized triple play network (voice,
video, and data services), cable operators appear poised to
capture significant market share based on cable network
evolution based on concerted standards development efforts.

In this article we’ll overview the cable network architecture
including the Cable Modem Termination System (CMTS) which
is the main network system component that brings together these
convergence services. Then we’ll take a close-up look at what’s
going on inside the set top box industry – specifically how cable
standards efforts are solving the problem of set top box portabil-
ity across cable networks.

Cable network architecture overview
Figure 1 shows an overview of the cable network architecture.
Cable networks start with broadband content. This makes up the
traditional service and revenue stream for cable networks and is
the service that the original cable network architecture was devel-
oped for. Cable modem internet service has also been a fast-grow-
ing revenue stream for cable providers. The large downstream
(from cable network to user) bandwidth of up to 1.544 Mbits/sec
along with a 64 Kbits/sec or higher upstream channel makes
cable-based internet service a faster alternative than dial-up. The
cable modem termination system in Figure 1 provides for an inter-
net connection which gets multiplexed with the broadcast content
to provide cable-based internet service. Finally, some cable net-
works interface with the public switched telephone network
(PSTN). The voice channels are converted into Voice over Internet
Protocol (VoIP) streams and further multiplexed with the Internet
traffic to provide the triple play for cable providers. 

The cable modem termination system can be implemented as a
modular compute platform, such as blades that go inside a Com-
pactPCI or ATCA chassis. Other disruptive technologies are also

being explored for use within the CMTS. For example, network
processors look to be a very good fit for CMTS blades. Network
processors were designed for fast and flexible data plane processing
of IP streams for Internet applications because data plane process-
ing requirements are often in-flux for an ASIC based solution in
many instances. Digital MPEG transport stream and table/pro-
gram/application data parsing requirements inside the CMTS make
network processor blades an excellent fit for these applications
as well. Network processor-based blades maximize flexibility for
cable network equipment manufacturers because new standards can
be more quickly and easily incorporated without blade redesign.

Standards efforts
When I began looking into the cable network standardization
process, I expected to see some CableLabs Data Over Cable
System Interface Specification (DOCSIS) standards along with
some defacto standards most likely maintained by the main cable
network equipment providers, Motorola and Scientific Atlanta.
What I found instead is a very impressive and efficient set of stan-
dards that all leverage each other to minimize redundant and com-
peting standards.

Digital broadcast content delivery is governed by the International
Standards Organization (ISO) in their Motion Pictures Encoding
Group (MPEG), specifically the MPEG-2 standards. A sub-com-
mittee called the Digital Storage Media Command and Control
(DSM-CC) extended the ISO MPEG 13818-1 standard with user-
to-network, user-to-user, and program/application download
mechanisms defined by 13818-6. This standard introduced sig-
naling to control pay-per-view and IP-based service applications
in conjunction with delivering MPEG over cable and other broad-
cast networks.

Conditional access (the means by which you get to descramble the
programs you subscribe to) and copy protection components are
important cable broadcast standards and also have implications
when delivering data services over cable networks. The EIA-679-
B standard is called the National Renewable Security Standard
(NRSS) and provides a means for renewable security to be
employed with digital consumer electronics devices like set top
boxes, VCRs, and TV sets. The cable network industry references
this standard as a baseline and defines extensions or exclusions to
this standard for their control architecture.

The Society of Cable Telecommunications Engineers (SCTE) is
another very important driving force in the advancement of cable
network standardization. The SCTE has been aggressively devel-
oping a large number of standards that revolve around network
and set top box interoperability. These range from physical layer,
form factor, and connection standards to network protocols and
service application functionality. Most all of these standards are
readily available from their Web site, www.scte.org.
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CableLabs is also a significant research and standards setting
organization. They are most well known for their work in creating
the DOCSIS standards for cable modems. The new initiative that
they are spear-heading is called OpenCable. OpenCable involves
a set of standards involving set top box portability across all cable
networks and the network connectivity ramifications of such a
goal. While OpenCable is it’s own set of standards, it leverages a
large amount of existing work from ISO MPEG, EIA-679-B, and
SCTE specifications.

The Internet Engineering Task Force (IETF) also has an IP over
Cable Data Network (IPCDN) initiative. This initiative defines a
number of management information base (MIB) constructs for
cable-centric statistics and quality of service. More information
on this initiative can be found at www.ietf.org/html.charters/
ipcdn-charter.html.

Set top box reference design
Set top box portability has been a major problem for cable opera-
tors. Due to differing conditional access and copy protection
schemes between different cable networks, a set top box for one
cable network most likely won’t be able to immediately connect
with a different cable network in another location. It’s the
OpenCable solution to this problem we’ll look at more closely in
this article.

The OpenCable set top box reference diagram is shown in Figure 2.
The key concept behind this reference diagram is the split of the
cable set top box into two components: the host device and the
Point of Deployment (POD) device. The idea is that the host can be
transported anywhere and with addition of a POD device for that
cable network, it is immediately interoperable with that cable net-
work (as long as the cable network is OpenCable compliant).

The OpenCable standards specify the POD module as a PC card
form factor. The POD module takes care of all the cable network-
specific communications with the cable head end. However, the
direct-connect with the cable occurs in the host. The host relays
traffic to the POD module through two methods – the out-of-
band channel (frequencies not carrying MPEG transport streams)
and the in-band channel (data embedded directly within the
MPEG transport stream itself. The POD module also has a CPU
interface that enables communication with applications running
on the host itself.

This configuration allows people to buy a set top box, then get the
cable provider POD module, insert, and be ready for service.

The POD module interprets messages coming from the CMTS
over the in-band and out-of-band channels and translates them
into commands to be executed by the Host, mostly dealing with
printing messages on the TV screen, channel descrambling, and
tuning commands. These are accomplished in the specification by
defining something called resource objects.

Resource objects defined by OpenCable are Resource manager,
copy protection, conditional access, application information,

man-machine interface, host control, extended channel, specific
application, generic feature control, and generic diagnostics con-
trol. We’ll just go over a few of these facilities as it relates to net-
work communication.

There are applications running on the POD and when they require
service, they will communicate with the host over the CPU inter-
face. On host power-up, all resources are expected to register with
the resource manager. The resource manager then keeps a table of
all the host resources available to the POD. When a POD plugs
into a host, the POD establishes a communication channel with
the resource manager. The resource manager on the host responds
with a table of all the host resources available to the POD. Once
this messaging is complete, the POD has the ability to get services
and control host components such as:

■ Man-Machine interface. The POD module uses this 
resource to write text and graphics to the TV screen through
the host.

■ Application Information. The POD queries this resource to
find out the display characteristics of the screen connected to
the host.

■ Copy protection. Controls host resources to perform
decryption and authentication of users of the set top box and
encrypted streams coming from the network.

■ Conditional access. Communicates with the host to control
what channels may be descrambled and at what times.

■ Specific Application Support. There is even a resource that
enables custom applications to communicate with the cable
head end through the POD to provide value-added services
over the network.

■ Extended channel. This resource demultiplexes MPEG
stream information to find MPEG control tables and IP
packets. IP is used for services that require data
communication over the cable network.

So, POD-Host interoperability is achieved by the OpenCable
specifications defining these abstract resources, specific messag-
ing formats, and the services they must provide. This way, the
POD can communicate in a cable-network-specific way and can
control the host (set top box minus the POD) using standard
resources provided by all hosts.

Cable network equipment providers
The two largest companies in the Hybrid Fiber Coax (HFC) net-
work equipment market are Scientific Atlanta and the Motorola
Broadband Communication Sector (BCS). Motorola BCS was the
result of an acquisition of General Instruments, a historical leader
in cable network equipment and set top boxes. Together, these two
companies currently hold the vast majority of market share for
deployed cable network equipment.

HDTV, digital cable, Internet service, and emerging voice
services provide an environment rich for new companies to take
hold as well. Narad Networks is one example of an innovative
approach to taking advantage of market opportunities in the
broadband communications space. Cable networks are almost
exclusively a residential network. Narad Networks provides prod-
ucts that enable Multiple Service Operators (MSOs) to use their
networks for small and medium size business services. Narad
Networks cites that the small and medium size business revenue
opportunity is currently about $63 billion and is expected to reach
$93 billion this year. Narad provides a variety of hardware plat-
forms from distribution and access switches to broadband inter-
face units. They wrap their equipment offerings with a software
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environment called the Narad Service Delivery Platform (NSDP).
The NSDP software environment provides the ability to create,
provision, and manage broadband and IP services. Service level
agreement (SLA) provisioning and quality of service (QoS) are
two important and related factors in enabling small to medium
size businesses with cable networks that can generate a significant
revenue stream for cable providers in the future.

In order to enable true small and medium size business applica-
tions, availability of cable networks must be addressed. The Narad
software environment consists of three integrated software capa-
bilities:

■ Network management. Traditional network oriented
management software for cable network equipment.

■ Service management. This seems to be an interesting
enhancement that takes a services-oriented approach to
management, i.e. managing and instrumentation of services
and their characteristics as opposed to a packets and packet
errors approach.

■ Service assurance. Monitoring and measuring availability of
services, service usage, and the quality of service. This
provides important measurement and instrumentation for
guaranteeing service availability for businesses.

The software environment offers extensions that enable seamless
deployment of new services:

■ Broadband services portal
■ Service creation manager

The Narad software environment is an example of a services ori-
ented network management and provisioning environment.
Management software like SNMP takes a networks and packets
approach to network management. The Narad approach is inter-
esting because it provides services oriented management exten-
sions. The addition and availability of this kind of software envi-
ronment for cable networks is a very telling sign for expanding
the revenue generating markets for HFC networks. It also illus-
trates the morphing of network management and philosophies
beyond voice and data networks to extend these systems for
broadcast network environment management.

Summary
The Internet Protocol continues to proliferate across a variety of net-
works as the answer to providing convergence services. Today IP is
present in cable networks beyond just cable modem access. Using IP
as the transport for digital programming services, data access, and
consumer interaction is here. Using IP streams within MPEG is cur-
rently under development to provide a variety of interactive services
for cable networks. Next time you sit down to watch your favorite
cable TV show, think about the IP packets that are flowing, currently
untapped, into your TV set and imagine the possibilities.
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