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In the early 1990s, figures were released on the number of
new Internet users over the past 10 years. It was astounding
to learn that Internet usage was not increasing linearly, but
exponentially! The existing Internet infrastructure (based on
IP version 4) is based on a four-byte address. A quick calcu-
lation showed that a little more than 4 billion endpoints
could be supported, which is not so many when you stop to
consider the new initiatives underway for wireless Internet
connectivity. Companies are also registered for an IP address
range (for example 192.176.x.x), further reducing the avail-
able address space for general use. Draw the curve of
addresses available over time and it doesn’t take long to
figure out there is a problem. Out of this issue, “IP next gen-
eration” (IPng) was born. The main feature of this initiative
was to increase IP address range from four bytes to 16 bytes,
quadrupling the number of users that can be supported. On
its initial mission to redeploy the wire-line Internet, IPng
efforts largely failed. Once a network has been deployed, it’s
very difficult to upgrade as significantly as IPng required
without starting from scratch. As a stop-gap, technologies
like network address translation (NAT) was developed. NAT
translates IP addresses that may be non-unique between
local area network (LAN) islands before going out on the
Internet backbone where address collisions could take place.

IP version 6 (IPv6)
The wireless Internet connectivity craze has emphasized the
need for a larger address space, automatic configuration for
mobility, and built-in security for secure transactions. As a
result, IPng found new life in IPv6. IPv6 incorporates all of
these capabilities and is driven largely by 3rd Generation (3G)
wireless infrastructure applications. Since advanced wireless
infrastructure is just emerging, IPv6 doesn’t have the same his-
torical obstacles.

Critical mass may have arrived to accelerate the deployment
of IPv6 networks. Cisco has major initiatives underway to pro-
liferate the adoption of IPv6-based networks. Japan has a
national initiative called “e-Japan” where by the year 2003,
every citizen in Japan will be Internet connected.

It probably comes as no surprise to our readership that
CompactPCI will likely play a significant hardware role in
these new wireless infrastructure systems. The high availability
and hot swap capabilities of CompactPCI make it an attractive
hardware platform for wireless infrastructure. If you’re building
CompactPCI cards or systems with Ethernet interfaces, you’re
probably feeling pressure to support IPv6.

IPv4/IPv6 comparison
IPv6 features include:

■ Expanding the IPv4 address range from 32 to 128 bits
■ Adding integrated auto-configuration through “self

discovery” and “neighbor discovery”
■ Implementing Quality of Service (QoS) features
■ Incorporating end-to-end IP security (IPSec)

Table 1 compares IPv4 and IPv6 service capabilities.

IPv4 and IPv6 header comparison
Figure 1 shows the IPv4 and IPv6 headers. There is a new
“traffic class” field in IPv6 that is intended for providing dif-
ferentiated services like real-time data transport. There is also
a flow label value where the IP address can be further broken
down into individual flows within an IP connection. While this
part is still being specified, it enables a single end-to-end con-
nection to carry multiple logical flows and the network can be
sensitive to bandwidth allocation within each flow. In addition
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Table 1

Service IPv4 IPv6  

Addressing range 32 bit, extended with Network Address 128 bit with multiple scopes
Translation (NAT)   

Auto-configuration Dynamic Host Configuration Protocol (DHCP) Serverless configuration through self & neighbor
discovery, DHCP  

Security IPSec (packets and tunnels) IPSec required, end-to-end  

Mobility Mobile IP Mobile IP with direct routing  

Quality of Service Differentiated Service, Integrated Service Differentiated Service, Integrated Service  

IP Multicast IGMP/PIM/Multicast BGP MLD/PIM/Multicast BGP, scope identifier  
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to the increased number of address bytes allocated for IPv6,
there can also be other “extension headers” following the core
IPv6 headers. Some of these extension header possibilities
include tunneling IPv4 packets over IPv6 networks.

Backward compatibility
As IPv6 enabled equipment is deployed in emerging commu-
nications networks, the requirement exists to bridge to the
legacy (IPv4) backbone. The Internet Engineering Task Force
(IETF) specifies a number of ways to bridge these networks
(called “tunneling”).

Automatic and manual tunnel support is specified for IPv6 in
request for comments (RFC) specification RFC2893. This
allows traffic sourced from IPv6 networks to be encapsulated
and sent over IPv4 backbones. These tunnels can be manually
configured or automatically configured as specified in
RFC2373.

Also specified in RFC3056, are “b6to4 tunnels.” This is a sim-
plified “jump-start” mechanism for IPv4/v6 compatibility.
Each IPv4 endpoint of the tunnel is identified in the IP prefix
of the IPv6 domain. This removes the need to explicitly con-
figure tunnels between IPv6 sites that need to communicate.

Tunnel brokers (RFC3053) are used to stimulate growth of
IPv6 interconnected stand-alone hosts. Remote IPv6 hosts can
register on a dedicated Web site and then obtain a script
according to their login host who will build an automatic tun-
nel to the IPv6 network.

Network Address Translation-Protocol Translation (NAT-PT)
(RFC2766) also finds a home in the new IPv6 world. NAT-PT
enables IPv6 network equipment to communicate with IPv4 –
only hosts. This capability will enable the IPv6 stack to trans-
late between IPv4 and IPv6 addresses and IP header formats.

Table 2 provides a list of many of the RFCs that make up IPv6.
IPv6 involves core IP, TCP, UDP, and ICMP changes, code
that enables IPv4 and IPv6 networks to be bridged, and new
IPv6 versions of existing socket-based applications like rout-
ing protocols (RIP, OSPF, BGP) and host applications such as
telnet, ftp, and Web browsers.

IPv6 related products
Availability of commercial software support for IPv6 is hard to
find. Cisco has announced plans to incorporate IPv6 into the
software builds for their products in the second half of this year.
Hitachi and Compaq also have initiatives. I’ve not been able to
identify off-the-shelf IPv6 software solutions that can be incor-
porated into other products. There are open source initiatives
and code is available from NetBSD for example, but this
involves labor years of engineering to port, test, and maintain
depending on your product’s software baseline. Look for soft-
ware suppliers to the wireless infrastructure market to announce
IPv6 product support from the end of 2001 through 2002.

Conclusion
IPv6 introduces increased capacity and capabilities for the
next generation of Internet infrastructure. Emerging wireless
infrastructure requirements, major initiatives like e-Japan, and
backing by network product leaders, IPv6 looks like it will
proliferate this time around. 

For more information on IPv6, go to these related URLS: 
www.ipv6.org
www.ietf.org
www.microware.com/ipv6
www.cisco.com/warp/public/732/Tech/ipv6/index.shtml
www.ipv6forum.com

Table 2

RFC Number Title  

2460 Internet Protocol, version 6  

2373 IPv6 Address Structure  

2462 Stateless Auto-configuration for IPv6  

2461 Neighbor Discovery for IPv6  

2463 ICMP for IPv6 

1981 MTU Path Discovery for IPv6  

2893 Automatic and manual tunnels between
IPv4 and IPv6 networks  

3056 IPv6 to IPv4 tunnel (6to4)  

3053 Tunnel Broker 

2766 Network Address Translation-Protocol
Translation (NAT-PT)  

2080 Routing Internet Protocol next
generation (RIPng)  

2740 Open Shortest Path First (OSPF) v3  

2545, 2858 Border Gateway Protocol (BGP-4)  
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