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Embedded systems engineers are 
dropping the ball in security!
By Curt Schwaderer, Editorial Director

In an eye-opening embedded systems safety and 
 security survey conducted by the Barr Group, 28 per-
cent of respondents said the systems they work on 
could cause injury or fatalities and 60 percent of the 
respondents said their systems were connected to the 
Internet. Disturbingly, even when their systems could 
be dangerous and were on the Internet, 22 percent of 
 engineers said security was not a design requirement on 
their project (Figure 1).

This is the Barr Group’s third annual survey on safety 
and security. This year, more than 1,700 professional 
embedded systems designers from all over the world 
gave responses related to security and safety prac-
tices, process, and architecture. Those surveyed were 
involved in a variety of industries – including industrial 
control, aerospace, medical, and automotive. A number 
of questions involving coding standards, bug tracking, 
and best practices were posed in the survey, along with 
questions involving operating systems, processors, and 
languages.

Barr Group CTO Michael Barr offered some insights into 
these alarming numbers. “Development processes are in 
perpetual movement. The engineers involved in devel-
oping Internet of Things (IoT) devices, in particular, tend 
to have fewer years of experience. Geography also plays 
a role. Shifting development from the U.S. and Europe 
to Asia, there appears to be a less mature development 
model with less of an appetite for applying industry best 
practices appropriate to safety and security.”

Barr also cited the maturity level of various industries. 
In medical and aerospace, for example, companies take 
greater pains to ensure quality, whereas designers of 
emerging IoT and consumer products are simply trying 
to get things working before security is even considered.

With regard to IoT devices specifically, 9 percent of 
those designers don’t keep their source code in a ver-
sion control system – this makes historical snapshots 
and bug-fix branch capabilities difficult to impossible; 
25 percent don’t have a bug tracking system or data-
base to track known issues; 56 percent do not perform 
regular source code reviews for bug and security hole 
identification; and 60 percent do not use any static code 
analysis tool.

Two key areas to address according to Barr are:

 › Embedded systems engineering must put security 
on the requirements list – this survey uncovered that 
22 percent of those whose products could kill and 
were on the Internet didn’t even have security on 
the list of design requirements.

 › Engage in an analysis phase focused on 
attack motives, the types of attacks the system 
may experience, what the attack surface of the 
system looks like (physical access, reachable 
from the Internet, etc.), and worst-case security 
breach analysis. 

“Whether these companies do these things internally 
or by involving an external consulting organization, 
 security is a critical part of today’s embedded and IoT 
systems and cannot be ignored,” Barr says. “Retrofitting 
security is a lot harder than building it in from the start. 
Penetration testing, metrics, and security training can go 
a long way to address the issue.”

Rising security concerns present a unique opportunity 
for IoT platform companies. On one end of the spec-
trum, platform companies that focus strictly on function - 
ality form a baseline product, but platforms with  
integrated security issue identification, attack preven-
tion, and other security features can provide valuable 
differentiation.       

TRACKING TRENDS cschwaderer@opensystemsmedia.com
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FIGURE 1  
A large portion of 
embedded developers 
could be said to be “in 
denial” when it comes 
to security for safety-
critical connected 
devices.
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https://barrgroup.com/Embedded-Systems/Surveys/2017-embedded-systems-safety-security-survey
http://www.embedded-computing.com
mailto:cschwaderer@opensystemsmedia.com


EdgeX Foundry joins industry-wide 
push for IoT interoperability
By Brandon Lewis, Technology Editor

When we talk about interoperability and the Internet 
of Things (IoT), we’re usually talking about networking: 
Technical interoperability of the underlying network infra - 
structure to enable information exchange; syntactic inter- 
operability that leverages common data structures so that  
information traversing a network can be recognized by dif- 
ferent systems; and semantic interoperability, which allows 
meaning to be extracted from transmitted information. 

Less frequently addressed, however, is interoperability 
between the components used in developing a system, 
particularly those that exist within embedded devices at 
the IoT network edge. Here, countless adaptations of 
silicon, software, and connectivity have been cobbled 
together by engineers with slightly different drivers and 
application programming interfaces (APIs) that, more 
often than not, perform fundamentally the same func-
tions. It’s not uncommon to find interoperability issues 
further up the IoT stack rooted in this process.

While low-level software development is innate to 
embedded systems engineering, the market will always 
favor solutions over enablement. The perception is 
that time spent on component integration is time lost 
developing value-added software and services, and that 
customers pay for connected lighting applications, not 
zigbee drivers. Add to the equation that many utilities 
resemble ad hoc versions of industry standards, and 
what you have is reinvention, not innovation. 

In an effort to turn this paradigm on its head for the 
IoT, The Linux Foundation, with support from 50 com-
panies, launched EdgeX Foundry, an open source ini-
tiative focused on improving interoperability through 

a hardware- and operating system-agnostic edge soft-
ware platform. The foundation of the EdgeX Foundry 
software platform is based on Dell FUSE middleware, a 
code base made available under the Apache 2.0 license 
that enables a set of loosely coupled, plug-and-play 
EdgeX Foundry microservices that are compatible with 
programs developed in any language or application 
environment through a set of common APIs.

As seen in Figure 1, the core services of EdgeX Foundry, 
including the pictured microservices as well as APIs 
for data flow and system management, security, and 
developer value add, actually exist at the IoT gateway 
layer given the resources they require. But, for more 
constrained devices at the edge, the EdgeX Foundry 
platform also incorporates a device services software 
development kit (SDK) that not only provides a standard 
methodology for creating compatible device drivers, 
protocol support, and the like, but also allows for the 
development of optimized services capable of run-
ning independently on sensor nodes that communicate 
directly with northbound core services. In each of these 
instances interoperability will be maintained through an 
EdgeX Foundry certification program.

Does EdgeX have the X factor?
When peeling back the onion, the EdgeX Foundry value 
proposition is another attempt to apply IT principles to 
the embedded IoT. Like Cloud Foundry, EdgeX seeks to 
decouple IoT hardware and software, maximize interop-
erability and reuse around standard components, and 
accelerate innovation on top of that generic framework. 

Of course, this type of strategy has been proposed to the 
embedded space before with marginal success, largely 
due to the incredibly diverse requirements and use cases 

of embedded systems. For example, there 
may be very good reasons for a custom 
driver or modified application call within 
an embedded system design, which is a 
foreign concept to IT professionals. Other 
questions revolve around the rigidity of 
the device SDK and capabilities of the 
applications developed therein; how the 
stack can handle gateway-less architec-
tures; and how much system integrators 
stand to loose. As two very different ends 
of the technology spectrum continue 
to collide, only time will be able to pro-
vide answers.    

IOT INSIDER blewis@opensystemsmedia.com
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FIGURE 1  
The EdgeX 

Foundry platform 
architecture provides 

a foundation for 
IoT interoperability 

based on a set of 
loosely coupled 

microservices  
and APIs.

file:///Users/Steph/Desktop/2.%20IoTI/linuxfoundation.org
https://www.edgexfoundry.org
http://www.dell.com/en-us/work/learn/internet-of-things-solutions
https://github.com/libfuse/libfuse
http://www.embedded-computing.com
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Nixie tubes: Vintage tech for today
By Jeremy S. Cook, Contributing Editor

MUSINGS OF A MAKERPRO www.youtube.com/c/jeremyscook
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Nixie tubes, if you haven’t heard of them, are display 
devices that look like vacuum tubes but are actually filled 
with gas. When electricity is applied to one of the char-
acters inside, it appears to glow, brightly displaying this 
information for all to see. The Burroughs Corporation 
originally introduced these tubes in the 1950s, and the 
name Nixie came from an abbreviation for Numeric 
Indicator eXperimental-1. Production stopped in the 
U.S. and Europe in the 1970s, and continued in Russia 
into the 1990s as more cost-effective displays took over.

Like pinball machines or record players, though they 
are no longer the preeminent technology in their field, 
they are still quite interesting for those willing to work 
with them. These devices might not be suitable for 
mass-manufacturing anymore, but it seems like a great 
niche for enterprising MakerPros that want to sell these 
devices (or those that just want a neat display device).

One great way to put these tubes on display is via a clock. 
As they tend to be expensive, this makes an ideal use for 
them, since it’s decorative, practical, and doesn’t require 
that many tubes. A very full-featured device from Amazon 
(including a temperature display) costs over $300, or you 
can get a kit from Tindie for just under $50 plus ship-
ping. If you want something really unique, people are 
also making Nixie wristwatches, though even when using 
very small tubes the units tend to be quite large.

Even if the physical size of these tubes works for your 
design, there are a few other challenges, including the 
fact that they run at a relatively high voltage. Because of 
this, specialized electronics are needed for control. The 
other obvious elephant in the room is that since they 
are not being made anymore, it seems they will become 
harder and harder to get.

On the other hand, MakerPros are coming up with alter-
nate solutions, emulating the three-dimensional nature 
of these tubes with LED lights. The Nixie Pipe is a great 
example, as is the similar Lixie, both of which are in the 
very early stages of production. Both use layers of clear 
engraved acrylic with a light shining through to selec-
tively illuminate each section. Light diffuses when it hits 
the engraved acrylic, causing the character to glow. 
Though perhaps some of the charm of these tubes is 
sacrificed, a really neat feature of this concept is that a 
programmable LED light can be used to make the char-
acters glow whatever color you prefer.

It’s really great to see interest in this retro-tech. Like 
with many things, it’s fun to think about, and perhaps 
relive, in some part, the “good old days.” However, 
overall I think we’d all choose our high-definition organic 
LED (OLED) (or even ultra-high-definition (UHD)) dis-
plays over what was available during the Nixie tube’s 
heyday.       

http://www.embedded-computing.com
https://www.amazon.com/Classic-Nixie-Tube-Clock-Kit/dp/B00RZBTUY4/
https://www.tindie.com/products/RobG/msp430-nixie-clock-kit/
http://www.instructables.com/id/Nixie-Watch-PrototypeC/?ALLSTEPS
http://engineer.john-whittington.co.uk/2016/12/nixie-pipe-modern-day-led-nixie-tube/
https://hackaday.io/project/18633-lixie-an-led-alternative-to-the-nixie-tube
http://www.youtube.com/c/jeremyscook


In summer 2016, when BMW, Intel, and Mobileye joined hands to bring 
fully autonomous cars to roads by 2021, the collaboration raised a few 
questions. For instance, what is Intel doing in this alliance without an auto-
motive chip? And why would Mobileye share its renowned machine-vision 
algorithm with a chipmaker?

The answer came in March 2017 when Intel announced they’d acquired 
Mobileye for a whopping $15.3 billion – its second largest acquisition so 
far. But here, trade media remained busy in the usual tidbits associated with 
technology acquisitions and largely missed a critical dimension behind this 
multi-billion-dollar deal.

So far, the automotive electronics industry has mostly been sprinkling cars 
with low-cost MCUs to carry out a diverse array of functions in powertrain, 
infotainment, and body electronics. However, the advent of advanced driver 
assistance systems (ADAS) and subsequently the quest for self-driving cars 
are shifting the focus toward larger and more powerful system-on-chips 
(SoCs) catering to functions such as vision processing and sensor fusion.

Intel’s earlier acquisition of Yogitech, a provider of functional safety 
 verification tools and solutions, is a testament that the world’s largest chip-
maker is aiming at more compute-intensive automotive SoCs for the ADAS 
and autonomous car markets. And building large chips isn’t Intel’s thing 
anyway. All it wanted was a springboard, and Mobileye seems to be a 

pretty good match when it comes to 
both ADAS now and self-driving cars in  
the future.

A majority of car OEMs are already 
Mobileye customers. Mobileye’s current 
ADAS offerings include lane departure 
warning, forward collision warning, head- 
way monitoring, pedestrian detection,  
intelligent headlight control, and traf- 
fic sign recognition. Moreover, its next- 
generation vision SoC, EyeQ 5, expected  
to be available for sampling in 2018, 
claims to provide the central computing 
platform for sensor fusion in fully auton-
omous vehicles by 2020 (Figure 1). The 
capabilities that the EyeQ 5 chipset is 
going to offer include 360-degree cov- 
er age by cameras and ultrasonic.

Mobileye is a success story in the nascent  
ADAS market. The Jerusalem-based 
firm co-developed a vision processor in 
collaboration with STMicro and used it 
to process visual information for driver 
assistance with cheap mobile phone 
cameras back in the mid-2000s. BMW, 
General Motors, Nissan, and Volvo  
were the early adopters of Mobileye’s 
vision solution, and eventually Mobileye  
became an ADAS market leader with 
80 percent share of front-view camera 
processors.

Mobileye has come a long way since 
then. Apart from vision dataset and 
algorithms, it now boasts localiza-
tion mapping called REM and sensor 
fusion software, which constitute the 
key building blocks of an autonomous 
driving architecture.

Intel missed the mobile boat, and  
now automotive electronics is the next 
big thing in the silicon business. It will 
be interesting to watch how Intel exe-
cutes this crucial bet on automotive 
electronics.      

Intel’s Mobileye deal an inflection  
point in automotive
By Majeed Ahmed, Automotive Contributor

A block diagram 
of Mobileye’s 

EyeQ 5 chipset 
for autonomous 

cars.

FIGURE 1

AUTOMOTIVE ANALYSIS 
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SILICON:  MEMS & SENSORS  
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localized decision making and alleviates many of the concerns surrounding latency, 
security, bandwidth, and power consumption.

Optimized smart partitioning maximizes data value
Since only a subset of IIoT data is truly valuable, a large majority of the data is unim-
portant and can be ignored. However, the highest quality sensed data can still be 
marginalized without careful attention to an edge node’s analytics requirements.

System data that requires real-time local decisions should be acted upon long before 
it is aggregated at a remote point in the cloud. In contrast, information that leverages 
historical value with prediction models to influence long-term insights makes an ideal 
application for cloud processing. Archiving data into mass databases for retroactive pro-
cessing and decisions plays to the strengths of powerful cloud processing and storage.

Edge processing can be an analytic proposition that allows data to be analyzed close 
to its source in addition to being sent it to a remote server for cloud-level analysis. 

Innovation 
in sensor 
analytics 
at the 
edge
By Ian Beavers

The Industrial Internet of Things (IIoT) revolution is in full 
development as industrial providers continue integrating smart 
connected solutions into their existing operations. A high level 
challenge is that many IIoT solutions are tasked with capturing 
and moving massive amounts of data from a myriad of sensors 
to the cloud. Often, this creates an inadvertent crippling effect 
from a bottleneck deluge of raw data. With a dumb sensor 
approach, the typical “send everything to the cloud” model can 
be drastically inefficient. This often presents cloud platforms with 
the near impossible task of extracting a few morsels of valuable 
data from an overwhelming amount of noise.
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Within the IIoT, the role of 
precision sensing and 

measurement are critical in  applications 
where reliability and accuracy are para-
mount. IIoT innovators face several 
challenges in managing high volumes 
of data while also maintaining integrity 
throughout the solution. System engi-
neers are leveraging both hardware and 
software innovation at the edge to over-
come these challenges, with one solu-
tion being smarter sensor nodes capable 
of distilling and interpreting data at the 
edge so that only important data is sent 
to the cloud for processing. A model of 
distributed analytics processing enables 

http://www.embedded-computing.com


against pass, fail, and warning alerts downstream (Figure 2). Processing gain within 
the FFT can be achieved through finite impulse response (FIR) filtering to remove 
wideband noise that is otherwise outside the bandwidth of interest.

Edge node processing is an important component in machine condition monitoring. 
The full bandwidth of sampled data can provide a significant aggregation bottleneck 
at a wireless gateway, considering that a single machine may have many sensors and 
hundreds of machines may be monitored concurrently. Filtering and intelligent deci-
sion making within an MCU offers a low-bandwidth output to the wireless transceiver 
without the need for intensive filter processing in the cloud (Figure 3). 

SILICON: MEMS & SENSORS REPORT

FIGURE 1 Smart partitioning at the edge node enables leaner processing and intelligence 
further ahead in the signal chain allows for a more efficient IoT solutions.

FIGURE 2
Though machine maintenance can be performed routinely, it is often not 
done with intelligence about a machine’s condition. By analyzing the vibration 
performance of specific machine operations, edge node alerts can provide 
predictive points of failure and maintenance milestones.
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Through close coupling to the sensor, 
time-sensitive feedback loops can pro-
vide immediate processing that provides 
more informed decisions, while moving 
real-time analytics processing as early as 
possible in the signal chain also reduces 
the payload burden downstream and 
shortens latency. Furthermore, initial data 
processing at the edge node can simplify 
data formatting and reduce communica-
tions bandwidth for eventual aggregation 
at the cloud gateway (Figure 1). 

Processing for edge node insights – 
The smart factory
One application that will be important 
within the IIoT is machine vibration condi-
tion monitoring. New or legacy machine 
equipment can have key mechanical com-
ponents (such as rotating shafts or gears) 
mounted with high dynamic range MEMS 
accelerometers. These multi-axis sensors  
sample the vibration of machinery in 
real-time, and these signatures can be 
measured, processed, and compared to 
an ideal machine profile. In a factory, the 
analysis of this information aids efficiency, 
reduces line-down situations, and can 
predict mechanical failures in advance. In 
extreme cases, a machine with a rapidly 
deteriorating mechanical component that 
would otherwise induce further damage 
can be immediately shut down.

The intent of the solution is to  identify 
and predict machine performance issues  
in advance of failure. At the edge sensor 
node, a multi-axis high dynamic range 
accelerometer monitors vibration dis-
placement at various locations on indus-
trial machines. The raw data can be 
filtered and decimated for frequency 
domain interpretation within a microcon-
troller (MCU). A fast Fourier transform  
(FFT) compared against known perform- 
ance limits can be processed for testing 

Typical signal 
chain for vibration 
monitoring.

FIGURE 3
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Interpretation
If mechanical signature frequencies of 
interest are known precisely, the sample 
rate of the analog-to-digital converter 
(ADC) and FFT size within the MCU 
can be planned such that the maximum 
amount of energy falls within the width 
of a single histogram bin. This will pre-
vent signal power from leaking across 
multiple bins and diluting the precision 
of the amplitude measurement.

Figure 5 is an example of an FFT where 
specific predetermined zones are inter-
preted within the edge node MCU for 
more than one observed mechanical 
component. Bin energy that peaks within 
the required green zone represents sat-
isfactory operation, while the yellow and 
red zones indicate warning and critical 
alarms, respectively. Instead of transmit-
ting the full sensor bandwidth, a lower 
data rate alarm or trigger breadcrumb 
can alert the system of an excursion 
event within the zones of interest.

Machine condition monitoring is just 
one example of a smart factory appli-
cation where edge node processing is 
advantageous for IIoT system success. 
The most vital data can be processed 
and interpreted for immediate localized 
action. This alleviates the full bandwidth 
requirements burden of remote cloud 
analytics.          

Ian Beavers is a Product Engineering 
Manager at Analog Devices.

Decision time latency can be drastically reduced by edge node analytics. An example of 
this can be seen in Figure 4, where a MEMS sensor warning threshold limit is exceeded 
and an alert is immediately sent. If the event is extreme enough to be deemed critical, 
the node may be given authority to automatically disable the offending equipment to 
prevent a time-sensitive catastrophic mechanical breakdown. 

Alternately, a trigger signal may be invoked to enable another sense and measure-
ment node (such as one on a secondary machine component) to begin interpreting 
data based on the first event, reducing the total data set of sampled data from the 
edge node. In order to determine any vibration abnormality, the front-end node must 
be designed with the required detection performance. The dynamic range, sample 
rate, and input bandwidth of the sense and measure circuit should be more than suf-
ficient to identify any excursion event.

FIGURE 4

A time domain representation of sampled machine vibration data where a 
comparator threshold can determine whether or not the sensed and measured 
data is communicated beyond the edge. A lower power state can be maintained 
to filter a majority of the information until data preponderance is achieved by a 
threshold-crossing event.

FIGURE 5 FFT bin energy can be used to trigger alarms.

“INSTEAD OF 

TRANSMITTING THE FULL 

SENSOR BANDWIDTH, 

A LOWER DATA RATE ALARM 

OR TRIGGER BREADCRUMB 

CAN ALERT THE SYSTEM 

OF AN EXCURSION EVENT 

WITHIN THE ZONES 

OF INTEREST.”
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Testing is 
the only 
way to 
assure 
that code 
is correct
By Jay Thomas

Producing safe and secure code 
has a number of dimensions. 

On one level, code that’s functionally 
correct – it does what it’s supposed to do 
– can still contain openings that a hacker 
can take advantage of. On another 
level, the code must be functionally safe 
in that it follows rules to prevent injury 
or damage, and it must be functionally 
secure in that it contains mechanisms 
such as encryption that prevent access.

We’re making significant progress 
along these lines with coding standards 
such as MISRA and CERT C for correct 
coding practices, and industry specifica-
tions such as ISO 26262 for automotive 
and IEC 62304 for medical. Following 

As systems in industrial, automotive, medical, and energy markets 
that involve human life and limb are connected to the Internet of 
Things (IoT), the stakes get higher and the pressure for safety and 
reliability increases. While hardware can be physically isolated and 
protected, once the system is connected to the Internet it becomes 
exposed through software, which forms the “soft underbelly” of the 
IoT. And if they’re not secure, they can’t be considered reliable or safe. 
That means the battle for safe and secure devices takes place on the 
field of software.

guidelines such as these is one thing, but code must be verified to be sure all the 
detailed rules have been followed and that can only be done by thorough analysis 
and testing.

A comprehensive set of validation and testing tools is essential to such validation, 
and the better integrated it is to the other software tools and the particular industry 
segment being developed, the better. Safety and security must begin at the ground 
level, starting with the real-time operating system (RTOS) and drivers on up to the final 
application. Requirements-based testing and verification must be done at the system 
level, and at the same time, robustness and more focused analysis and testing must 
be performed at the unit level.

The ability to trace from high-level requirements to source code and back is done by 
lifecycle traceability tools. This traceability provides both impact analysis capability 
as well as transparency and visibility into the software development lifecycle. Static 
analysis tools, used during the coding phases, can analyze software for quality, elimi-
nating code vulnerabilities prior to compilation. This saves time and money by not let-
ting code-level quality issues propagate into the executables and the integrated units.

SOFTWARE:  SAFETY & 
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strengthened and where gaps in the testing process exist is fundamental to improving 
the overall process and quality of the code, and this need increases as tools become 
more focused on an application area. Therefore, leveraging techniques and technolo-
gies – such as coverage analysis with requirements traceability, static analysis, and 
automated testing – can save both time and money by identifying potential vulner-
abilities and weaknesses in the code early and throughout the software development 
lifecycle.        

Jay Thomas is a Technical Development Manager for LDRA Technology, and has 
been working on embedded software applications in aerospace systems since 2000. 
He specializes in embedded verification implementation and has helped clients on 
projects including the Lockheed Martin Joint Strike Fighter (JSF), Boeing 787, as 
well as medical and industrial applications.

The IBM Rational  
DOORS system with 
the integrated LDRA 
tool suite allows 
 development require-
ments to be managed 
for entire projects 
down to testing at the 
source code level.

FIGURE 1
Static analysis tools can also help ensure 
that the code follows a particular coding 
standard, ensuring clarity and consis-
tency and eliminating code-level vulner-
abilities. Static analysis can serve as the 
basis for automatic test case generation, 
as it “understands” the code’s complexi-
ties and dependencies.

Coverage analysis, another key quality 
analysis capability, provides a measure 
of the effectiveness of the testing pro-
cess, showing what code has and has 
not been executed during the testing 
phases. All these capabilities should be 
integrated to expedite the path through 
software development and verification 
while providing transparency into the 
process that may be required by quality 
groups or regulatory authorities.

The IBM Rational DOORS system man-
ages requirements for entire projects 
such as these for the lighting in a large 
tunnel project (Figure 1). A number of 
these requirements link to software 
requirements, which the integrated 
LDRA tool suite can now test down to 
the source code.

As standards, specifications, and veri-
fication technologies progress, it’s 
important that tools can be upgraded 
with add-on packages that provide 
enhanced security techniques. The tool 
suites themselves are now starting to 
have versions focused on major industry 
segments, such as ISO 26262 for auto-
motive. Development packages with 
sophisticated editors, debuggers, and 
performance tools can be integrated 
with verification tools, allowing cus-
tomers to do development and testing 
in a single user environment. General 
industrial tools such as the IBM DOORS 
suite, which cover mechanical and other 
requirements along with software, 
can also gain an advantage by inte-
grating in-depth software requirements 
traceability.

Measuring the effectiveness of the 
testing process as a whole is critical to 
developing high-assurance software. 
Understanding where tests need to be 
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Ensuring 
a safe 
medical 
design
By Mary Sue Haydt

Security experts have reported 
weaknesses in hospital and 

clinic networks for several years. Even 
though these networks contain extremely 
sensitive patient data and connect life-
critical equipment, they continue to 
be proven easy to infiltrate. While net-
working equipment, like routers, may be 
state of the art, the medical equipment 
on the network often has little to no 
security protection. Breaching a device 
with malware can open a backdoor to 
allow remote hackers access to sensi-
tive data across the network, and what’s 
more, cause the device to operate in a 
dangerous manner.

Until recently, developers and manufacturers of medical devices 
have not been required to consider security in their products. New 
guidance from the U.S. Food and Drug Administration (FDA) and 
expanded European Union requirements for personal data protection 
now make security design in medical devices a necessity. While 
IT network attacks get most of the press, it is important to remember 
that physical attacks, such as accessing a maintenance serial port, 
can be just as dangerous.

Since 2015, there has been much regulatory activity on security that affects medical 
device design. In the E.U., the recent adoption of the new General Device Protection 
Regulation, which applies to all devices, has strict requirements for the protection of 
personal data. Additional regulations are soon to be released specifically for medical 
and intravenous delivery devices.

For device designers, the more specific recommendations from the FDA provide more 
useful guidance as to how to meet security requirements. The FDA has issued formal 
guidance on both premarket submissions and post-market management of security 
in medical devices. A key item in the premarket guidance states that security hazards 
should be part of the risk analysis, while the post-market guidance clearly refers to the 
need for secure software update procedures. The new post-market guidance states 
that the FDA will, typically, not need to clear or approve medical device software 
changes for the purpose of only updating cybersecurity features in the field. This is 
to enable fast response to emerging threats. Going even further, the FDA issued a 
Safety Communication triggered, for the first time, by cybersecurity vulnerabilities 
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Authentication protects medical devices from executing commands originating from 
unknown sources.

Rule 2: Ensure software is not tampered with
There are many ways for malware to be injected into a device, including:

 › Using a hardware debug interface such as JTAG
 › Accessing test and debug interfaces, such as Telnet and FTP
 › Exploiting control protocols that were developed without considering security
 › Simulating a software update that assumes trustworthiness without verification

 
System software should not be trusted until proven trustworthy. The point where 
authentication starts is called the root-of-trust, and for high-assurance systems, must 
be in either hardware or immutable memory. A secure boot process starts at the 
root-of-trust and verifies the authenticity of each software layer before allowing it to 
execute (Figure 2).

Secure boot verifies the source and integrity of software using digital signatures. 
Software is signed during release and verified each time it is loaded. This guarantees 

of one type of infusion pump. This com-
munication recommended discontinuing 
the use of several previously approved 
devices solely on the basis of vulner-
ability to attack.

What should be done to ensure a 
secure medical design
While medical equipment developers 
are experienced at developing systems 
to meet functional safety requirements, 
cybersecurity adds another dimension 
to the design process. It is advisable 
to consult with experts to evaluate the 
different tradeoffs to achieve an appro-
priate security level for the product. 
INTEGRITY Security Services (ISS), a 
Green Hills Software company, helps cli-
ents address FDA and E.U. requirements 
with an end-to-end embedded security 
design. ISS supports medical device 
developers in the application of the fol-
lowing five rules of embedded security.

Rule 1: Communicate without 
trusting the network
An increasing percentage of medical 
devices are always connected, and many  
devices are required to be connected 
for maintenance or upgrades. While pro-
tecting patient data is critical, so are fun-
damental operating parameters such as 
maximum dose limits on infusion pumps. 
Even without sensitive data, if connected 
on a hospital network, a device can be a 
target for hackers to penetrate the net-
work (Figure 1).

To prevent a security breach, it is nec-
essary to authenticate all end-points, 
including the device itself, any human 
users interacting with the device, and 
any other connected systems. Secure 
designs should never assume users and 
control software are valid just because 
the received messages have the cor-
rect format. In the infusion pumps that 
were the target of the FDA’s Safety 
Communication, a hacker was able to 
gain access to the network, reverse 
engineer the protocol, and send prop-
erly formed commands that would 
have allowed a lethal dose of medica-
tion to be administered to the patient. 
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protection is accomplished through net-
work security protocols, such as TLS, 
which enable secure client/server com-
munication through mutually authenti-
cated and uniquely encrypted sessions.

Rule 4: Secure keys reliably
Keys used for encryption and authen-
tication must be protected, because if 
these keys are compromised, an attacker 
may uncover sensitive data or emulate a 
valid endpoint. For this reason, keys are 
isolated from untrusted software. Keys 
stored in non-volatile memory (NVM) 
should always be encrypted, and only 
decrypted following secure boot verifi-
cation. Since protection of patient data 
is paramount, especially for the E.U., use 
of high-assurance kernels and security 
modules also provide layered separation 
for fail-safe design.

Keys need to be protected in manu-
facturing and throughout the product 
lifecycle by an end-to-end security infra-
structure (Figure 3). If a key is readable 
at any time, all of the devices using it 
are vulnerable. An enterprise security 
infrastructure protects keys and digital 
trust assets across distributed supply 
chains, but can also provide additional 
economic benefits beyond software 
updates such as real-time device moni-
toring, counterfeit device protection, 
and license files to control availability of 
optional features.

Rule 5: Operate reliably
As all medical designers know, one 
of the biggest threats to a system are 
unknown design errors and defects that 
occur during the development of these 
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that a device is free of malware and operates to the quality it was developed. As a 
result, by preventing malware, secure boot prevents any targeting of the larger net-
work – meeting new FDA guidelines that recommend that a device is able to detect 
and report if it has invalid software.

Rule 3: Protect critical data
Patient data, key operating parameters, and even software need to be protected not 
just in transit over the network, but also within the device. This is accomplished by a 
security design that incorporates separation and encryption to ensure only authenti-
cated software and users have access to stored data.

Protecting data-in-transit requires that data can only be viewed by the proper 
 endpoint. Note that standard wireless encryption does not provide secure communi-
cation: it protects the data link only, but not the data. Any other system that is able to 
access the wireless network is also able to view the packets in decrypted form. Data 
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complex devices. That is why Green Hills Software promotes PHASE – Principles of 
High-Assurance Software Engineering.

 › Minimal implementation – Code should be written to perform only those 
functions required to avoid “spaghetti code” that is not testable or maintainable.

 › Component architecture – Large software systems should be built up from 
components that are small enough to be easily understood and maintained; 
safety- and security-critical services should be separated from non-critical ones.

 › Least privilege – Each component should be given access to only the resources 
(e.g., memory, communications channels, I/O devices) that it absolutely needs.

 › Secure development process – High-assurance systems, like medical devices, 
require a high-assurance development process; additional controls beyond those 
already in use, such as design tools security and secure coding standards, may 
be needed for ensuring a secure design.

 › Independent expert validation – Evaluation by an established third party 
provides confirmation of security claims and is often required for certification. 
As with functional safety, components that have already been certified for 
cybersecurity are preferred as reliable building blocks in a new design. 

These principles, used in the development of Green Hills Software’s INTEGRITY real-
time operating system (RTOS), when applied to application development will  minimize 
the likelihood and impact of a software error or a new cybersecurity attack.

Creating an end-to-end security solution
Building a secure medical system that meets the new regulatory environment requires 
an end-to-end security design, which addresses the security of data and reliability 
within the networked device, throughout the product lifecycle. This requires a device 
security architecture that ensures safe operation by guaranteeing that keys, certifi-
cates, and sensitive data are protected throughout operation and manufacturing 
supply chain by an enterprise security infrastructure. The optimum selection of both 
device and enterprise security solutions depends on device operating and manu-
facturing environments, as well as business tradeoffs, so it is worthwhile to consult 
experts in the field.        

Mary Sue Haydt is a Field Applications Engineer at Green Hills Software.

FIGURE 3 Securing the update process
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Powering 
ahead:  
Market 
pushes  
power 
systems 
forward
By Alix Paultre, Contributing Editor

That fear, with its roots in device 
anxiety, has grown shoots into 

every industry that needs power to func-
tion. To expand on the earlier aphorism, 
nobody cares about power until they see 
their electric bill. Greed alone is now a 
driver for development, as saving just a 
few percent on a facility’s energy costs 
can run into the millions.

This pressure is compounded by the 
developments in materials and topology 
that are driving the next generation of 
devices. From wide-bandgap semicon-
ductors to advanced microcontrollers 
(MCUs) that are really wireless system 
on chips (SoCs), embedded power 
and its management are undergoing a 
renaissance not seen in decades. Recent 

It is a great time to be an electronic design engineer in the 
embedded space, especially when it comes to power systems. 
Power is sexy again, but it isn’t because people have suddenly 
fallen in love with capacitors and MOSFETs – it’s because market 
pressures have made it so. Nobody cares about power until the 
battery runs out, and that fear drives development.

achievements unveiled at shows like Embedded World in Europe and APEC in the U.S. 
underscore the new possibilities.

A good example of significant energy savings not involving power supplies or sys-
tems is Microsemi’s new family of 12 Gbps SAS, 6 Gbps SATA protocol controllers 
for servers and data centers (Figure 1). Functionality-optimized around SSD perfor-
mance and power-optimized for HDD-based cold storage, the solution achieves up to 
1.6 million random read I/O operations per second (IOPS) and delivers greater than 
35 percent power savings compared to competing solutions. Such power savings at 
the board level cascade all the way up the chain, from lower energy costs to reduced 
thermal issues to higher memory system densities.

However, much of the buzz at recent shows has involved new materials in the semi-
conductor space finally becoming more than just promises and hopes. Wide-bandgap 
MOSFETs and diodes are finally available from multiple vendors with a variety of 
packaging options (although I wonder at those who demand an advanced device in 
a legacy package like the TO-220) including both through-hole and surface mount 
technology (SMT). The industry is also learning the difference between silicon carbide 
(SiC) and gallium nitride (GaN), and the application spaces each is best for.

STRATEGIES:  POWER MANAGEMENT
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STRATEGIES: POWER MANAGEMENT

In the SiC space, Wolfspeed has ex panded  
its C3M platform by launching a 1200V, 
75 mΩ MOSFET in low- inductance dis-
crete packaging (Figure 2), simplifying 
designs and enabling an increase in fre-
quency while enabling 99 percent effi-
ciency levels in three-phase power factor 
correction circuits, targeting applica-
tions such as telecom power supplies, 
elevators, grid-tied storage, electric 
vehicle (EV) charging, as well as factory 
automation.

Gallium Nitride (GaN) is being used in 
a lot of low-power Internet of Things 
(IoT) applications and other small intel-
ligent wireless devices. Efficient Power 
Conversion (EPC) unveiled a complete 
wireless power transfer kit capable of 
delivering up to 35 W into a DC load 
while operating at 6.78 MHz (the lowest 
ISM band) to show that enhancement-
mode GaN (eGaN) FETs are suitable  
for highly efficient wireless power trans- 
fer. High-frequency, power- sensitive ap- 
plications like wireless power or LIDAR 
for drone, vehicle, and robotic vision 
are especially open to benefit from GaN 
power devices.

GaN Systems, whose family of Gallium 
Nitride 650 V enhancement-mode high-
electron-mobility transistors (E-HEMTs) 
are used in resonant wireless charging 
systems (Figure 3), has recently joined 
the AirFuel Alliance, as wireless charg- 
ing is becoming a major growth area in 
personal devices. There is still a plethora 

of standards in the wireless charging space, but that issue is being solved now by 
multi-protocol processors and devices.

This pressure on board design is of course also impacting test and measurement, as 
the test device must be able to provide the tight tolerances and incredible accuracies 
required for modern advanced system design and troubleshooting. This is where new 
probes and test systems like the Teledyne LeCroy high-voltage fiber-optic-isolated 
(HVFO) probe can help. Optimized for small-signal floating measurements, the HVFO 
is a design well-suited for power electronics. Optical isolation between the probe tip 
and the oscilloscope input reduces adverse loading and reduces noise, distortion, 
ringing, overshoots, and transients on the measured signal.       

Alix Paultre recently joined the Embedded Computing Design staff as a 
Contributing Editor. Alix will be covering analog and power topics on a regular basis.

“GALLIUM NITRIDE IS 

BEING USED IN A LOT OF 

LOW-POWER INTERNET 

OF THINGS APPLICATIONS 

AND OTHER SMALL 

INTELLIGENT WIRELESS 

DEVICES.”
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Wolfspeed’s C3M platform 
now includes a 1200V, 75 mΩ 
MOSFET in low-inductance 
discrete packaging that 
enables 99 percent efficiency 
in three-phase power factor 
correction circuits.

FIGURE 2

FIGURE 1
Microsemi’s new family of 6 Gbps SAS SATA protocol controllers for servers and 
data centers achieve up to 1.6 million random read IOPS and 35 percent power 
savings over alternative solutions.

GaN Systems’ 
family of Gallium 

Nitride 650 V, 
E-HEMTs.

FIGURE 3
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APEC shows 
that power is 
(figuratively) 
hot
By Rich Nass,  
Embedded Computing Brand Director

For example, Power Integrations 
announced its HiperPFS-4 family  

of power factor correction (PFC) ICs 
(Figures 1A and 1B). The family exhibits 
excellent performance characteristics 
at both full- and light-load conditions. 
HiperPFS-4 devices incorporate a 600 V 
MOSFET suitable for 305 VAC input, 
and a high-efficiency, variable-frequency 
continuous conduction mode (CCM) PFC  
controller in a compact, electrically iso- 
lated, heat-sinkable package. HiperPFS-4 
ICs achieve a high power factor of above  
0.95 and low total harmonic distortion  
(THD) even at 20 percent of rated load.

I attended the recent Applied Power Electronics Conference (APEC) 
for the first time in many years. I have to say, I was pleasantly 
surprised by what I saw. With all due respect, past events seemed 
like an endless display of power supplies and related components. 
But “power” has risen to a new level over past few years, no 
longer relegated to the “necessary evil” category. In fact, the 
advancements I saw moved clearly into the “exciting” category. 
But, to be honest, if I heard one more vendor say, “we have the 
highest efficiency in the industry” I was going to scream. 

STRATEGIES: POWER MANAGEMENT
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Helix Semiconductors showed a transformerless MuxCapacitor AC power IC. This 
one caught my attention in how it reduces the current in a power adapter to near 
zero when there’s no load attached. In other words, when you keep that cell phone 
adapter plugged into the wall without having the phone attached, this will virtually 
eliminate the power consumption. This is a pet peeve of mine, as I go around the 
house pulling these things from the wall. The two-chip set provides a parallel path 
to a high-power supply. It includes an intelligent capacitive power driver and a buck 
regulator. It automatically sources power through its path when load demand drops 
into the high power supply’s inefficient range. And the current threshold at which 
switchover occurs is user configurable.

If your need is to deliver power, you might want to check out the iHP series of configu-
rable, intelligent high power systems from Artesyn Embedded Technologies, which 
is suited for medical and industrial applications. The modular power system provides 
accuracy, resolution, and stability as either a programmable voltage or current source, 

https://ac-dc.power.com/products/hiper-family/hiperpfs-4/
http://www.embedded-computing.com
http://helixsemiconductors.com/
https://www.artesyn.com/power/power-supplies/websheet/606/ihp-series
https://www.artesyn.com/


STRATEGIES: POWER MANAGEMENT

and provides up to 24 kW in 3 kW incre-
ments. It can be configured for up to 
eight outputs using a variety of plug-in 
modules that address a large range of 
voltages and currents.

In a discussion that took a few twists and 
turns, the folks from Arctic Sand showed 
me their latest family of LED drivers, the 
ARC3C family. The detours came thanks 
to some new ownership for Arctic. The 
company was recently acquired by 
Peregrine Semiconductor, a company 
that’s owned by Murata. Got that? The 
ARC3C is aimed at notebook computers, 
Ultrabooks, and 2-in-1 convertibles that 
take advantage of the latest ultra-high-
definition (UHD) LCD displays.

According to Arctic Sand, the products 
deliver dramatic improvements in power 
conversion efficiency while achieving a 
very small Z height profile and overall 
footprint. Rated at up to 10 W output 
power, ARC3C products can save up to 
1 W in the LED boost circuit.

Finally, Dialog Semiconductor unveiled 
an ultra-efficient (over 98 percent) power 
management IC (PMIC), the DA9313. 
They claim that it’s the first 10 A inductor-
less power converter with over 98 percent 
power efficiency, especially in applica-
tions like notebook PCs, digital single-
lens reflex (DSLR) cameras, and portable 
Bluetooth speakers.

The DA9313 can power more than 50 W in less than 10 mm2 of board area. For 
systems that require up to 100 W, two of the PMICs can be put into an integrated 
master-slave configuration. For smartphone direct-charging applications, the part 
can be used as a companion to the main charger IC. During the high-power constant 
current charging phase, the DA9313 bypasses the main charger and delivers 6 A to 
the battery.       

“THE DA9313 CAN 

POWER MORE THAN 50 W 

IN LESS THAN 10 MM2 

OF BOARD AREA. FOR 

SYSTEMS THAT REQUIRE 

UP TO 100 W, TWO OF THE 

PMICS CAN BE PUT INTO AN 

INTEGRATED MASTER-SLAVE 

CONFIGURATION.”
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FIGURE 2 Artesyn Embedded Technologies’ iHP series of configurable, intelligent high-power 
systems provide up to 24 kW as a programmable voltage or current source.

Power Integrations’ 
HiperPFS-4 ICs 

incorporate a 600 
V MOSFET and 

efficient, variable-
frequency CCM PFC 

controller.
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Since co-founding Wibu-Systems in 1989, Oliver Winzenried has dedicated his career to 
securing embedded systems and applications, focusing primarily on software protection, 
licensing, and access control. With millions of devices now connecting to the Internet of 
Things (IoT) security has become paramount, requiring protection mechanisms that can 
scale from the smallest microcontroller-based (MCU-based) systems to cloud servers, 
as well as over time. A 2017 Embedded Computing Design Top Embedded Innovator, 
Winzenried offers perspective on the security “arms race,” and introduces new (but old) 
methods of cryptography based on Kerckhoffs’ principle that exponentially increase 
complexity for hackers.

There’s no such thing as impenetrable security for 
connected systems, making the goal of the security 
professionals rather to make hacking a device so 
difficult that it isn’t worth the time and effort. Where 
are we today in the arms race to secure embedded 
and IoT systems? 

WINZENRIED: If you look at systems in the em- 
bedded and IoT space today, many of them are run-
ning without security at all. The first step towards 
making something secure is education and cre-
ating more awareness; making people aware that 
they must activate and use the security mechanisms 
already available in products. The second thing is 
that device manufacturers need to make security 
usable. If it’s too complicated to implement a secure 
configuration, people will not activate it. Systems 
must be set up in a way that, out of the box, users 
are guided through a secure configuration process.

If you look back at Wi-Fi hotspots ten years ago, 
everyone was happy just to get the network config-
ured and working. There was more or less no security 
then, but today when you set up a Wi-Fi network 
for the first time you are guided through a secure 
setup in which it’s hard to disable all of the security 

mechanisms. There is a step-by-step process so that 
at the end you at least have a standard security con-
figuration running. 

Of course, there’s never 100 percent security. 
Encryption algorithms will continue to increase in 
key length over time, but asymmetric and symmetric 
encryption mechanisms are only part of the overall 
security of a solution. In some cases, you don’t even 
need to break the encryption on a device to com-
promise it. If you have physical access to a device 
and can tap into the CPU through a debug port, you 
don’t need to break the encryption; you just wait 
until the encryption or decryption is finished and 
then access the plain code in RAM space. If you can 
debug, step by step, all possible parts of a program, 
you can successfully hack an application regardless 
of the encryption. It doesn’t matter how good the 
encryption is.

With our Blurry Box cryptography mechanism one of 
the principles is duplicating code, such as a function 
that is inside an embedded device. If the function 
is important it can be duplicated five or ten times 
and then modified to deliver results based on certain 
input ranges. The original and duplicated functions 
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are then encrypted, and duplicated functions con-
taining input ranges that would never be used by 
the original application are marked as traps. By com-
bining these mechanisms, someone who wants to 
hack a system really needs to be able to run through 
all possible parts of the program, and the application 
has been made so complex with so many different 
functions protected that at a certain point it’s no 
longer worth the time required to hack it. 

These three mechanisms of Blurry Box are publicly 
described, and we recently completed a Blurry Box 
hacking contest that was open to participants from 
all over the world. Participants were sent, free of 
charge, a secure element preloaded with a Windows 
application that included the published Blurry Box 
protection schemes. The contest ran from May 
15th through the beginning of June, with a prize 
of €50,000 for anyone who was able to crack the 
security mechanisms. We haven’t completed review 
of the submissions, and aren’t claiming that the pro-
tections of the sample application are 100 percent 
secure – that’s not possible. But, what our devel-
opers and scientists believe is that it is not pos-
sible to crack the Blurry Box protections within the 
allotted three-week period, even with all of the pro-
tection mechanisms publicly described. What we’ve 
done is really increase complexity so that it’s very 
hard for attackers.

Of course adding protections such as those in 
Blurry Box, just as with longer cryptographic 
keys, requires more system resources. Are bigger 
processors and more memory an inevitable part 
of staying ahead of attackers?

WINZENRIED: To a certain extent, yes. Certain 
resources are going to be necessary. 

The three mechanisms of Blurry Box mentioned pre-
viously of course cost more resources in program 
space. But, for example, in an embedded system 
based on a microcontroller (MCU) with 1 MB of 
flash, you would reasonably expect to use around 
100 KB of memory for symmetric or asymmetric cryp-
tography, leaving 900 KB for the application. If the 
actual application code space required is only 400 KB 
or 500 KB, the Blurry Box mechanisms described can 
certainly be achieved in an additional 300 KB.

Regardless, you should be able to implement suf-
ficient protections for embedded devices within a 
reasonable footprint, particularly if external secure 
elements are used – for example, a dongle from 
Wibu-Systems, a trusted platform module (TPM), 
or a trusted execution environment (TEE) such 

as TrustZone from ARM or Intel Software Guard 
Extensions (Intel SGX) that is much more secure 
than running something in the normal user space 
of an embedded processor. Small systems such as a 
secure element or TEE that don’t require very com-
plex security operations, along with proven security 
algorithms, can still be enough for solid security. It 
will cost resources and performance to secure these 
systems, but it will be absolutely necessary that all 
connected devices have a minimum level of security 
so that the whole system runs reliably.

As noted, security is an arms race 
proportionately bound to computational power. 
However, many embedded systems are deployed 
long term. How will advances in cyber threats and 
defense impact the development of such systems 
moving forward? 

WINZENRIED: Everybody assumes that the basic 
encryption algorithms – RSA, ECC, and symmetric 
AES – are secure. That is true today if you are using 
certain key lengths, but five or ten years into the 
future, they may no longer be valid. One reason is 
that computational power is increasing to the point 
that attackers may be able to perform brute force 
attacks on encryption algorithms with today’s key 
lengths. Increasing the key lengths will help guard 
against this. 

Another thing is that some encryption algorithms 
might not work anymore at all. For example, as soon 
as we have quantum cryptography with a certain 
amount of power, which IBM predicts will be avail-
able in about five years, then asymmetric encryption 
as it’s used today with RSA or ECC can be broken 
independent of key length. This is an area where 
research into quantum cryptography is needed. 
Governments all over the world understand this.

If someone is developing devices that require secu-
rity, they should plan to upgrade security mechanisms 
over the lifetime of the product, especially in indus-
trial areas where machines can be in use for 15 to  
20 years. It’s not possible to implement  a  solution 
today that will be secure 20 years from now.       

Wibu-Systems AG
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As former Secretary of Technology and CIO of the State of Colorado and leader of the 
U.S. Digital Government Strategy for Deloitte, Kristen Russell has been instrumental in 
bringing Internet of Things (IoT) solutions to the public sector, improving everything from 
infrastructure to employee collaboration and citizen experience. Now, she brings that 
expertise to Arrow, guiding clients through all the steps of implementing an IoT solution 
so they can improve efficiency and gain valuable insight from their data. One of Embedded 
Computing Design’s 2017 Top Embedded Innovators, Russell shares her perspective on 
moving the public and private sectors into the future. 

The IoT has introduced the possibility of 
constant iteration and evolution for embedded 
systems and components, which is a departure 
from traditional set-and-forget deployment 
strategies that can last for 10 years or more. 
How has the IoT impacted thinking in the 
embedded systems supply chain, and what does 
it mean for the procurement and maintenance 
of electronic components?

RUSSELL: It’s an exciting time to be working on the 
forefront of IoT innovation, and we are seeing near-
constant iteration and evolution in embedded prod-
ucts and systems. It’s no surprise, really – businesses 
and entire industries are facing tremendous pressure 
to capture actionable insights from all their data to 
gain a competitive advantage, and the end-to-end 
IoT solutions they are implementing to gather and 
analyze their data are becoming increasingly more 
complex. When you add in challenges like power 
consumption, global supply chain logistics, hardware 
and software interoperability, and security, it quickly 
becomes clear that embedded IoT solutions aren’t 
for the novice or the faint of heart. 

That’s why it’s important to have a partner who 
can help to guide you through the development, 

procurement, implementation, and maintenance of 
your embedded products and IoT systems; someone 
with the expertise to handle all your embedded and 
connected challenges, changes, complexity, and 
headaches while letting you focus on your core com-
petencies; and someone with the expertise to help 
you iterate and optimize your products, intelligent 
systems, and data to achieve the right results. 

That expert support extends all the way to supply 
chain management, providing an almost Supply 
Chain-as-a-Service (SCaaS)-type of model where 
companies can add, adjust, and iterate global 
supply chain services on an as-needed basis. These 
advancements are revolutionizing the industry and 
creating elegant new procurement and service solu-
tions for technology providers like Arrow, and for our 
end-customers and suppliers alike. 

The fact of the matter is that our world is becoming 
faster and more efficient, and I’m excited about 
where we’re headed. As IoT technologies and solu-
tions continue to mature, it’s possible to envision 
“perfect efficiency” in supply chain solutions. 

The IoT stands to provide huge socioeconomic 
benefits for national, state, and local governments, 

Kristin Russell  
Global President, 
Arrow Intelligent Systems

INNOVATIVE
PERSON

26 Embedded Computing Design  |  May/June 2017 www.embedded-computing.com

http://www.embedded-computing.com


although the traditional deployment timelines 
for both embedded technology and government 
infrastructure are exceedingly long. Given your 
tenure as Secretary of Technology and CIO for the 
State of Colorado, how are civic organizations/
municipalities leveraging IoT today (if at all), and 
what can/must be done to accelerate the adoption 
of IoT in these settings to provide maximum 
societal benefit? 

RUSSELL: National, state, and local governments 
have a multitude of end-users, each with different 
needs and requirements. IoT has the potential to 
completely transform how citizens interact and com-
municate with government.

Early “smart city” efforts like intelligent traffic sig-
nals and automated, solar parking meters are only 
the tip of the iceberg. IoT will completely revolu-
tionize how citizens and government interact with 
each other, creating government processes that 
are, to quote my former boss and the Governor of 
Colorado, John Hickenlooper, far more “efficient, 
effective, and elegant.”

The interest from state and local government is 
already there. However, it’s going to take the right 
investment from both the public- and private-sectors 
to create the smart communities of tomorrow. For 
example, we need more education and assistance at 
the federal, state, and local levels to help accelerate 
the investment and implementation of smart tech-
nologies, and that’s a place where the private sector 
can step in and help. Arrow is engaged in several 
grassroots smart-cities initiatives, including here in 
Denver, where our global headquarters is located. 
We’re teaming with elected officials, community 
stakeholders, and other technology companies to 
help advise and build infrastructure and founda-
tional elements aimed at maximizing the benefits 
and impact of IoT implementations. 

What advice can you offer the technology 
industry and its professionals operating in today’s 
ever-turbulent economic climate? What’s needed 
for a sustainable 21st century technology company, 
and technology industry?

RUSSELL: At Arrow, we’ve managed to stay 
success ful by working five years out, which is the 
tangible future of new ideas, new technologies, and 
new products that will make our lives not just dif-
ferent, but better. That forward-looking approach 
allows us to focus on innovative strategies that will 
make a real difference – instead of spinning our 
wheels on incremental tactics and technologies that 
become obsolete all too soon. 

The amount of disruption occurring in today’s eco-
nomic climate is unprecedented and won’t abate 
in the foreseeable future. We all have seen certain 
seemingly impenetrable, titan companies fall due 
to new market entrants that are using technology 
to innovate and provide better, faster, and cheaper 
goods and services. This disruption is forcing all com-
panies, large and small, across all industries to rethink 
how they are using technology and data coming 
from embedded IoT systems to further understand 
customer preferences to reduce risk, decrease cost, 
and increase revenue.       
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A pioneer of embedded microprocessor design and manufacturing, William “Bill” Mensch 
was a major contributor to the designs of the Motorola 6800 microprocessor (MPU); MOS 
Technology 6502 MPU used by the Apple II, Commodore PET, and Atari gaming system; and 
Western Design Center (WDC) 65816 that served as the basis for the Ricoh 5A22 employed 
in the Super Nintendo Entertainment System. One of Embedded Computing Design’s 
2017 Top Embedded Innovators, Mensch also helped establish the fabless semiconductor 
business model upon founding WDC in 1978. Here, he shares some of his exploits and his 
vision for the future of chip design, manufacturing, and embedded engineering.

How has the semiconductor business model 
changed during your time in industry? 

MENSCH: There are two business models that were 
necessary to transform our world from manufac-
turing and the Industrial Age in the 1950s and 1960s 
to the Information Age economy we have today. 
I was involved with pioneering both the Intellectual 
Property (IP cores) business model and the “fabless” 
semiconductor business model used by many com-
panies today. 

1. By 1983, using the IP business model, I had 
licensed individual companies like Rockwell 
International, GTE, NCR, and many others on 
the 8-bit W65C02 microprocessor and was 
nearing completion of the 8/16-bit W65C816 
microprocessor. This model provided the 
opportunity for their engineers to express 
their own creative ideas using WDC’s proven 
cores as a foundation. The original Acorn 
engineers, Steve Furber and Roger (Sophie) 
Wilson, visited the Western Design Center 
office in Mesa, Arizona, in the fall of 1983 
with the intention of encouraging me to 
design their 32-bit RISC microprocessor. 
When I declined, Steve and Roger left my 

office to go back to Cambridge, England, 
and embarked upon their own design of 
what is now known as the Advanced RISC 
Machine (ARM) and all its variants. In the 
process, they followed my IP business model 
and unleashed the world of smart devices 
we all use today.

2. I started using a “fabless” semiconductor 
business model for microprocessors by having 
my foundry licensees build my designs so I could 
establish new markets for those designs[1]. 
Designs proven in silicon are more valuable for 
not only my IP business model but also for my 
licensees. The world embraced that model, 
which has allowed for the expansion of more 
markets, more rapidly, and with a much wider 
range of uses. Once again, the new business 
model unleashed and empowered creative 
people who were no longer tied to a fab. 

 
Over the years these two seminal business models 
have been embraced and then replicated by others 
according to the needs of their industry. 

A key to the success of my approach then and now is 
licensing for mutual benefit. My philosophy from the 
beginning has been “when my licensees succeed, we 
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succeed!” WDC’s IP licensing today holds true to this 
original philosophy and is flexible and customizable 
to support both the application and the licensees’ 
best interests. 

Your patents were pivotal to the success 
of the Motorola 6800 microprocessor, 6502 CPU, 
and multiple WDC microprocessor families. 
Particularly as Moore’s law slows, what 
advice can you offer the chip designers and 
semiconductormanufacturers of the future?

MENSCH: I have always thought of “Moore’s Law” 
as more of “Moore’s Cheer.” Moore’s Law encour-
aged growth of the semiconductor industry by pro-
moting continuous scaling of an integrated circuit 
(IC) design; and, by continuing at a doubling rate, 
the IC industry has thrived for many generations of 
manufacturing technology. Scaling has now reached 
a barrier due to manufacturing scales limited by the 
size of the atoms in two-dimensional shrinking. 

The industry would do well to continue to create 
more density with vertical or 3D scaling. Micro SD 
cards are good examples (wow, don’t they pack a lot 
in there?). [Going] vertical cuts down the distance an 
electron has to travel so communications can occur 
faster with processing systems. 

In the end, hardware engineers need to understand 
the software world; and, likewise, the software 
engineers need to learn more about the hardware 
world. As with many things in life, there is a magic 
in the conflicts of the two worlds: understanding. 
I like saying, “An hour with a Mensch can change 
your world!”

Where we are today versus 40 years ago, and 
what does the future hold?

MENSCH: As one of ten recognized microprocessor 
pioneers by the Philadelphia Section of Electrical 
and Electronic Engineers (IEEE)[2], I have seen a 
mind-boggling transformation of the industry. My 
early experiences as first a semiconductor test lab 
technician in an advanced lab, and then as an under-
graduate researcher while I studied for my elec-
trical engineering degree, provided a fundamental 
knowledge of hardware engineering (though that 
distinction had not been defined at the time) that 
allowed me to think differently and apply that knowl-
edge in ways that others could not. In 1970-71 as an 
undergraduate nuclear physics researcher I experi-
enced the power of computers at the University of 
Arizona while simulating clean fusion nuclear energy 

generation. This computer simulation experience 
made all the difference. When I got to Motorola, 
I was able to apply my understanding of basic tran-
sistor characteristics to circuit simulators, making 
their results more accurate.

Today there is more of a focus on software engi-
neering – the practical application of software – as 
opposed to electrical and electronics engineering. 
There is a major movement away from hardware 
to software, and in fact hardware is now described 
with software as in hardware description languages 
(HDLs). I would caution leaving behind the basic 
understandings of the physics of how a semi-
conductor works and how to “talk” directly to a 
machine in its own language.

The future is all about understanding and embedding 
intelligence into things. The pace of understanding 
the embedded intelligence of the world around us 
and the universe is happening rapidly. Intelligence 
is being created that ranges from simple controllers 
for consumer appliances to a “global mind,” such 
as IBM’s Watson. Because information is being gen-
erated at such an amazing rate, it will take a plat-
form such as Watson to assemble the information 
available in a coherent way to be used in the ever-
expanding information economy. 

I believe that the future will be built on an “under-
standing economy” that evolves from the informa-
tion economy. What do I mean by understanding 
economy? I mean that a value will be and is being 
placed on understanding information. IBM divested 
their semiconductor operations a few years ago to 
focus on Watson. Much like IBM “bet the ranch” 
on the IBM360 in the 1960s, IBM is now “betting 
the ranch” on Watson leading the way into this new 
economy. I see the “Age of Understanding” as the 
next frontier.      
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Embedded Computing Design editors Rich Nass, 

Curt Schwaderer, Brandon Lewis, and Jamie Leland will 

score the following submissions based on a detailed 

rubric to select the Top Innovative Products of 2017, 

three of which will be featured on the cover of the 

Embedded Computing Design Resource Guide in August. 

This year, the fifth installment of Embedded 
Computing Design’s annual Innovation Issue includes 

a highly competitive spread of product submissions 
from every area of the embedded/Internet of Things (IoT) 

development space. As in years past, each submission 
will be judged based on a rubric that considers 

performance, features, and, most importantly, how 
disruptive the solution is in the market. 

ANNUAL INNOVATION ISSUE 

Cypress Semiconductor PSoC 6 
The PSoC 6 microcontroller features an ultra-low-power 40 nm SONOS process technology with a dual-core 
ARM Cortex-M4 and Cortex-M0+ architecture so designers can optimize performance and power consumption. 
The integrated software-defined analog and digital peripherals give engineers the flexibility to create custom 
circuits to build innovative and differentiated products. The architecture also provides a hardware-based Trusted 
Execution Environment for ultimate security, supporting multiple, simultaneous secure environments to help 
protect against cyberattacks. PSoC 6 is purpose-built for the IoT, solving the engineering challenge of designing 
wireless IoT devices that balance performance and power, filling the gap between power-hungry and higher-cost 
application processors and performance-challenged, single-core MCUs.
www.cypress.com/event/psoc-6-purpose-built-iots www.embedded-computing.com/p374183
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Lattice Semiconductor CrossLink 
Lattice’s CrossLink device, the first programmable ASSP, is a low-cost video interface bridge with the highest 
bandwidth, lowest power, and smallest footprint. CrossLink combines the flexibility and fast time-to-market of 
an FPGA with the power and functional optimization of an ASSP. CrossLink is the first pASSP interface bridge 
that supports leading and legacy protocols for mobile image sensors and displays. It’s the world’s fastest MIPI 
D-PHY bridge device, delivering 4K UHD resolution at 12 Gbps bandwidth, uses the industry’s smallest pack-
age size (6 mm2), and has a 300 µW sleep mode. CrossLink bridges interface mismatches and enable users to 
achieve higher data rates at lower power and cost.  
www.latticesemi.com/Products/FPGAandCPLD/CrossLink.aspx 
 www.embedded-computing.com/p374182
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TOP INNOVATIVE PRODUCT NOMINEES
INNOVATIVE

PRODUCT

Microchip Technology Inc. AWS-ECC508 
Microchip’s AWS-ECC508 chip enables easy onboarding and mutual authentication with AWS IoT for a faster, easier, 
and more secure connection to the cloud. Compatible with the microcontroller of your choice, the AWS-ECC508 is 
small enough to be added to virtually any board, making it usable in nearly every product. The AWS-ECC508 comes 
pre-loaded with a private key corresponding to an AWS account, simplifying the provisioning process, as well as 
built-in resistance to physical tampering. • Internally generates a verifiable and trusted identity that ties in with 
AWS’ mutual authentication security model and streamlines provisioning 
 
www.atmel.com/applications/iot/aws-zero-touch-secure-provisioning-platform/default.aspx 
 www.embedded-computing.com/p374195

Nordic Semiconductor nRF52840 BT5/ANT/802.15.4/2.4 GHz multiprotocol SoC 
The nRF52840 was the first Bluetooth 5 chip on sale, and supports 802.15.4 for protocols like Thread and will 
support Bluetooth mesh. Hardware ensures rapid execution of advanced algorithms and software supports multiple 
protocols, network topographies, and ease of application development. Large Flash and bandwidth support rapid 
and secure over-the-air updates. The SoC is the most capable in class with ARM M4F MCU, 104 dBm multi protocol 
radio, large Flash/RAM, 48 GPIOs, and NFC, yet power consumption is lower than less-capable alternatives. A unique 
software architecture protects the stack from corruption during application development.
 
www.nordicsemi.com/eng/Products/nRF52840 
 www.embedded-computing.com/p374186

Marvell Semiconductor ARMADA 7000 (7K)/8000 (8K) 
The ARMADA 7K and 8K families are 64-bit ARM-based SoCs built on Marvell’s modular chip architecture 
(MoChi). MoChi architecture alleviates IC design challenges by splitting a system on chip (SoC) into cost- optimized 
modular chips of specific functions, which can easily connect with each other without compromising system per-
formance. With this capability, ARMADA 7K/8K can integrate multiple 10 GbE ports with packet processor and 
additional offload engines for security and storage with full CPU and I/O virtualization.
  
 
www.marvell.com/embedded-processors/armada-70xx 
 www.embedded-computing.com/p374175

Intersil, a subsidiary of Renesas Electronics Corporation Digital Multiphase Family 
Intersil’s digital multiphase family features 12 controllers and a companion power stage to provide a scalable 
solution that delivers up to 450 A load to any processor, ASIC, or FPGA. Each controller’s digital engine features 
a patented synthetic current control architecture that tracks each phase current with zero latency. This allows 
the controller to respond to any load transient with precise current and voltage positioning, and 30 percent less 
capacitance than competitive devices. The controllers require no external compensation and can be tuned on 
the fly. A complete power solution can be developed with the PowerNavigator GUI software tool in 30 minutes.
 
www.intersil.com/digital-multiphase 
 www.embedded-computing.com/p374184

Helix Semiconductors eMpower HS100 Chipset 
The HS100 uses Helix’ MuxCapacitor capacitance-based conversion IP in a unique high-voltage process. It 
includes a converter IC and controller IC taking in up to 240 VAC and outputting 5 VDC at 2 A (US/Japan) and  
5 VDC at 1 A (Europe) at conversion efficiencies well above 90 percent even with low load. It enables engineers 
to power systems more efficiently, achieving nearly Zero Power loss. Helix is >90 percent efficient across varying 
loads and <10 mW in standby. IoT/embedded designers will far exceed Level VI power efficiency standards and 
claim best-in-class energy efficiency by using eMpower. 
 
www.helixsemiconductors.com/pages/products/empower-5v-10w-acdc 
 www.embedded-computing.com/p374168

ANNUAL INNOVATION ISSUE 

www.embedded-computing.com Embedded Computing Design  |  May/June 2017 31   

SILICON
SILICON

SILICON
SILICON

SILICON

http://www.embedded-computing.com
http://www.atmel.com/applications/iot/aws-zero-touch-secure-provisioning-platform/default.aspx
http://www.embedded-computing.com/p374195
http://www.nordicsemi.com/eng/Products/nRF52840
http://www.embedded-computing.com/p374186
http://www.marvell.com/embedded-processors/armada-70xx
http://www.embedded-computing.com/p374175
http://www.intersil.com/digital-multiphase
http://www.embedded-computing.com/p374184
http://www.helixsemiconductors.com/pages/products/empower-5v-10w-acdc
http://www.embedded-computing.com/p374168


TOP INNOVATIVE PRODUCT NOMINEES
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NXP Semiconductors NTAG Smart Sensor
The small-footprint, smartphone-readable, single-chip NTAG Smart Sensor tags enable a wide variety of IoT 
applications: logistics (cold chain), smart packaging, healthcare monitoring (smart blister), cattle/animal tagging, 
process control, and others. • User programs, sensing algorithms on open ARM Cortex-M0+ • Pre-calibrated tem-
perature sensor with 0.3°C accuracy in the 0 to 40°C range and 0.5°C in the range -40 to 0°C and 40 to 85°C 
• Large  logging space (>14000 points) • NHS3100 enables a wireless temperature logger on a flexible inlay  
(smartlabeldemo.com) • Multiple packaging options, including support for inlay roll2roll production • Easy to apply:  
just connect battery and antenna • Starter kits available
http://bit.ly/2phLeZJ 
 www.embedded-computing.com/p374210

NXP Semiconductors LPC546xx MCU Family
The LPC546xx MCU family is the first to achieve 100 uA/MHz in full active run mode while offering 180 MHz 
 performance along with advanced integration. It is also the first power-efficient MCU with dual CAN-FD ports 
for the broad industrial market, providing higher performance and throughput, especially at boot up. Relative to 
the market, the run rates achieved by the LPC546xx MCU family are typically only available in entry-level-class 
products and not suited for the broad needs of the IoT market. The LPC546xx MCU family’s unique architecture 
is a critical disruption as the growth of the IoT requires more performance in ultra-low-power applications than 
ever before.
http://bit.ly/2osqP4T 
 www.embedded-computing.com/p374209

NXP Semiconductors NTAG 413 DNA tag IC
NTAG 413 DNA is an NFC contactless chip that enables highly automated, secure connections to web-based 
IoT services without the need for a dedicated app. The chip uses a secure unique (SUN) feature that generates 
an NFC authentication message (CMAC-based) each time the tag is tapped, with a transaction time of <20 ms. 
Tamper-resistant hardware uses built-in counter measures against physical tag attacks. Full ISO/IEC 14443-A 
and NFC Forum Type 4 Tag compliance ensure maximum interoperability. • Quadruples the data rate to 424 kbps 
• Fast start-up time (less than 2 ms) • Optimized input capacitance of 70 pF enables smaller tag antenna design 
• AES 128 cryptography
www.nxp.com/products/identification-and-security/smart-label-and-tag-ics/ntag:MC_71717 
 www.embedded-computing.com/p374205

NXP Semiconductors NxH2281 MiGLO Near Field Magnetic Induction (NFMI) radio
NxH2281 MiGLO NFMI radio enables ULP (2.5 mW) wireless streaming of sub-sample synchronized audio and data 
through the human body with negligible absorption (10,000 lower SAR than 2.4 GHz) and very low (2.7 ms) latency 
• Primary target application is ear-to-ear streaming for hearables • Wireless ear-to-ear streaming is perfect: zero 
dropouts • Power consumption audio streaming: 10 times lower than 2.4 GHz RF • Low-latency audio enables: 
video without lip-sync issues; voice reception when calling on both earbuds
 
 
www.nxp.com/documents/leaflet/MIGLOTECHFS.pdf 
 www.embedded-computing.com/p374187

NXP Semiconductors NTAG 413 DNA tag IC
NTAG 413 DNA is an NFC contactless chip that enables highly automated, secure connections to web-based 
IoT services without the need for a dedicated app. The chip uses a secure unique (SUN) feature that generates 
an NFC authentication message (CMAC-based) each time the tag is tapped with a transaction time of <20 ms. 
Tamper-resistant hardware uses built-in counter measures against physical tag attacks. Full ISO/IEC 14443-A 
and NFC Forum Type 4 Tag compliance ensure maximum interoperability. • Quadruples the data rate to 424 kbps 
• Fast start-up time (less than 2 ms) • Optimized input capacitance of 70 pF enables smaller tag antenna design  
• AES-128 cryptography
www.nxp.com/products/identification-and-security/smart-label-and-tag-ics/ntag:MC_71717 
 www.embedded-computing.com/p374205
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TOP INNOVATIVE PRODUCT NOMINEES
INNOVATIVE

PRODUCT

AdaCore QGen 
QGen is a qualifiable and tunable code generation, model verification, and interactive model-level debugging 
 toolset for Simulink/Stateflow models. QGen reduces development and verification costs for safety-critical appli-
cations through qualifiable code generation to SPARK and MISRA C and integration with qualifiable tools for 
static analysis, target emulation, and code coverage analysis. As the first toolset to bridge the gap between 
control engineering and software engineering, QGen is an innovative product that helps users in automotive, 
aerospace, and other safety-critical software-intensive domains take full advantage of model-based develop-
ment while retaining the low-level control necessary to achieve full integration with target hardware. 
www.adacore.com/qgen 
 www.embedded-computing.com/p374174

Texas Instruments SimpleLink microcontroller platform software development kit 
The SimpleLink MCU software development kit (SDK) is a complete set of validated drivers, certified wire-
less stacks, and code examples to develop within TI’s SimpleLink MCU family. Industry standard POSIX-based 
abstraction, integrated RTOS kernel, and extensible APIs enable 100 percent code reuse across devices. The 
SimpleLink MCU SDK allows you to write code once and quickly develop product variances with other connectivity 
standards for the broadest portfolio of ARM-based MCUs. Software abstraction lets you build connected, secure, 
low-power products with less expertise.
 
www.ti.com/lsds/ti/wireless-connectivity/simplelink-solutions/simplelink-mcu-platform.page 
 www.embedded-computing.com/p374188

Texas Instruments SimpleLink Sub-1 GHz CC1350 wireless microcontroller 
The CC1350 wireless MCU was the industry’s first dual-band solution in mass production, supporting Sub-1 GHz 
and Bluetooth Low Energy connectivity on a single chip. The ARM Cortex-M3-based device offers long-range 
 connectivity up to 20 km paired with ultra-low power consumption of more than 10 years battery life. The 
CC1350 device, the first dual-band product in production, combines an RF transceiver with a 48 MHz ARM 
Cortex-M3 MCU. A dedicated radio controller handles low-level RF protocol commands, ensuring ultra-low power 
and the ability to support both Sub-1 GHz (up to 20 km) and BLE protocols.
 
www.ti.com/product/cc1350 
 www.embedded-computing.com/p374180

Silicon Labs BGM12x SiP Module 
Silicon Labs’ BGM12x SiP module enables developers to design ultra-small Bluetooth low energy products 
quickly and easily by integrating all required hardware and software components in a tiny 6.5 x 6.5 mm pack-
age. The SiP module helps developers miniaturize their IoT designs by minimizing the PCB footprint – including 
the antenna clearance area – to 51 mm2, and includes an ARM Cortex-M4 MCU, high-output power amplifier, 
high-performance antenna (70 percent efficiency), ample flash and RAM, all required passives, and an ultra-
small clearance area of 5 x 3 mm. Solving integration challenges, the tiny BGM12x SiP module is opening up use 
cases that previously were cost-prohibitive or impossible.
www.silabs.com/products/wireless/bluetooth/bluegecko-bluetooth-sip-module-intro 
 www.embedded-computing.com/p374171

Qorvo, Inc. GP695 SoC 
The GP695 is a complete SoC that “future proofs” smart home devices by integrating multiple communication pro-
tocols. It allows a single development platform and SKU, independent of the consumer’s communication protocol, 
while optimizing efficiency and extending battery. The GP695 features Qorvo’s industry-leading Wi-Fi interference 
mitigation technology and extended range that covers the entire home. It uniquely combines a Bluetooth-based 
smartphone interface with Thread or zigbee 3.0 for smart home applications (e.g., to lock a GP695-equipped door 
from a phone). The GP695 solves uncertainty around IoT standards, accelerating the smart home market by allowing 
consumers to control their smart homes without worrying about evolving communications protocols. 
http://bit.ly/2pYA25f
 www.embedded-computing.com/p374200
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TOP INNOVATIVE PRODUCT NOMINEES
INNOVATIVE

PRODUCT

DornerWorks Ltd. Xen Zynq Distribution, an embedded hypervisor 
Open source (FREE!) type-1 hypervisor distribution to quick start development of embedded products. Embedded 
hypervisors are ideal for reducing size, weight, power, and cost (SWaP-C) by providing an easy migration path to 
consolidate software functions from legacy products or new designs. Overhead of running XZD can be less than a 
fraction of a percent as compared to running the same software stack “natively.” Enables features common in the 
server world such as migration for novel embedded use cases. • Consolidation of disparate software functions 
while maintaining logical isolation and separation for safety and security • Running multiple operating systems 
for greater flexibility • Reconciliation of contradictory system requirements
www.dornerworks.com/xen/xilinxxen 
 www.embedded-computing.com/p374166

DornerWorks Ltd. AES-HS 
Real-time encryption and decryption for ever-increasing amounts of data continues to be a challenge for embedded 
systems.  Our AES-HS IP provides the needed performance for encryption and decryption in an efficient implementa-
tion that can be taken advantage of by such markets as Secure 40 GbE and 10 GbE networks, multiple compressed 
and uncompressed HD video streams, and critical IoT infrastructure such as smart power grids. • Conformance to 
industry standard interfaces makes system integration easier • Design supports both processor and non-processor 
based systems • Configurability allows designers to select combination of size and performance • 25 to 35 percent 
performance increase over competing IP • Greater than 80 Gbps single-core performance
www.dornerworks.com/fpga-ip 
 www.embedded-computing.com/p374164

Dell Technologies EdgeX Foundry Project hosted by Linux Foundation 
EdgeX Foundry Project is a highly extensible open source software platform that simplifies interoperability at 
the IoT edge, unifying valued-added assets across an ecosystem of Technology and Service partners. EdgeX 
Foundry hosts code generated and donated by Dell and developed with partners and customers. With a full 
gateway software platform and optional reference microservices, designers have freedom to implement the core 
platform or replace the optional reference services as they see fit. Now, organizations can standardize on a single 
foundation; remove the risk of vendor lock-in; choose from a wide range of vendors and SIs; and know that their 
architecture can adapt to current and future needs.
www.edgexfoundry.org 
 www.embedded-computing.com/p374163

CEVA CDNN2 (CEVA Deep Neural Network) 
CDNN2 (CEVA Deep Neural Network) is a 2nd generation neural network software framework enabling deep 
learning on any camera-enabled device, in real time. Using a simple push-button mechanism, CDNN2 converts 
any pre-trained neural network to a network optimized for embedded systems while maintaining 99 percent 
accuracy and allowing it to run on a low power DSP; running CDNN2 on CEVA-XM DSPs improves power effi-
ciency by up to 25x, with up to 4x faster processing than GPU- or CPU-based systems. CDNN2 was developed 
to run deep learning neural networks on embedded devices. It saves months developing these networks for 
 embedded applications, which otherwise would have to be manually converted.
http://launch.ceva-dsp.com/cdnn2 
 www.embedded-computing.com/p374191

Cadence Design Systems OrCAD Capture Cloud 
OrCAD Capture Cloud employs the same OrCAD Capture tool designers have used for years, adapted for the cloud 
and 100 percent browser based. By integrating previously separate environments (design and component selec-
tion), designers now have a unified cockpit with access to millions of Arrow components and reference design 
data early in the schematic design in the familiar OrCAD Capture design environment. They can use symbols from 
the Arrow library instead of creating their own and use reference designs to get a head start on their project, 
making it easier/faster to get to production.
 
https://cloud.orcad.com/arrow/signin 
 www.embedded-computing.com/p374173
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TOP INNOVATIVE PRODUCT NOMINEES
INNOVATIVE

PRODUCT

McObject LLC eXtremeDB Database Management System 
eXtremeDB is the only DBMS for the entire IoT spectrum: device, gateway, cloud. The first in-memory embedded 
DBMS for embedded systems; leads segment in features, performance, and adoption (>25 million deployed); 
runs on any 32-bit system with/without persistent storage. Due to design goals of minimizing CPU instruc-
tions and no external dependencies, eXtremeDB consistently beats the competition in pre-licensing shootouts 
conducted by edge device customers. For server-based analytics, eXtremeDB has dominated STAC-M3 audited 
benchmarks for time-series data since 2012, reducing execution time from 560 seconds before eXtremeDB to 
53 seconds in 2016. • Efficiently scales for multicore and terabytes of storage • Multiple options ensure avail-
ability (HA, cluster, k-safety)
www.mcobject.com/extremedbfamily.shtml www.embedded-computing.com/p374169

MIFAREMCUXpresso

NXP Semiconductors MCUXpresso Software and Tools
MCUXpresso Software and Tools bring together a cohesive set of MCU enablement solutions, including compatible 
IDE, SDK, and configuration tools for thousands of Cortex-M devices, from low-end MCUs to high-end application 
processors (including the Kinetis and LPC MCU families). MCUXpresso Software and Tools use advanced manifest 
information to identify software drivers and examples inside an SDK archive, which then is used to clone new 
 projects and serve as the basis for custom applications. Data-driven device support dramatically reduces the time 
from SDK creation to application deployment. Team development is made easier through YAML formated data. 
Switching toolsets when switching devices is no longer required.
www.nxp.com/mcuxpresso
 www.embedded-computing.com/p374212

Parasoft Parasoft C/C++test
Parasoft’s testing solution for Embedded/IoT helps engineers validate complex, connected applications – reducing 
the risk of security vulnerabilities, application crashes, and device malfunction. Parasoft C/C++test is differentiated 
by its breadth and depth of testing. The integrated product can be used for individual needs or integrated solutions, 
combining results through a Process Intelligence Engine that identifies software defects/vulnerabilities and risks-
correlating observations across the SDLC. C/C++test  provides capabilities for the development team to ensure both 
functional and non-functional requirements are achieved. Developers and testers can quickly unit, API, load, and 
security test their application, component, or subsystem in real or simulated environments.
www.parasoft.com/product/cpptest 
 www.embedded-computing.com/p374204

PathPartner Technology Pvt Ltd PathPartner’s Screen Share
Screen Share is the most convenient way for peer-to-peer sharing of content across multiple screens. PathPartner’s 
Screen Share solution is ideal for any user in need of a cross-platform solution that brings the best balance between 
user experience and power management. It has improved bandwidth adaptation when compared to Miracast. 
It’s back channel information helps senders adapt to network and receiver status. • Ability to add multiple clients 
• Add different screen sharing protocols under the same framework • Custom back channel for message transmis-
sion enables multiple use cases.
 
www.pathpartnertech.com/products/screen-sharing
 www.embedded-computing.com/p374211

BlackBerry QNX QNX Software Development Platform (SDP) 7.0 
QNX SDP 7.0 is BlackBerry’s most advanced and secure embedded software platform. It provides high perfor-
mance and enhanced kernel-level security through an array of features, including microkernel architecture, file 
encryption, adaptive time partitioning, a high availability framework, anomaly detection, and multi-level policy-
based access control. The OS offers a safety pedigree proven by certification to ISO 26262 ASIL D for auto, 
IEC 61508 SIL 3 for industrial, and IEC 62304 for medical. QNX SDP 7.0 provides a realtime OS platform that 
supports 64-bit for the ARMv8 and Intel x86-64 architectures supported by virtualization capabilities through 
the QNX Hypervisor.
www.qnx.com/content/qnx/en/sdp7.html 
 www.embedded-computing.com/p374179
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TOP INNOVATIVE PRODUCT NOMINEES
INNOVATIVE

PRODUCT

Advantech Edge Intelligence Server 
The EIS is a solution-ready platform integrating all the hardware and software needed for IoT projects (Intel Celeron 
J1900 & Windows 7/10 Embedded), enabling IoT connectivity, data manageability, and analytics on the edge, plus 
the flexibility to add more tools from the WISE-PaaS marketplace. Advantech’s EIS is the first Edge-to-Cloud solu-
tion designed for system integrators, software developers, and industrial equipment manufacturers that speeds up 
IoT implementation and solves the problem of R & D resource deficits and data gathering difficulty due to sensor 
and protocol diversity. 
 
http://buy.advantech.com/IoT-Gateways-Devices/IoT-Gateways/EIS-DK10-S/system-21834.htm 
 www.embedded-computing.com/p374192

ADL Embedded Solutions, Inc. ADLVIS-1700-CXP CoaXPress Vision System
The most compact CXP-6 CoaXPress card in the industry (MIL-STD 810 rated) that enables a very compact 
 CoaXPress Vision system design used for industrial applications. Power over CoaXPress (PoCXP) and 4x removable 
drives enhance its usability. Highest performance industrial-grade SFF vision system in the industry at 1250 MBps 
available frame rate. Closest competing technology is Camera Link at nearly half the performance. Compact, indus-
trial-grade design allows for greater flexibility of location and lower cost of deployment through longer coax cable 
lengths up to 100 m with PoCXP. Rugged design enables fog and mist computing strategies. 
 
www.adl-usa.com/product/adlvis1700cxp
 www.embedded-computing.com/p374197

ADL Embedded Solutions, Inc. ADLEPC-1500 Mini Embedded PC 
The ADLEPC-1500 enables emerging fog and mist computing strategies that call for IIoT hardware to get closer 
or into “things” while also addressing general machinery/equipment requirements regarding compact size, wide 
temperature range, shock/vibration, high MTBF, and long-life availability. The ultra-compact 1.3" x 3.4" x 3.2" 
industrial-grade design enables fog and mist computing strategies by mounting onto or inside machinery, equip-
ment, and other “things”. Flexible mounting options include direct, DIN, and VESA. Microsoft Azure certification adds 
confidence for IoT/IIoT integrators. With quad Intel E3845 processor availability, this is one of highest performing 
embedded PCs in this size category. 
www.adl-usa.com/product/adlepc-1500
 www.embedded-computing.com/p374196

Wind River Wind River Titanium Control 
Wind River Titanium Control is an on-prem cloud infrastructure for critical services and applications that improves 
agility and reduces operating and deployment costs. It applies proven IT technologies such as COTS hardware 
and the mass virtualization and cloud deployment of applications. Combining technologies like OpenStack and 
KVM with data plane acceleration and VM management services, we have defined a new class of on-prem cloud 
infrastructure capability. Titanium Control delivers the high performance, high availability, flexibility, and low 
latency needed to reduce capital and operating expenses, as well as minimize unscheduled downtime, providing 
high reliability for industrial applications and services deployed at the network edge.
www.windriver.com/products/titanium-control 
 www.embedded-computing.com/p374176

Vector Software VectorCAST/Probe 
VectorCAST/Probe provides a simple way for engineers to dynamically instrument a complete application with 
blocks of code to enable white-box testing, inject faults, and debug hard-to-repeat race conditions. It is inte-
grated with the full family of VectorCAST tools, so probes can be inserted during Unit, API, or System Testing. 
Probe insertions are controlled by the same technology that controls code coverage instrumentation, ensuring 
that probes function correctly. Users click the line of code to add a probe and enter a snippet of C code.  It handles 
the compilation of the probe, insertion into source code, and the build of the instrumented application. Applica-
tion of probes is deterministic.
www.vectorcast.com/software-testing-products/vectorcast-probe-fault-injection-and-white-box-testing 
 www.embedded-computing.com/p374203
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TOP INNOVATIVE PRODUCT NOMINEES
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PRODUCT

Bridgetek ME813A-WH50C
5" capacitive touch display supporting gesture control and 800 x 480 pixel resolution that may be used in 
landscape or portrait modes. Backlight control enables flexibility in different light environments while display 
rotation enables multiple solutions from one platform. Line rendering of the display removes expensive graph-
ics RAM, and enables full color TFT displays for 8-bit MCU platforms. Inclusive bezel makes the design ready to 
panel mount, and a high-level, object-oriented approach to programming and display design includes widgets 
and fonts. • Integrated audio amplifier • Simple SPI/QSPI interface to any 8, 16, or 32-bit MCU system • Driven 
by Bridgetek’s FT813Q graphics controller
http://brtchip.com/product/me813a-wh50c/ 
 www.embedded-computing.com/p374199

congatec conga-B7XD COM Express Type 7
With revision 3.0 of the most successful Computer-on-Module standard, a new pinout Type extends the reach of 
COM Express to server applications. conga-B7XD provides an application-ready computing core so that developers 
no longer need to design and configure customized micro or fog servers from the ground up; only choose a suitable 
module, integrate an application-specific carrier board, and define the required extensions and external interfaces. 
Compared to Type 6, several interfaces have been removed to allow up to four 10 GbE interfaces and 32 PCIe 
lanes. Paired with Intel Xeon D processors, performance is elevated to Server-on-Modules optimized for all types of 
carrier-grade edge and cloud computing.
www.congatec.com/us/products/com-express-type7.html
 www.embedded-computing.com/p374206

congatec conga-SA5 SMARC 2.0
SMARC 2.0 is the most current small form factor standard to address future market requirements based on the 
latest generation Intel processors, and is compatible with ARM and x86 architectures. It offers embedded system 
developers an off-the-shelf, credit-card sized embedded computing core for IoT-connected multimedia platforms 
and graphics-intensive low-power applications. The conga-SA5 stands out with rich choice of graphics, camera, 
sound, network, and optional wireless interfaces. • 314-pin pinout • Support up to four independent displays • Two 
Gigabit Ethernet ports for Industry 4.0 apps • Extended audio with High Definition Audio and I²S in parallel, perfect 
for handheld consumer devices
www.congatec.com/us/products/smarc.html
 www.embedded-computing.com/p374207

Contec C5 
The Intel Compute Card-based C5 modular compute platform contains CPU, memory, SSD, Wi-Fi, Bluetooth, and sys-
tem interface logic in one enclosed module. Intel Kaby Lake Y-Class CPUs are standard, but the C5’s modular design 
supports different CPU/SSD configurations for scalability. Dual architecture expansion slots allow miniPCIe or M.2 
adapters in one slot during configuration, supported by automatic detection and reconfiguration based on the card 
installed. Service mode allows high-level service connectivity (Wi-Fi/Bluetooth/USB) but restricts these during normal 
operation for security. • Troubleshooting LEDs • Integrated CryptoAuthentication Device for connecting to Amazon AWS 
IoT, Cryptographic Acceleration, and OpenSSL • 3 miniPCIe/M.2/SSD slots • Removeable without system disassembly
www.dtx.com/products/industrial-technology/c5-embedded-computer
 www.embedded-computing.com/p374190

Connect Tech Inc. Jetson TX1 Array Server 
UTX1A provides an intense amount of parallel processing via 6,144 CUDA Cores, 24x Quad ARM A57 processors 
all in a 1U box.  This system provides 24 discrete GPU engines for video encode, decode, and transcode opera-
tions. The system provides 24 TFLOPs at sub 300 watts.  There are no x86 solutions today that compare to this 
level of performance within this power envelope. The Array Server will impact several markets and applications: 
micro datacenters (portable datacenters with integrated networking, cooling, and fire suppression) focused on 
machine learning applications, security, and monitoring from border patrol to casinos.
 
http://connecttech.com/product/jetson-tx2-tx1-array-server/ 
 www.embedded-computing.com/p374193
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TOP INNOVATIVE PRODUCT NOMINEES
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PRODUCT

Digi International Digi XBee Cellular 
Digi XBee Cellular modem is fully integrated with an on-board cellular module, ARM Cortex-M3 microcontroller, 
power regulator, and security chip, all packed into a compact 24.4 x 32.9 mm XBee through-hole footprint. 
What’s more, our Dev Kit includes an activated SIM with 6 months of free data. Digi XBee Cellular is Micro Python 
programmable, enabling OEMs to tailor cellular connectivity to their specific application; the Ecosystem includes 
configuration software (XCTU), libraries, and a rich community of innovators. Digi XBee Cellular makes it easy to 
embed cellular standards like Cat 1, LTE-M, and NB-IoT into products and applications that heretofore would have 
never considered cellular connectivity. 
www.digi.com/products/xbee-rf-solutions/embedded-rf-modules-modems/digi-xbee-cellular 
 www.embedded-computing.com/p374178

DornerWorks Ltd i.MX6 Solo X SOM 
We designed our NXP i.MX6 Solo X SOM at the intersection of reliability, functionality, and cost to work well in 
automotive and industrial environments. Our SOM enables IoT products by leveraging an NXP heterogeneous 
processor including an ARM A9 and M4 processor. The M4 core is perfect for controlling the real-time elements 
of an IoT product whereas the A9 core is perfect for interfacing with the real world via a user interface. With our 
provided BSP and SMARC interface-complaint baseboard, an engineer can have our SOM up and running Linux 
in an afternoon, ready for development of their custom product. 
 
www.dornerworks.com/services/som-platform-imx6 
 www.embedded-computing.com/p374165

Elma Electronic OpenVPX Test and Development Backplane 
The 12-slot 3U OpenVPX backplane enables complex, high-speed signal processing system development, 
 supporting copper, fiber, and RF connectivity as well as precision sub-microsecond radial network timing and 
synchronization and slot profiles for SBCs, switches, and expansion. Supporting the DoD’s convergence initiative, 
it provides a foundation for systems optimized for performance, SWaP requirements, lower lifecycle costs, and 
rapid technology insertion. The backplane supports high-speed signals on all data paths plus VITA 67.3 connec-
tors compatible with VITA 67.1 and VITA 66.4 RF and optical I/O connectors. It’s the first backplane to support 
the IEEE 1588 precision timing protocol with radial clock card slot and seven supporting slots. 
www.elma.com/en-as/products/backplanes/vita-backplanes/product-pages/vpx-test-development-detail
 www.embedded-computing.com/p374167

EMAC Inc. SoM-IMX6U 
The industrial temperature SoM-IMX6U SOM provides numerous I/O interfaces, making it ideally suited for the 
embedded marketplace. The SoM-IMX6U’s extremely low Advanced Power Management (APM) Sleep power 
 consumption lends itself to embedded/IoT designs that require full Linux functionality and low power. The  
SoM-IMX6U has a typical operating current of 160 mA at 3.3V and an APM Sleep Mode of 3.5 mA, which is 
roughly 25 percent less than the nearest competitor. The SoM-IMX6U can come out of APM Sleep in a less than 
50 ms. The 3.5 mA sleep current opens the door to battery-backed applications that benefit from the sophistica-
tion of a full Linux operating system.
www.emacinc.com/products/system_on_module/SoM-IMX6U 
 www.embedded-computing.com/p374198

Logic Supply Extrovert 4G LTE Modems 
The Extrovert line enables global 4G LTE access for industrial computers, providing reliable wireless connectivity, 
failover support, dual SIM capabilities for multi-carrier support, and mobile application freedom for IPCs and IoT 
gateways installed virtually anywhere. Extrovert is the first 4G connectivity solution to combine hardware con-
figuration flexibility with a pre-certified module fully integrated into fanless and ventless IPCs. Pre-certified with 
PTCRB, GCF, and all major cellular carriers, and fully integrated into Logic Supply IPC systems, Extrovert eliminates 
vulnerable and unreliable external dongles while saving users up to $50,000 and 6-8 months of time in the carrier 
certification process.
www.logicsupply.com/explore/extrovert-4g
 www.embedded-computing.com/p374185
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Themis Computer Hyper-Unity
Hyper-Unity is the only purpose-built, enterprise-class, hyper-converged infrastructure platform for the tactical 
edge. IoT engineers can process high volumes of real-time data with <300 ns latency and speeds of 56 Gbps, and 
continue to scale up as needs increase. Turnkey solution clusters support several hundred virtual machines and 
12 or more nodes. Hyper-Unity takes advantage of Atlantis USX software and Mellanox switch capabilities at the 
software and networking levels. Enterprise data service features such as in-line de-duplication, cross-cluster repli-
cation, I/O acceleration, and real-time compression lead to higher IOPS and lower storage consumption. Inter-node 
and intra-cluster traffic runs at 56 Gbps.
www.themis.com/products/hyper-unity/

www.embedded-computing.com/p374202

Technologic Systems TS-7970
Powered by the NXP i.MX6 Cortex-A9 ARM CPU, the general-purpose, low-power TS-7970 industrial SBC stands 
out with high performance components, connectivity options, and multimedia capabilities. Each component ensures 
reliable operation in the field. Solid connectors, such as the screw terminal block for power and I/O, securely snap 
in. Data is stored in onboard eMMC flash, configurable as pSLC for reliability or MLC for more capacity. The fanless 
design paired with a low cost enclosure withstand high vibration, debris, and a -40 °C to 85 °C temperature range. 
Drive HDMI displays, play audio files, control and communicate with external industrial machines, and still move 
application data around. 
www.embeddedarm.com/products/TS-7970

www.embedded-computing.com/p374201

SECO UDOO X86 
UDOO X86 provides the first open hardware platform for IoT with the x86 architecture by combining Arduino with 
an x86_64 Intel processor in a low-cost SBC that supports any x86 OS. UDOO X86 is 10x faster than RPi 3 per 
the Sysbench benchmark, scored 10,000 more points than the Up board and twice the points of Lattepanda on 
the Antutu benchmark, and drives up to three 4K screens simultaneously for digital signage applications. • Open 
hardware 8 GB RAM PC • IoT-ready snap-in connectors •128 embedded neurons and fast CPU

www.udoo.org/udoo-x86/
www.embedded-computing.com/p374189

Mentor Graphics DRS360 
DRS360 consists of Xilinx Zynq UltraScale+ MPSoC FPGAs with advanced neural networking algorithms for 
machine learning and a host of integration services built on a system support package utilizing Mentor IP. The 
DRS360 platform fuses raw unfiltered data from radar, LIDAR, vision, and other sensors in real-time. The plat-
form is designed to deliver the low-latency, high-accuracy sensing required for Level 5 autonomous vehicles 
capable of navigating with no driver input. • Ready for ISO 26262 systems • Complete open platform system, 
can be customized with customer algorithms as required (anti black box approach) • Optimum software and 
hardware integration neutral to suppliers • Low power 100W system envelope
www.mentor.com/embedded-software/drs360 

www.embedded-computing.com/p374177

Maxim Integrated MAXREFDES100# reference design
The MAXREFDES100# hSensor Platform (HSP) reference design is a complete development platform that eliminates 
up to six months of design time for wearable health and fitness applications by bringing all hardware building blocks 
on one PCB with readily accessible hardware functionality via the ARM mbed HDK. The “one-stop-shop” comes with 
hSensor board, firmware, debugger board, and GUI. Leverages ARM mbed support for efficient  evaluation and rapid 
application prototyping for an extensive library of open source software. Part of Aggies Invent hackathon, students 
designed solutions around HSP and captured biological parameters, with the winners measuring pressure in a 
 mattress to create a scale for people who can’t stand. 
www.maximintegrated.com/en/design/reference-design-center/system-board/6312.html

www.embedded-computing.com/p374194
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Learn more at www.supermicro.com/embedded
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