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 Industrial IoT:  
Robust connected 
embedded devices
By Rory Dear, Technical Contributor rdear@opensystemsmedia.com

The term “Internet of Things” is in danger, 
certainly in our industry, from those who 
struggle to comprehend its (concededly 
vague) definition. It’s emblazoned across 
a plethora of exhibition stands at any rel-
evant shows, with marketing appearing 
to be driven more by the number of 
global searches than a real passion for 
the possibilities the technology provides.

Particularly in the embedded space, 
from our personal interests we’ve all 
been wooed by what is now coined the 
human Internet of Things (HIoT) in the 
guise of wireless fitness trackers and the 
like, but professionally we have strug-
gled to find clear example applications 
for this technology to gain equivalent 
excitement from.

This is all about to change. Beyond the 
hype, what we’re really interested in is 
the industrial Internet of Things (IIoT). 

The key difference, beyond the obvious 
I read beautifully summarized as IIoT 
“brownfield” vs HIoT “greenfield” – the 
former building on centuries of infra-
structure, the latter necessitating fresh 
infrastructure deployed. The significant 
variations are essentially the same argu-
ments as many a “commercial vs. indus-
trial” solution debate.

Longevity
IIoT products must by definition offer 
an industrial lifecycle; HIoT devices 
are often faddish and whimsical with 
consumers demanding functional and 
aesthetical upgrades well before even 
the suggestion of component driven 
obsolescence. Persuading Production 
Managers to risk any change in a tried 
and tested manufacturing environment 

will demand that long-term availability 
commitment from manufacturers.

Reliability
Consumers today have smartened up 
to the importance of build quality, evi-
denced by the success of premium 
brands in all areas of the retail industry 
– but few will use any device for a long 
enough period to even experience what 
us embedded professionals would con-
sider the bare minimum acceptable 
operational lifetime.

IIoT devices will be deployed in a “fit 
and forget” approach, though with 
the advantages of “Industrie 4.0” (the 
integration of Internet connectivity to 
industrial machinery) they’ll be able to 
self-diagnose and self-report any failure 
or servicing needs 

Environment
HIoT devices are likely to be on your 
wrist or in your pocket. IIoT devices, on 
the other hand, will find themselves in 
the very worst conditions known to man, 
those well known to today’s embedded 
computing devices. Actually, due to their 
invariably more compact size, they’re 
likely to find themselves located in even 
further inhospitable corners.

The reality that they’re likely to be per-
forming fundamentally mission-critical 
tasks places greater emphasis on their 
environmental versatility than ever before.

The vision
As HIoT experienced during its concept 
period, IIoT too struggles to gain the 
excitement it deserves through lack of 
real-world examples to adequately cap-
ture the imagination.

At the IHS Industrial Automation 
Conference this year, I was enthralled 
to hear Siemens’ Dr. Dieter Wegener’s 
vision of the connected and virtualized 
factory of the future made possible 
by IIoT.

His vision consists of a virtualized model 
of a manufacturing plant, though this is 
not just any 3D simulation that is avail-
able today. Dr. Wegener’s virtual plant 
serves two purposes: training and 
management.

Training
The virtual plant, with optional virtual 
employee, enables on-the-job training 
from the comfort and safety of an office 
chair, avoiding placing the employee 
(and others) in any danger from indus-
trial machinery with the kind of real-life 
simulations typically only found for com-
mandeering monstrous vehicles.

Management
The management aspect enthused 
me yet further. The ability to have a 
live virtualized representation of your 
manufacturing plant, an exact mirror 
of your real world factory floor – made 
possible through universally con-
nected peer-to-peer IIoT devices – 
enables true smart manufacturing and 
a level of autonomy that is currently a  
pipe dream.

These visions patently require significant 
capital investment so they may only be 
within the reach of the largest manufac-
turers today. But the challenge of IIoT, 
beyond the obvious of managing secu-
rity, is convincing those below that top 
tier to make that investment today for 
tomorrow’s benefit.   
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Full circle with Jeremy Rifkin’s 
“The Zero Marginal Cost Society” 
By Brandon Lewis, Assistant Managing Editor blewis@opensystemsmedia.com

In a column earlier this year on hard-
ware commoditization (opsy.st/
HardwareCommoditization) I opened with 
a brief synopsis of Jeremy Rifkin’s recent 
book, “The Zero Marginal Cost Society: 
The Internet of Things, the Collaborative 
Commons, and the Eclipse of Capitalism.” 
In it, I summarized the major theme of the 
book, namely that the Internet of Things 
(IoT) will help usher in a never-before-seen 
age of economic efficiency and drive the 
marginal cost (or per-unit OPEX) of goods 
and services down to nearly zero. But with 
the year coming to a close, I thought it 
would be a shame not to circle back with 
a look at a couple of the adjacent/under-
lying technologies Rifkin predicts will aid 
in the expansion of the IoT and help push 
us into a zero marginal cost society.

Renewable energy
The Internet as it currently exists con-
sumes up to 1.5 percent of the world’s 
power, but according to consulting firm 
McKinsey & Company only 6-12 percent 
of the electricity consumed in datacen-
ters is used to power servers during 
actual computation (the rest simply 
keeps them functioning and air con-
ditioned). Although there are several 
power management schemes being 
developed to reduce energy usage 
within the datacenter, the biggest boon 
to players in the data storage arena will 
come through the implementation of 
renewable energy.

While the initial implementation costs of 
renewable energy systems are quite high, 
they offer the potential for long-term sav-
ings, and companies such as Apple and 
McGraw Hill have already begun imple-
menting clean energy technology in their 
next-generation facilities. For example, 
Apple’s datacenter in Maiden, North 
Carolina is powered by a 20 megawatt 
solar facility and 5 megawatt biogas fuel 
cell system, and includes a heat exchange 

system that incorporates night time air 
into water that is used to cool the data-
center. The marginal cost of generating 
electricity with such systems is nearly zero, 
Rifkin explains, and as increasing amounts 
of Big Data are archived in the IoT, 
reduced energy costs will have a direct 
correlation with the price of data storage.

The (F)OSS debate
The controversy over open-source soft-
ware (OSS) and free and open-source 
software (FOSS) is one that has been 
going on for decades, and one that 
draws a line between hobbyists and the 
business community at large. The con-
tention is underpinned by Stallman’s 
“free speech, not free beer” view of 
code and the four freedoms of the GNU 
General Public License (GPL) of the free 
software movement on the one hand, 
and the and the subtle yet distinct paid 
licensing options for OSS on the other.

While Rifkin advocates both forms of 
open-source licensing within a zero 
marginal cost society as undermining 
copyrights and patents that inhibit col-
laborative technology development over 
time (as seen in the evolution of Linux), 
FOSS models better coincide with a new 
generation of developer that grew up 
freely copying content from the Internet 
under the assumption that “sharing 
information is little different than sharing 
conversation.” In Rifkin’s view, FOSS 
implementations and the free informa-
tion movement also dovetail with the 
escalation of Big Data, as, “Just as infor-
mation wants to be free, ‘Big Data wants 
to be distributed.’ What makes Big Data 
valuable is the information inputted from 
millions of individual contributors and 
sources that can be analyzed and used 
to find patterns, draw inferences, and 
solve problems. In a distributive, collab-
orative society, the millions of individuals 
whose data contributes to the collective 

wisdom are increasingly demanding 
that their knowledge be shared in open 
Commons for the benefit of all, rather 
than being siphoned off and enclosed in 
the form of intellectual property owned 
and controlled by a few.”

3D printing and the Maker 
Infrastructure
A particular area of interest for open-
source technology is in Maker commu-
nities, where hobbyists are beginning 
to employ 3D printers as a low-cost, 
sustainable method of manufacturing. 
Similar to Stallman’s four freedoms, 
the Maker Movement was built on four 
principles that include the open-source 
sharing of new inventions, the promotion 
of collaborative learning, a belief in self-
sufficient communities, and a commit-
ment to sustainable production. As 3D 
printing is committed to collaboration 
through OSS and is an additive (rather 
than subtractive) manufacturing pro-
cess that even allows printers to create 
their own spare parts or additional 3D 
printers, the marriage of these two sets 
of ideals is a harmonious one. However, 
of specific importance to Rifkin is the 
fact that 3D printers can be quickly and 
easily connected to the IoT infrastructure 
to allow anyone in the world to become 
a prosumer (producer and consumer) of 
products, even to the extent of printing 
renewable energy technologies for the 
creation of local microgrids that scale 
out laterally into a distributed power net-
work. These could, perhaps, help com-
plete the circle by generating nearly free 
electricity for tomorrow’s datacenters, 
which form the backbone of the com-
munications infrastructure across which 
Makers collaborate and distribute.

If you’re interested in checking out 
the book or finding out more about 
Rifkinomics, visit The Foundation on 
Economic Trends (www.foet.org).    

IoT INSIDER 
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A new way to  
look at debugging
By Monique DeVoe, Managing Editor mdevoe@opensystemsmedia.com

Usually when we look at DIY/maker 
things we focus on boards and projects, 
but those are just the ingredients list 
and recipe instructions. Boxed cake mix/
how-to’s and tried-and-true family rec-
ipes/project walkthroughs are great, but 
makers are also like creative chefs coming 
up with completely new dishes, which 
means there are a lot of failures and revi-
sions before they get it right. Makers do a 
lot of debugging to get to that polished 
end result they’re proud to show off or sell.

“Being an engineer or a maker means 
that you will spend 75 percent of your 
time debugging; solving problems is 
what we as engineers/makers do,” says 
Jamie Bailey, Co-founder of Initial State 
(www.initialstate.com). “The tools that 
you have in your toolbox to figure out 
what is going on are critical to the success 
of your project and your sanity. Having 
debug tools that are super easy to use 
beats the heck out of guessing, swapping 
parts, or being frustrated because you 
can’t figure out why your logic analyzer 
won’t do what you want it to.”

Oscilloscopes have been the tradi-
tional test and measurement tool for 
embedded hardware debugging for 
some time, but they’re really only useful 
for analog/hardware testing. Logic ana-
lyzers are great for checking software 
and hardware simultaneously now that 
there’s more of a software focus in elec-
tronics design, but they cost thousands 
of dollars, putting them out of reach for 
most individuals (Figure 1). 

“Traditional test and measurement 
tools have been unaffordable for most 
makers,” Bailey says. “Makers who 
are buying single board computers for 
$35 aren’t going to buy a $2,000 logic 
analyzer to troubleshoot their design.”

Not only are these tools expensive, they 
just don’t provide a good user experi-
ence or keep up with what makers need 
for their projects.

“Makers are building a new genera-
tion of products, and they need a new 
generation of tools to help them with 
debugging and analysis. Makers need 
tools that give them super easy access 
to any information they need, including 
software events, hardware connections, 
sensor outputs, and whatever is going 
on inside their designs. The era of the 
physical probe is coming to an end,” 
Bailey explains. 

Bailey and his team at Initial State – which 
also includes David Sulpy, Director of SW 
Dev and Co-founder; Raymond Jacobs, 
Director of Biz Dev and Co-founder; 
Adam Reeves, Front-End Dev Lead; 
Vanessa Magalong, Software Dev; and 
Rachel-Chloe Gibbs, User Specialist 

– have designed visualization tools for 
test and measurement. The inspiration 
for Initial State came out of Bailey’s 
experience as an ASIC/system engineer, 
where sifting through a backlog of bugs 
from a mess of interacting complex sub-
systems was hard to understand. Using 
log data was easier and almost always 
provided the information needed to 
solve a problem, but even a few seconds 
of data could generate log files of more 
than a hundred thousand lines.

“I had an epiphany that if instead of 
reading this data I could see it, I could 
figure out things much faster,” Bailey 
says. “Having the right data visualiza-
tion tools made the difference between 
hitting product schedules and being 
months late. I realized that we needed 
better tools, and the test and measure-
ment industry wasn’t keeping pace with 
the evolution of technology for the very 
products we were building.”

 DIY CORNER
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For more on test and measurement tools see Initial State’s Slideshare on  
the test and measurement revolution: opsy.st/testandmeasurementslideFigure 1



The Initial State team’s visualization tools include Waves and Lines, among 
others that assist in visualizing, manipulating, and sharing data. Waves 
transforms and mines data in waveforms and statistics, from which you can 
collect targeted statistics. Lines let you interactively visualize numerical log 
data in stacked line graphs for measuring variables like time and magni-
tude, and to collect statistics. Data can be brought into these visualization 
tools through Initial State’s IoT data streamer or by uploading log files.

“When you are debugging, you are often discovering things you didn’t know 
you needed to discover,” Bailey says. “Seeing dozens of concurrent hardware 
and software events at the same time is a great way to accomplish this. Being 
able to capture when a software function is called, the value of a variable, 
seeing a GPIO pin toggle, or seeing how your code reacts to a hardware 
interaction are frequent, common requirements during design. A great appli-
cation of both Lines and Waves is being able to ‘see’ what happened in the 
past that led up to an issue. Your robot just started banging into a wall – what 
happened in the past that led up to the issue? It is amazing how the right 
visualization allows your mind to quickly catch an anomaly in your data.”

Initial State’s tools have been in beta since April 2014, and the feed-
back they’ve gathered so far has been very positive even ahead of the 
December 2014 launch.

“The feedback we have received for our tools has been unbelievably awe-
some and beyond even our expectations,” Bailey says. “The most common 
feedback we get is ‘this is so cool!’ No one has said that about an o-scope 
since 1970.”   

Open book for secure systems
By Monique DeVoe, Managing Editor mdevoe@opensystemsmedia.com

It seems that almost every day we hear about security breaches, from relatively 
small exploits to massive breaches at major corporations and even the U.S. Postal 
Service. Cyber security is now a universal concern. Embedded developers need to be 
extra vigilant with the ubiquity of Internet-connected devices and the ever-growing 
Internet of Things (IoT). Many security techniques exist at hardware and software 
levels, but the best way to combat these attacks is by preventing them through built-
in security – no more security afterthoughts. 

In “Platform Embedded Security Technology Revealed: Safeguarding the Future of 
Computing with Intel Embedded Security and Management Engine” from Apress 
(www.apress.com) and Intel (www.intel.com), seasoned security researcher Xiaoyu 
Ruan of Intel’s Platform Engineering Group thoroughly explains embedded system 
security. He walks readers through the embedded engine, security models, threat 
mitigations, and design details of algorithms, protocols, and interesting applications, 
with Intel’s security and management engine as the basis of security techniques used. 
It’s a thorough read to strengthen your security fundamentals.

This book is part ApressOpen, publisher Apress’s open-access program for free and 
shareable ebooks (www.apress.com/apressopentitles). Other ApressOpen book 
topics include data virtualization, cloud security infrastructure, sensor technologies, 
and the IoT.   

Making  
and the  
Internet of Things
“Makers will shape the future of the IoT space,” 
Bailey says. “The giant corporations who react at 
the speed of molasses cannot match the speed 
of innovation that comes from makers. We are 
seeing this firsthand everyday. It was pretty awe-
some to see Gartner Research come out and 
say that 50 percent of IoT solutions will origi-
nate from young startups and makers.[1] If the 
IoT opportunity is worth the trillions of dollars 
that Cisco predicts,[2] makers are truly going to 
spearhead a revolution.”

[1] http://www.gartner.com/newsroom/id/2869521
[2] http://www.forbes.com/sites/
connieguglielmo/2014/01/07/ces-live-cisco-ceo-chambers-to-
deliver-keynote/ 
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Energy harvesting:  
Creating useful power out of 
processor waste heat
By Monique DeVoe, Managing Editor mdevoe@opensystemsmedia.com

Embedded systems are often mobile or deployed in remote 
locations off the grid, and must run reliably for years. The small 
size of these embedded computing systems combined with per-
formance demands creates small, localized processor hot spots. 
How can designers power mobile electronics and better address 
the concerns of hot spots? Harness the heat energy for power. 
Arizona State University School of Computing, Informatics, 
and Decision Systems Engineering Assistant Professor 
Carole-Jean Wu is investigating the use of energy harvesting 
capabilities of thermoelectric modules in processors. This tech-
nique harvests waste heat and converts it to electricity, which can 
be used to enhance system cooling or be stored for future use.

“The heat distribution of modern computing platforms offers 
an interesting opportunity for waste heat energy harvesting,” 
Wu says. “In particular, the unique heat distribution enables 
the use of thermoelectric materials in embedded applications.”

Thermoelectric coolers (TECs) are often used for active cooling 
of CPU hot spots, and thermoelectric generators (TEGs) can 
be used in other areas of the CPU to turn remaining heat waste 
into useful electricity. 

“Thermoelectric modules operate based on the phenomenon 
where a difference in temperature creates an electric voltage 
difference and vice versa,” Wu says. “When a voltage is applied 
to a thermoelectric material, the splitting and combination of 
electron hole pairs results in a temperature difference on the 
material, called the Peltier effect. Conversely, if the material is 
subjected to a difference in temperature, a voltage difference 
is created, called the Seebeck effect.”

The energy harvesting technique used in Wu’s research exploits 
the spatial temperature difference between hot and cold com-
ponents in a three-step process: perform system temperature 
and heat distribution characterization; identify thermal points 
and apply thermoelectric devices to generate electricity from 
temperature differences; and find native applications that exist 
in the system to use the harvested energy (Figure 1).

Wu and her team were able to recover 0.3 W to 1 W of power 
with an Intel Ivy Bridge processor running at 70 °C to 105 °C 
with a thermoelectric device on the CPU. The recovered energy 
when three TEG modules were used was at least enough to 

power a fan, and can be a significant amount of power for 
mobile and wearable applications.

Though preliminary studies show promise for thermoelectric 
modules, there are still challenges to overcome, Wu says. 
Material efficiency and additional thermal resistance introduced 
to embedded systems by the energy harvesting materials are 
two critical challenges that must be addressed for energy har-
vesting to become more widespread in embedded systems.

“We are currently investigating important applications using ther-
moelectric modules at the processor architecture granularity,” 
Wu says. “Our preliminary results indicated that, if managed 
intelligently, the temperature increase caused by thermoelec-
tric generators can be tolerated and will not increase the overall 
temperature of the processor. The harvested energy is then used 
to lower the operating temperature of processors, which will, in 
turn, improve the chip reliability and the total cooling cost of the 
chip. We have filed a provisional invention closure on this work 
and are working on the first prototype of the design.”

Generating power for cooling from the waste heat that already 
exists is a very promising solution for embedded designers. 
Users’ battery complaints could be addressed and that bother-
some excess heat from the processor could be mitigated and 
put to use. Designers should definitely keep an eye on where 
this research is going.   

RESEARCH REVIEW
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Thermal-to-electrical conversion specification and the 
setup of the TEG. Source: “Architectural Thermal Energy 
Harvesting Opportunities for Sustainable Computing” opsy.st/
WuEnergyHarvesting

Figure 1
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Multicore architectures are increasingly useful for meeting the performance 

demands of increasingly complex embedded systems. However, implementation 

challenges are still widespread, and designers continue to struggle to come up 

with solutions in part due to the prevalence of proprietary tools and interfaces.  

The Multicore Association (MCA) aims to get vendors to work together 

and create industry-standard approaches to ease multicore integration.  

Embedded Computing Design discussed these issues with MCA President 

Markus Levy. Edited excerpts follow.

Q 
 What do you see as the  
biggest challenges embedded 
designers are facing in the 
multicore space (such as scaling, 
optimization, communication, 
programming, etc.)? How does 
The Multicore Association (MCA) 
address those challenges?

There are many challenges, but it really 
depends on the application space being 
targeted. For example, in networking, 
a big portion of the challenges are 
resolved by using Linux and all the sup-
port that’s associated. There are new 
areas in networking that are causing 
challenges, but these are not neces-
sarily multicore specific (e.g., SDN). On 
the other hand, in the mobile space the 
challenges include scaling; since the 
trend in mobile is 4-8 cores (because 
that’s what marketing wants to see), the 
issue is developing code that really takes 
advantage of all the cores. 

Multicore is used in many other applica-
tions that rely on heterogeneous com-
puting, and here the challenges are all 
that you mentioned above. The MCA 
has produced specifications, such as its 
Multicore Communications API (MCAP) 

that addresses the communication part 
and to some extent the programming 
and portability aspect. We are also soon 
going to release our Software-Hardware 
Interface for Multi-many-core (SHIM) 
that will make it easy for processor and 
software tool vendors to collaborate. 

Coincidentally, the MCA has also 
just made an announcement that 
researchers at Siemens have developed 
an implementation of our Multicore 

Task Management API (MTAPI). It’s 
available as open source under BSD 
license at GitHub. Siemens’ release is 
part of a bigger software package that 
they have named Embedded Multicore 
Building Blocks (EMB2). EMB2 is a 
C/C++ library for the development of 
parallel applications containing several 
components on top of a base layer, 
which abstracts the operating system 
and the underlying multicore hardware 
to ensure portability (Figure 1). Besides 

Multicore Processors
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MTAPI is part of the Embedded Multicore Building Blocks (EMB2), a C/C++ library for the 
development of parallel applications containing several components on top of a base layer which 
abstracts the operating system and the underlying multicore hardware to ensure portability.

Figure 1

Markus Levy, 
President, The 

Multicore Association
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MTAPI, EMB2 provides basic parallel 
algorithms, concurrent data struc-
tures, and skeletons for implementing 
stream processing applications. EMB² 
comes with C++ wrappers for MTAPI,  
which simplifies development in object-
oriented environments.

Q 
 Tell me about MCA,  
its working groups,  
and its mission.

The overall mission of the MCA is to 
develop standards to speed time-to-
market for products with multicore pro-
cessor implementations. The MCA board 
of directors has strategized to concen-
trate on some key areas of embedded 
multicore development. These include 
specifications for communications, 
resource management, task manage-
ment, and a SHIM. In addition, we had 
a working group that produced a mul-
ticore book, which we call the Multicore 
Programming Practices guidebook. 
At the moment, active working group 
efforts are still going on with SHIM.

After several years of inactivity, we 
are also about to rekindle the working 
group efforts of our Communications 
API (MCAPI). MCAPI has grown in pop-
ularity over the years, mostly behind the 
scenes in proprietary implementations, 
but also in commercial products such 
as PolyCore Software’s Poly-Platform. 
The new MCAPI working group efforts 
will include adding new features to the 
existing specification, as well as creating 
official MCAPI subsets that will address 
more resource-constrained applications 
such as the Internet of Things (IoT).

Q 
 What is the state of multicore 
industry open standards?  
How much of multicore 
development is currently 
standardized vs. proprietary?

I don’t know percentages, but I’d guess 
that a huge part of multicore develop-
ment is still proprietary, at least in the 
embedded space. Industry standards 
take a long time to adopt because 
developers don’t want to change 
their status quo. But we see a growing 
number of developers adopting our 

MCAPI standard, once they com-
prehend the benefits, which include 
portability and ease of use. Also, to 
reiterate, Siemens has done a great job 
with its EMB2; I think it will give many 
embedded developers a great head 
start. By the way, EMB2 is sort of analo-
gous to Intel’s building blocks targeted 
at higher performance applications.

Q 
 How does MCA go about 
creating standards and APIs? 
What open tools have been 
developed? How do they 
address multicore integration 
challenges?

The first step in MCA creating stan-
dards is based on input from our board 
of directors. Additionally, any member 
can take a proposal to the board and 
if it aligns with our general strategy, it 
will get discussed at a task group (the 
pre-cursor to an official working group). 
Once it is realized that this proposal has 
legs, we walk it into a working group 
and invite members to participate. 
Similar to most consortium work, all 
development of standards is done in 
a democratic manner, which ensures 
increased value for a larger group. 
There are several open tools that have 
been developed, including the Poly-
Platform and EMB2 mentioned above. 
Other tools and implementations from 
vendors such as Mentor Graphics and 
Express Logic are described on the 
MCA website.

Q 
 What will be the future challenges 
of multicore integration for 
embedded systems in the next 5 
or 10 years?

Although we first started the Multicore 
DevCon almost 10 years ago to uncover 
development challenges, similar chal-
lenges still exist today and into the 

foreseeable future. Clearly, multicore 
has become the de facto standard for 
embedded systems, and the industry 
continues to invest in optimizing the 
efficiency of multicore. The answer 
for today and the future is all in het-
erogeneous computing, whether it 
be CPU-GPU or complex SoCs with a 
variety of hardware accelerators. 

The biggest challenge going forward 
will be standardizing the software that 
runs on proprietary and unique hard-
ware. Significant improvements in soft-
ware tools are necessary – something 
that the MCA SHIM specification plans 
to address. Essentially, SHIM describes 
the hardware from a software perspec-
tive (unlike IP-XACT, which focuses 
on the chip design level). SHIM will 
increase the adoption of new hardware 
by allowing tool vendors to more easily 
provide support for tools such as par-
allelizing compilers, simulators, perfor-
mance analysis, and OS/middleware 
configurators.

Q 
 
What is next for MCA? 

I’d say the biggest challenge for 
Multicore Association is to continue con-
vincing companies to be leaders, rather 
than followers, and join our organization 
to help develop next generation specifi-
cations. By participating in the organiza-
tion, it will help avoid re-inventing the 
wheel and use standards to accelerate 
product development, allowing compa-
nies to focus on their strengths. 

The Multicore Association 
 www.multicore-association.org  
 @MulticoreMCA 
 opsy.st/LinkedinMulticoreAssoc  
  www.youtube.com/user/multiassoc 

“Clearly, multicore has become the  
de facto standard for embedded systems, 

and the industry continues to invest in 
optimizing the efficiency of multicore. 

SILICOn Multicore Processors
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Security

 Protecting the IoT and 
automotive systems
By Curt Schwaderer, Editorial Director  
cschwaderer@opensystemsmedia.com

By now we’ve all heard the astounding 
statistics – Gartner is forecasting that the 
Internet of Things (IoT) will include 26 bil-
lion units installed by 2020. IoT product 
and service suppliers will generate incre-
mental revenues exceeding $300 bil-
lion with a $1.9 trillion global economic 
value add.[1] IHS estimates that 
in 2019 about 5 billion of these devices 
will be business-critical devices. Lofty 
numbers indeed. 

The Internet of Things will shape the 
next generation like the web shaped our 
lives. Everything will be connected from 
wearables monitoring my health to the 
assembly lines cranking them out.

Security is paramount
As more business-critical IoT devices 
become connected, the greater the risk 
of “purpose-built” attacks will become. 
Software probing to identify connected 
devices will identify areas of vulner-
ability. Attempts to hack into these 
devices to gain access to the software 
that controls these systems can have far-
reaching consequences.

For example, Freescale Semiconductor 
(www.freescale.com) recently announced 
a comprehensive hardware/software 
development system for enabling auto-
motive-grade Ethernet connectivity for 
next-generation infotainment, instru-
ment cluster, camera telematics, and rear-
seat entertainment designs. Freescale’s 
SABRE (Smart Application Blueprint for 
Rapid Engineering) for automotive info-
tainment development uses i.MX 6 series 
application processors for Ethernet 
audio video bridging (AVB). This kind of 
silicon/software/connectivity capability 
promises to transform the car into an 

interconnected LAN that can integrate 
smart devices and in-vehicle infotainment 
and instrumentation. However, only a few 
feet away resides the telematics software 
environment – the brains of the vehicle 
that control the safety-critical and opera-
tional systems of the vehicle.

Many makes of automobiles are now pro-
moting Wi-Fi hotspot capability within the 
car. Mix these three ingredients – Wi-Fi 
connectivity, infotainment interconnects 
of IoT devices, and the mission-critical 
telematics software – and you have an 
environment ripe for purpose-built attacks.

A combination of isolation, silicon, 
and software security capabilities are 
required to achieve the convenience 
of the “app store infotainment” para-
digm where smart devices are welcome 
to interoperate and utilize the infotain-
ment resources while still protecting 
the safety-critical elements of the car.

Software security
Allegro Software (www.allegrosoft.com) 
is an example of a company that started 
out as an embedded web server tech-
nology that has identified and embraced 
the security concerns IoT represents. 
Allegro incorporates RomDTLS for 
SSL 3.0 and TLS 1.2-like encryption over 
UDP communications. This provides the 
capability to provide authentication and 
encrypted tunnels between endpoints to 
increase security of connected systems. 
The Allegro RomCert provides public key 
infrastructure (PKI) and certificate-based 
authentication to enable authenticated 
access to application data as well as com-
munications to perform firmware updates 
via the Internet. RomPager even provides 
an Allegro Cryptography Engine (ACE) 

for software encryption and decryption 
services. The ACE also includes a harness 
API to offload cryptography calculations 
to silicon if needed.

Silicon security
The telematics microcontroller envi-
ronment must have safeguards to pre-
vent unauthorized access or access to 
critical data areas. AURIX microcon-
trollers from Infineon (www.infineon.
com) utilize a built-in hardware secu-
rity module (HSM) to protect software 
and data within the vehicle. This pro-
vides a measure of protection against 
hackers attempting to infiltrate the 
onboard systems. The HSM features 
AES128 encryption implemented in 
hardware with the performance to 
encrypt/decrypt Ethernet traffic. Secure 
key storage is provided in a separated 
HSM-DFLASH area for protection.

The AURIX architecture was developed 
according to an audited ISO 26262 com-
pliant process. The architecture includes 
secured internal communications buses 
and a distributed memory protection 
system.

These kinds of silicon security features 
make the AURIX processor family a good 
fit for power train, engine management, 
injection systems, and hydraulic control 
functions in the car.

Securing a connected world
Convenience abounds and the explosion 
of IoT devices is coming. A critical blend 
of security capabilities from encryption 
to authenticated access must be incor-
porated in order to prevent potentially 
life-threatening issues from purpose-
built attacks on these systems.   

[1] Forecast: The Internet of Things, Worldwide 
2013, Gartner Group.
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Securing data 
on connected 
embedded 
devices 
By Warren Kurisu and Felix Baum

Securing data on connected embedded devices is a top priority 

among software developers and architects today. It seems with every 

passing week another major data breach is announced. Embedded 

software developers are quickly gaining the tools and technology 

to design safer, more secure connected devices. Developers can 

use ARM TrustZone technology to secure data in their designs 

in addition to embedded virtualization via a Type 1 Hypervisor to 

combine secure data, connectivity, and real-time operation through 

a real-time operating system (RTOS) and open source software 

to take full advantage of emerging multicore and heterogeneous 

system-on-chip (SoC) architectures.

The functionality of connected devices is rapidly increasing as is 
the value of the information stored on these devices, or informa-
tion accessible through these devices. Most of the devices we 
use today are connected to at least one type of network or ser-
vice. Cars are commonly connected to devices via Bluetooth or 
mobile data networks; portable medical devices connect to each 
other, to the hospital network, to the cloud, and beyond; and 
the smart energy grid connects the power utility to numerous 
consumer devices inside the home. 

Protecting data on multiple fronts
When addressing how to secure an embedded connected 
device, it’s important to first take into account the surface area 
vulnerable to attacks. The area of attack varies from device to 
device, but generally, the more sophisticated the device, the 
greater the area of attack. Second, it’s important to understand 
most of the threats today target data not for the sake of data, 
but for the ability to manipulate the data. And third, it’s critical 
to design and develop a device that is both robust and secure 
by layering various secure capabilities. 

Manipulating data
An example of manipulating data might be an attack on an 
algorithm that affects the operation of the very system it 
depends on for operation, such as a banking application at 
an ATM terminal or the parameters that govern how a device 
functions within the automobile. When it comes to protecting 
data, developers need to be aware of the three critical stages: 
data at rest, data in use, and data in transit. 

Data at rest is best described as when the device is powered 
down. Considerations in this stage include:

 õ Where is the bootable image stored?

 õ Are there anti-tampering methods used to inform the 
device if it’s being tampered with and a means to prevent 
it from booting into a vulnerable state?

 õ Have the executables been encrypted, or could anyone 
who gains access remove EEPROM, dump the memory, or 
attempt to reverse-engineer the application?

Security
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Data at use is when a device is operating 
normally and data is being generated 
and processed. A few considerations 
include:

 õ Have obfuscation methodologies 
been used for sensitive data?

 õ Is the device executing in a validated 
state? Has a chain of trust been 
established?

Data in transit describes data entering 
or leaving the device. A good design 
should address these concerns: 

 õ How is data being protected 
if it is hijacked? 

 õ Are encryptions or tunneling 
protocols in place?

 õ Have firewalls been deployed and 
what are the strategies for denial-of-
service attacks?

Creating layers of security
When it comes to protecting layers 
within your device, you might hear 
“defense in depth” or “layered secu-
rity.” Regardless of the terminology, it 
boils down to creating layers of security 
that can defend against attacks, or, at 
the very least, delay the attack from pen-
etrating subsequent layers. The layered 
security model might include:

 õ Policies and procedures – rules 
governing access and usage of  
a device

 õ Physical – literally, a physical barrier 
such as a fence, guard, or locked door

 õ Network – securing the connectivity 
to the outside world

 õ Application – ensuring malicious 
applications cannot compromise  
the system

 õ Data – ensuring the integrity of data 
that is used or stored in the system

ARM TrustZone technology implemented 
in a system-on-chip (SoC) can be lever-
aged to address the network, applica-
tion, and data aspects of the layered 
security model. 

ARM TrustZone technology
ARM TrustZone architecture provides 
a solution that is able to carve out or 
segregate a hardware subset of the full 
SoC. It does this by defining proces-
sors, peripherals, memory addresses, 
and even areas of L2 cache to run as 

“secure” or “non-secure” hardware. A 
SoC that utilizes TrustZone technology 
has the ability to dynamically expose 
the full SoC to secure software, or to 
expose a subset of that SoC to normal 
software (Figure 1).

The normal world (non-secure world) 
created and enforced by TrustZone 
is typically a defined hardware subset 
of the SoC. TrustZone ensures that a 
non-secure processor can access only 
non-secure resources and receive only 
non-secure interrupts. For example, a 
normal world hardware subset might 
include the UART, Ethernet, and USB 
interface, but exclude controller area 
network (CAN) access. The CAN might 

instead be dedicated to the secure 
world where a separate RTOS or appli-
cation runs for the sole purpose of man-
aging CAN traffic, independent of the 
normal world software stack.

Unlike the hardware subset in which 
normal world software runs, software 
running within the secure world has 
complete access to all of the SoC hard-
ware. Thus, from the perspective of the 
secure software’s execution, the system 
looks and acts nearly identical to what 
would be seen on a processor that 
does not have TrustZone. This means 
that secure software has access to all 
resources associated with both the 
secure and normal worlds.

SMX® RTOS is IoT Ready.

www.smxrtos.com/iotY O U R  R T O S  P A R T N E R
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ARM’s TrustZone technology allows developers to designate functions within a SoC as “secure 
world” or “normal world.”Figure 1
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A Trusted Execution Environment (TEE) 
refers to a software stack running within 
the secure world and the communi-
cations that allow secure software to 
interact with normal world software. 
TEE software typically consists of a 
small microkernel and applications, and 
APIs that allow secure software to com-
municate with the larger, user-centric 
software (e.g., Android). One of these 
specifications defines a TEE offering that 
some might call “typical RTOS” APIs 
and functionality, as well as additional 

capabilities and APIs that are well suited 
to the TEE use cases.

Many of us regularly use secure world 
and normal world processing without 
realizing it. For example, online shop-
ping typically requires a username and 
password. When prompted to enter this 
authentication information, the mobile 
device (Android phone, Apple iPad, 
etc.) will switch into secure world mode 
where the data is entered on a secure 
keyboard and securely processed 

before anything else is allowed to 
occur. The banking application may 
itself run entirely in the secure world, 
but the device can also switch out of 
the secure world into the normal world 
to access other applications such as 
a browser, email, or to perform other 
non-secure tasks.

Securing SoCs in multicore 
architectures
A single ARM-based core can execute 
normal world context or secure world 
context, but what happens in a SoC 
with multiple cores? Developers can 
potentially run into situations where 
more than one core is accessing the 
same secure application, which not 
only extends the surface of the attack, 
but potentially exposes the code to the 
nasty timing issues that are difficult to 
debug. To correct this, developers can 
configure their device as described in 
the Figure 2, where only one core is 
allowed to execute the secure world 
content. In this design, when an appli-
cation running on any one core needs 
to launch a secure application, it would 
have to reach out to core 0, where the 
transition to the secure world happens. 
This would make multicore designs sim-
pler and more robust.

Running one application in the normal 
world and hiding secure keys and algo-
rithms in the secure world does make a 
lot of sense, but, unfortunately, it’s not 
very practical. A recent trend has devel-
oped in which silicon manufacturers are 
shipping more of the multicore parts. In 
many designs, more than one operating 
system (OS) is used and this is where 
hypervisor mode and virtualization 
extensions in the SoC become useful. A 
more complete architecture can be built 
on top of a hypervisor that incorporates 
support for ARM TrustZone technology. 
Designers can then partition applica-
tions and peripherals between virtual 
machines while at the same time secure 
keys and proprietary algorithms inside 
the secure world. 

Putting it all together
A design deployed on an ARM 
Cortex-A15 device, for example, would 
look like the diagram in Figure 3. In the 

SoftwaRE Security
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normal world we have the hypervisor 
executing with two virtual machines. 
Two instances of Linux running vir-
tual machines within the normal world 
space are set up to have kernel and 
drivers to execute in the kernel mode 
context, while user applications are 
mapped to the user mode. TEE and 
secure applications are mapped to the 
secure world space. There are currently 
many ARM-based SoC processors built 
around the Cortex-A15 architecture that 
can support this type of configuration; 
TI OMAP5 and Jacinto6 reference plat-
forms are two examples. 

Securing connected devices
Connected embedded devices are 
becoming more functionally rich not 
only in capabilities, but in the data they 
generate and transmit. As these devices 
blend seamlessly into our daily lives, it’s 
incumbent upon software developers to 

design each new device with security as 
a paramount concern. Through the use 
of ARM’s TrustZone technology, together 
with a Type 1 hypervisor, developers can 
provide a strong, robust, and secure base 
for SoC designs that meet the demands 
of our ever-expanding connected world. 

Warren Kurisu is the Director of Product 
Management in the Mentor Graphics 
Embedded Systems Division.

Felix Baum is working in the Product 
Management team of the Mentor 
Graphics Embedded Systems Division.

Mentor Graphics 
 www.mentor.com 
 @mentor_graphics 
 opsy.st/LinkinMentorGraphics 
 opsy.st/MentorGraphicsGooglePlus 
 opsy.st/MentorGraphicsYouTube
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Incorporating a hypervisor into ARM’s normal and secure worlds.

Using a designated core (CPU0) to execute secure world content in a multicore environment.Figure 2
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Ensure IDS/IPS and 
application layer 
protection beyond 
the RTOS
By Alan Grau

Seventy percent of cyber attacks target the application layer. While a secure RTOS provides features that 

are critical for security in embedded devices, that’s just the foundation, not the complete solution. Some 

questions that need to be asked are: Why are IoT and embedded devices, even those with secure RTOS, still 

vulnerable to attack? What exploits are possible and what vulnerabilities have been reported? What’s missing 

to protect these devices and how do design engineers ensure that their devices are safe? I’m glad you asked.

Advanced security capabilities are a 
major selling point for many RTOS 
vendors. Modern RTOSs provide capa-
bilities such as multiple, independent 
layers of security (MILS) architecture, 
built-in resource provisioning, and 
support for security certification such 
as IEC 62304, IEC 61508, IEC 50128, 
DO-178B/C, EAL, and ARINC 653 cer-
tifications. In addition, many provide 
security services such as authentication, 
access controls, data encryption, and 
security protocols. Without question, 
embedded design engineers now have 
a much richer set of security tools and 
a stronger security foundation available 
in the RTOS than just a decade ago.

As impressive as all of this is, it’s still just 
a foundation. A device running an inse-
cure OS and communicating over an 
encrypted data channel is clearly inse-
cure. The converse is not true. Securing 
the OS and adding security protocols is 
only first step to building a secure device.

Even with these pieces in place, 
there are still important security chal-
lenges to be considered. With security 
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implemented at the RTOS level, a successful attack against a 
protocol or application may not enable the attacker to gain 
full control, but that doesn’t mean he won’t be able to inflict 
considerable damage.

Data or communication that’s valid and passes through the RTOS 
security may still present security threats to the application layer. 
Examples are attacks on web services or against supervisory 
control and data acquisition (SCADA) systems. A recent SCADA 
attack involved turning a water pump on and off repeatedly until 
the pump motor burned out. This attack focused on the appli-
cation layer and resulted in a device failure despite the use of 
a secure OS. The OS security was never breached and yet the 
device was compromised. And with as many as 70 percent of all 
cyber attacks targeting the application layer, it’s clear that security 
must extend to the application layer.

Application layer attacks
In 2013, security researcher Craig Heffner discovered a 
backdoor within the firmware found in a number of D-Link 
routers. The HTTP server in these routers includes a back-
door that bypasses the standard authentication process. 
The web server examines the browser user agent, and if it 
matches “xmlset_roodkcableoj28840ybtide,” authentica-
tion checks are skipped. The string, read backward, “edited 
by 04882 joel backdoor,” shows this is an intentionally 
planted backdoor.

The backdoor provided access to the device’s configuration 
capabilities. The web server used in this same D-Link router 
already contains a number of vulnerabilities, some of which 
can be used in certain circumstances to allow for remote 
code execution.

In Australia, Vitek Boden waged a three-month war against 
the SCADA system of Maroochy Water Services beginning in 
January 2000, which resulted in millions of gallons of sewage 
spilling into waterways, hotel grounds, and canals around the 
Sunshine Coast suburb. It’s an interesting case study because 
not only did the perpetrator cause pumps to not run when they 
should have, he also was able to prevent alarms from being 
reported, further complicating the problem. This example also 
shows the danger of insider attacks, as Boden was a former 
contractor of Maroochy Water Services.

Other widely reported attacks against application layer services 
include attacks on web-enabled IP cameras and nanny cams, 
which have notoriously weak security. A quick Google search 
will reveal multiple reports against web-based security cameras, 
nanny cams, and IP cameras. These vulnerabilities allow unau-
thorized users to view the video streaming from the camera, 
allowing them to spy on whatever the camera is set to watch. 
Even worse, in some cases, they can even instruct the “camera 
on” light to not activate, leading the victim to not know that 
they’re being spied upon.
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Application layer security
What all of these attacks have in common is that they didn’t 
target vulnerabilities in the underlying OS, but rather relied on 
vulnerabilities at the application layer. Another thing that they all 
have in common is that they exploit the system’s standard inter-
faces. In each of these cases, the application layer allowed legal 
commands to be executed by unauthorized parties.

To protect the embedded devices’ application layer from 
cyber-attacks requires a set of capabilities to ensure that 
the application only processes commands from autho-
rized users, ensure that all processed commands are valid 
(e.g., contain legal data) and that all commands are appro-
priate (e.g., changing the ratios of ingredients or the 
processing temperature in a chemical processing plant). 
Additional capabilities that will provide a higher level of secu-
rity for the device are the ability to detect and report sus-
picious commands or activity, a command historian to allow 
auditing when a problem does occur, and data protection to 
ensure that device data is protected.

Application security for an industrial control system
Industrial control systems are in many ways typical of modern 
embedded and IoT devices. They’re frequently built using a 
secure RTOS, provide a customer application that performs a 
critical function, and can be controlled via messages received 
over an Ethernet or Wi-Fi network.

For our purposes, consider the example of an industrial con-
trol system used in the production processes of a chemical 
manufacturing plant. These systems frequently use Ethernet-
based control protocols such as EtherNet/IP or Modbus TCP 
for configuration, control, and reporting. The control pro-
tocols specify the operation of a wide array of parameters 

involved in the chemical processing. These can include the 
temperature at which the processing is performed, the ratio 
and the ingredients, the timing of the various processing 
stages, flow rates, etc. In addition to the control protocol 
(Modbus TCP, EtherNet/IP, etc.), the device may include a web 
interface for viewing configuration and processing information, 
and an FTP interface for downloading new firmware files.

While most cyber-attacks against the application will attempt 
to exploit weaknesses in the application interfaces, they may 
also attack the application implementation, or the interac-
tions between interfaces/applications supported by the device 
(Table 1).

Protection against application-interface and -implementa-
tion attacks is provided by application protocol filtering. If the 
device includes an embedded firewall, it may be possible to 
extend the firewall to perform protocol filtering. Otherwise, 
application-guarding APIs can be implemented to perform 
protocol filtering for the device. Application-specific protocol 
filtering should provide:

 õ Protocol validation – ensuring that all messages conform 
to the protocol specification and verifying that all data is 
valid and in range.

 õ Policy enforcement – the protocol filter should support 
user-defined policies to restrict data-range values to device 
or installation specific ranges. For example, the protocol 
may allow a range of values for 0 to 100, but the device’s 
operation may only allow values in the range of 40 to 60. 
The protocol filter should support this more constrained set 
of values.

 õ Access control – industrial protocols such as ModbusTCP 
don’t provide any mechanism for access control. Hence, 
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Attack type How it works

Application  
interface attack

Exploit weaknesses in the interface itself. Many legacy protocols, including Modbus TCP and 
EthernetIP have no built in security mechanisms.  The protocols accept and process any commands 
they receive regardless of who the sender is.  If a hacker can gain access to the network and send 
commands to the device, they can change the settings on the device, modifying how the control 
device is performing.  

Application 
implementation attack

These attacks exploit weaknesses in the implementation of the applications by sending illegal data 
to the application in an attempt to compromise the application.  Examples include out of range data 
and buffer overflow attacks.  Well-designed applications will not be vulnerable to these attacks, but 
in many cases such attacks can cause unpredictable behavior. 

Cross  
application attack

These attacks attempt to exploit relationships between multiple interfaces and applications on 
the system. For example, if a device provides an FTP interface, the hacker can use this to try and 
download system settings (configuration files), operational data (log files) and device firmware 
(which they can then try to reverse engineer to find weaknesses in the device for future attacks). The 
hacker may also use the interface to change configuration information, device firmware or other 
information stored on the device.   

Table 1 Types of cyber attacks and how they exploit weaknesses in a system.



any legal Modbus command received by the device is 
processed. Access control policies can be implemented in 
an application filter to control what devices are allowed to 
send commands to a device. For example, a white list of 
IP addresses can be configured and Modbus commands 
blocked if they aren’t from a machine on the whitelist. 
Additional controls can be provided for finer-grain control.

 õ Semantic filtering – a significant challenge for industrial 
control devices is encoding rules to answer the question 
“does this command make sense.” While protocol 
enforcement, policy enforcement, and access control 
enforcement ensure that the commands received are legal 
and are from a trusted device or machine, they still don’t 
solve the problem of an accidental or malicious change 
from an authorized insider. Semantic filtering attempts to 
prevent things like rapid cycling of commands or changing 
values in ways that are operationally incorrect, such as 
setting an inflow rate that exceeds an outflow rate for an 
extended time period.

 õ Command audit logs – record 
all commands executed by the 
application for later analysis in 
case a problem occurs.

 õ Intrusion detection API – 
an API allowing the device 
engineers to log and report 
each access, authentication 
attempt, or any other 
intrusion event. For example, 
if the web interface includes 
authentication with a 
username/password, each 
login attempt should be 
logged using this API. The 
intrusion detection API will 
then report this event to a 
management system, which 
would analyze the received 
data and detect attempts 
to probe a single device or 
multiple devices in a way that’s 

not possible on the device itself. The device may not have 
the intelligence or information to distinguish between 
repeated access attempts by a sysadmin who forgot a 
password and systematic probing by a hacker.

 õ Event reporting – provide a mechanism to send alerts 
when unusual behavior is detected. 

 õ Data anti-tamper detections – this is achieved using a 
secure hash of static configuration data which lets the 
system detect when unauthorized changes have been 
made. Data anti-tamper can detect cross application 
attacks, such as a change to configuration data via the FTP 
or Web interface by an unauthorized user (Figure 1).

An application layer security framework
An application layer security framework, such as the Icon Labs 
Floodgate Defender, provides a framework for application secu-
rity in embedded devices (Figure 2). This framework includes:

 õ Floodgate Defender

 õ Application protocol filtering engine and embedded IDS/IPS

 õ Floodgate Secure

 õ Secure file hashing for anti-tamper protection

 õ Audit task for run validation of secure hashes

 õ Floodgate Aware

 õ User API for event reporting and command audit logging

 õ Floodgate Agent

 õ Interface to cloud based management system supporting

 õ Events and audit logs

 õ Management and enforcement of security policies

 õ System level firewall filtering and intrusion detection 
capabilities

Alan Grau is the President and cofounder of Icon Labs, a 
provider of security solutions for embedded devices.

Icon Labs    www.iconlabs.com
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A security framework for embedded applications should protect the device from invalid and 
unauthorized commands, protect data, and detect and report unusual traffic.

Rules-based filtering controls the packets processed by 
the embedded applications, providing the foundation for 
application security and intrusion detections capability.

Figure 2

Figure 1
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Reshaping vehicle 
insurance with 
telematics systems
By Cyril Zeller 

Usage-based insurance (UBI) is a hot topic: it delivers tangible benefits to consumers, the insurance 

industry, and society, but despite the huge potential the market is largely untapped. Right now the number 

of UBI policies in the world is a mere 5.5 million, with the majority in North America. However, this figure is 

set to rise to 100 million worldwide by 2020, according to PTOLEMUS Consulting Group.

The way motor insurance risks are 
assessed has stood still for many 
years – based on static, statistical 
data like age, gender, car model, 
etc. Telematics technology allows 
objective assessments of risk pro-
files to be based on real-time, 
dynamic data like mileage, area, 
time of day, keeping to speed 
limits, engine RPM, fuel level, 
and driver behavior. It can also be 
paired with publicly available data 
to identify road type and weather 
conditions. 

Insurers benefit from the ability 
to detect and retain the majority 
of the lowest risk drivers. On the 
other hand, drivers, particularly 
young drivers, can get signifi-
cant discounts on their premiums. 
Moreover, careful drivers cause 
fewer accidents, which is, of course, 
a big benefit for society at large. 

The way ahead
The stats indicate very healthy 
growth for UBI, with ABI Research 
expecting a 12x increase by 2019. 
On the surface, there seems to be 
a rock-solid business case for both 
drivers and insurers. There are vocal 
advocates for smartphone-based 
UBI, but the insurance industry and 

Telematics
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regulators – the organizations that matter – have a number 
of valid concerns: They are highly critical of the reliability and 
accuracy of data that is delivered: phones can be removed 
accidentally or run out of battery, users would need to start 
the UBI app manually, phones could be dropped or become 
airborne during an impact, and driving behavioral data such 
as braking, turning, accelerating is likely to be inaccurate and 
unreliable, among other issues.

A fragmented market also causes uncertainty and low adop-
tion rates. The market comprises a mix of hardware vendors, 
insurance companies, vehicle manufacturers, and regulatory 
authorities whose mandated timelines are different in each 
country. Significant benefits are being realized for telematics 
systems such as fleet management, usage-based insurance, 
emergency calls, stolen vehicle recovery, diagnostics, and 
toll payments. However, these are fixed-point solutions that 
perform a single function. This indicates the need for open 
platforms running on robust hardware that will enable the 
development of consolidated solutions. 

The development of an open, global standard is challenging, 
and needs a fair degree of adoption to be successful. Various 
government regulations are being proposed, such as the 
eCall emergency response system in Europe, ERA GLONASS 
in Russia, and the Denatran anti-theft recovery system in 
Brazil. However, apart from ERA GLONASS that aggregates 
location-based services in the basic system, these regulations 

only address a single vertical issue. As such, they perpetuate 
market fragmentation. 

The in-vehicle network
The in-vehicle network of a connected car has three domains: 
the physical network and the electronic control units (ECUs), the 
communications portal at the company that delivers services, 
and the communications link between the vehicle and the portal. 
ECU embedded computer systems control one or more of the 
car’s electrical system or subsystems. ECUs exchange data over 
this network using the controlled area network (CAN) standard. 
Every CAN packet is broadcast to all the elements on the same 
bus, which means each node can interpret them. 

OBD-II is a standard that provides almost complete engine 
control and also monitors parts of the chassis, body, and 
accessory devices, as well as the diagnostic control network 
of the car. Vehicles have an OBD (onboard diagnostics) con-
nector, an interface to the CAN network, that garages use for 
reading information when they service vehicles. This interface 
to the CAN network is also used to obtain relevant vehicular 
data for insurance services using OBD dongles.

The hardware
Insurance telematics embedded systems are fitted into vehicles 
as they are made, though right now only by luxury carmakers 
such as Audi, Cadillac, Daimler-Benz, and BMW. UBI should 
be seen as a subset of a comprehensive system that includes 
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navigation and in-car entertainment and information. There is 
also an increasing trend among insurers to employ M2M tech-
nologies that reduce losses due to car theft and, in addition to 
tracking location, devices can disable engines if an unauthor-
ized access has been determined.

So-called “black boxes” provide similar functionality, but they 
are an after-market product that can be fitted into vehicles after 
they have been manufactured. They are normally housed in a 
secure part of the vehicle that is not easy to access.

In the U.S., systems based on OBD dongles have become 
the preferred option for eight of the top ten personal motor 
insurers. These robust devices are unobtrusive and, because 
they have a semi-permanent wired interface to the vehicle’s 
electronic system, they provide the precise driving data that is 
needed for a UBI policy. 

For example, data loggers like the one from DanLaw (Figure 1) 
have the same form factor as a regular dongle but they provide 
small, self-installed, cost effective, OBD-connected telematics 
solutions for monitoring, logging, and transmitting vehicle net-
work message and position data.

The hybrid wireless communication device enables data com-
munication and connectivity through GSM and Bluetooth 
wireless connections. Optionally it can capture timestamped 
accelerometer and GPS position information. 

Smartphones: Confusion in the market 
For insurers, smartphone apps are a tool to collect data to use 
for risk assessment. Free UBI trials allow smartphone services to 
be employed as a “teaser” that introduces the concept, allows 
drivers to see their driving behavior at the end of the trial, and 
informs them about the potential reduction in their premium if 
they drive carefully. 

Due to concerns by the insurance industry and regulators, the 
great majority of the insurance industry is only offering pre-
mium reductions on dedicated in-vehicle devices like OBD 
dongles. It is worth noting that drivers can use smartphones 
in conjunction with a dedicated in-vehicle device in order to 
get real-time feedback on their driving behaviour. For example, 
if they are driving too fast a warning could be given about a 
potential rise in the premium.

End-to-end solutions
End-to-end solutions are needed in order to allow telematics 
service providers (TSPs) to focus on the applications, which 
are their core competence. That is the key that will unlock 
UBI’s potential. In turn it will allow hardware vendors to ship 
aftermarket devices that can be demonstrated almost immedi-
ately, thereby accelerating time-to-market. IMETRIK recently 
announced a solution based on a telematics device that starts 
gathering information on driving behavior as soon as it is con-
nected to the OBD interface. IMETRIK also manages its own 
mobile network infrastructure, which enables seamless con-
nectivity to the insurer’s back-office infrastructure. 

IMETRIK’s device provides cellular and positioning modules spe-
cifically created for deployment in dongles, where real-estate 
space is very limited, and enables connectivity to an open plat-
form known as m2mAIR that runs a robust set of value-added 
services hosted in the cloud. 

Creating telematics devices for  
the insurance industry
Right now the market for UBI is largely untapped, but the 
number of policies is set to rise to 100 million by 2020. This 
represents a very attractive opportunity for new entrants – 
hardware vendors as well as TSPs. Established TSPs are also 
developing added-value services that capture the demands of 
the increasingly connected world. 

However, new entrants need to be aware that UBI’s 
use of cellular networks means that the devices have 
to be certified by the mobile network operator before 
they can be deployed. It’s clear that established TSPs 
have everything they need to operate a service, but in 
many cases their back-office system would have been 
designed three or more years ago – a long time in high-
tech circles. Issues can arise, such as scaling the solution 
or increasing the security. 

Cyril Zeller is Vice President of Global Telematics  
at Telit Wireless Solutions.

Telit Wireless Solutions 
 www.telit.com 
 @Telit_WS_corp 
 www.linkedin.com/company/telit-wireless-solutions 
 www.youtube.com/telitcommunications 
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OTA update possibilities  
put automotive on  
the road to V2X
By Brandon Lewis, Assistant Managing Editor

From recall remedy to feature 

enhancement, auto manufacturers and 

Tier 1 suppliers have been investigating 

the possibilities of over-the-air (OTA) 

vehicle software updates as a way to 

reduce maintenance costs and improve 

functionality. But while automakers 

such as Tesla, General Motors, and 

Audi are moving quickly to improve 

vehicle connectivity and, in some 

cases, already deploying OTA software 

updates to automotive subsystems 

beyond the infotainment system, safety 

and security concerns are still being 

fleshed out before the automotive 

industry can utilize this technology on 

the road to vehicle-to-vehicle (V2V) 

and vehicle-to-infrastructure (V2I) 

implementations.

In the age of connectivity it seems we can’t 
connect anything fast enough. Watches, appli-
ances, door locks, and light bulbs are all recent 
inductees into the world of the Internet enabled, 
helping feed our obsession for information and 
convenience in almost every way imaginable. In 
recent years, the ubiquitous connectivity move-
ment has entered automobiles as well, with car 
manufacturers releasing models with the option 
for built-in Wi-Fi and 4G LTE services as early as 
this year.

Telematics

The Tesla Model S uses over-the-air update capability to upgrade  

vehicle subsystems such as suspension. Image courtesy Josh Miller, CNET.
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But beyond the ability to offer revenue-
generating services and additional 
features through in-vehicle infotain-
ment (IVI) consoles and head units, 
the long-term prospects for the con-
nected car perhaps yield something 
more significant in the form of over-
the-air (OTA) software updates capable 
of remedying software issues in other 
automotive subsystems. For example, 
while Ford, General Motors, Cadillac, 
and Fiat all experienced recalls related 
to embedded software bugs in 2014, 
OTA pioneer Tesla avoided a poten-
tial recall related to defective adapter 
plugs by issuing a remote software 
update, and also used the center con-
sole as a gateway to upgrade the trans-
mission systems of Model S sedans with 
a creep option – as seamlessly as Apple 
or Samsung update your smartphone. 
In an industry where billions of dollars 
are at stake with every recall and con-
sumer satisfaction can mean the dif-
ference between profit and loss, OTA 
is quickly becoming a necessity rather 
than a luxury, and the automotive eco-
system is mobilizing now to make the 
technology refine the technology for 
next-generation vehicles, says Andreas 
Dharmawan, Senior Director, Solutions 
and Services, Electric Cloud, Inc. 
(www.electric-cloud.com).

“The modern car has over 300 million 
lines of code (MLOC), and this is going 
to grow even more once self-piloted 
cars become common on the road,” 
Dharmawan says. “With 300 MLOC, you 
have to deliver patches because there 
are so many components and subcom-
ponents that make up a system, many of 
which are actually being made by supply 
chain partners. So, because of the com-
plexity, it’s bound to have interoper-
ability issues, integration issues, and 
even bugs inside the modules. Because 
of this, the need to update or deliver 
patches increases as the size of the code 
grows in the car.

“If it becomes frequent that your in-car 
software needs to be updated, you 
cannot ask the service engineers to con-
stantly be trained and service cars going 
into the dealer for software updates,” he 
continues. “That will create bottlenecks 

in car dealerships across the country. 
And also, it’s going to be very costly, 
because there is no money in updating 
software. There is money when you 
have to fix the transmission, the exhaust 
system, and the brakes because these 
are hardware parts that you can sell. So, 
car manufacturers do not want cars to 
come back to the dealer for software 
updates because of economic reasons, 
and because of convenience.”

“OTA capabilities have the potential to 
make the development process easier,” 
says Marques McCammon, Senior 
Director, Automotive Solutions, Wind 
River (www.windriver.com).  “Tier 1s have 
hundreds of systems to develop in the 
last cycle of car production. Often, soft-
ware is the last thing that gets updated 
before a car is released. In the develop-
ment process, imagine having hundreds 
of vehicles in a fleet test and the team 
is faced with several software revision 
cycles. This could be a versioning night-
mare, especially as OEMs are under 
pressure to increasingly compress their 
development time. If you have ability to 
perform OTA updates and avoid time-
consuming individual car updates, this is 
a huge cost and time advantage.

“One specific use case is around soft-
ware-related recalls; there have been a 
number of safety campaigns and recalls 
around vehicle software in recent years,” 
he says. “At some OEMs the costs of 
managing warranty and recalls can reach 
into the billions of dollars. These events 
can impact literally millions of vehicles at 
a time, and several global markets. By 
conventional means the cost per vehicle 
to implement these recalls can be in the 
hundreds of dollars per vehicle and that 
says nothing about the factor of time.

“For example, if there are software 
issues after the car is sold, the ability to 
use OTA to update software or fix issues 
is more convenient, more efficient, and 
less costly than to physically bring cars 
into service shops,” McCammon con-
tinues. “With a robust and dependable 
OTA strategy, OEMs can update the 
automotive systems in near real-time 
over the lifetime of the vehicle from 
development through production. 

Additionally, as the useful life of vehi-
cles continues to grow, there is further 
opportunity to increase the value of the 
deployed vehicle base by continuously 
freshening the product experience. This 
may open new revenue streams to the 
industry that were not practical before.”

sECUring safety-critical systems
The term “connected car” typically refers 
to using some means of wireless commu-
nication to provide vehicles with Internet 
access, but rarely is it interpreted as an 
expansion of connectivity between the 
various subsystems of the vehicle itself. 
While IVI systems and telematics control 
units (TCUs) are quickly becoming the 
de facto methods of connecting the car 
in general, intra-vehicle networks linking 
the electronic control units (ECUs) of 
internal systems are required in order 
to enable updates such as those imple-
mented on Tesla’s Model S. However, 
vicariously connecting safety-critical 
vehicle subsystems to the Internet also 
presents significant security challenges 
for automotive engineers, as cars are 
essentially transformed into clients in a 
vast IT ecosystem. This has resulted in a 
rethink of automotive security to protect 
both private information as well as non-
IVI systems that could present safety 
risks if compromised, McCammon says. 

“Besides IVI, we see a huge oppor-
tunity for OTA updates on more crit-
ical vehicle systems,” he says. “Many 
vehicle functions today are electroni-
cally actuated where they were once all 
mechanical. Steering, accelerator func-
tion, and braking are all systems that 
have moved, or are moving to electrical 
actuation where they were once exclu-
sively mechanical. As these functions are 
critical to vehicle operation it is essen-
tial that they operate with the latest and 
most complete software. In these cases 
the ability to affect OTA updates may 
have real impact on a vehicle’s ability to 
protect the life of its occupants.

“More automotive systems are increas-
ingly integrating and relying on soft-
ware, and quite frankly any point where 
the data in or function of the car can be 
accessed remotely is a potential point 
of risk,” McCammon continues. “There 
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are several places along the data con-
nection that must be secured or follow 
appropriate protocol, not only from the 
embedded device, but also the website 
where the software was launched and 
even to the data center. There is work 
currently being done in the industry to 
investigate the need for automotive-only 
data centers. Companies are looking at 
different modes of isolation to ensure 
the discrete pass of communication from 
device and over the air.”

“The vehicle is becoming more con-
nected within itself, or networked, if 
you will,” says Grant Courville, Director, 
Product Management, Automotive and 
General Embedded, QNX Software 
Systems (www.qnx.com). “Within vehi-
cles what we’re seeing is an ECU, which 
could be the infotainment system or it 
could be the telematics system, that 
will be used as your wireless gateway to 
connect to the cloud. That device will 
connect to the cloud through a wireless 
connection, and then there’s the inter-
connectivity within the vehicle where 
you’ll perhaps see the infotainment 
system as your gateway for OTA soft-
ware updates. Then what you’re looking 
to do is provide software updates to the 
various other ECUs within the vehicle 
that are capable of receiving them. 

“So from a security perspective, there’s 
security of the connectivity itself, 
whether that’s through SSL or TLS or 
some of the other security mechanisms 
you’ll have for the connectivity. There’s 
the authentication – am I talking to the 
server I should be talking to and is that 
server talking to the device it believes 
it’s talking to? Then there’s the pay-
load itself – am I receiving the pay-
load I should be receiving, has it been 
tampered with? And then there’s the 
installation of that payload,” Courville 
continues while explaining the compa-
ny’s OS for Automotive Safety (Figure 1). 

“From an embedded perspective, in 
terms of being able to provide a soft-
ware update you have to go through all 
of those scenarios. Let’s assume that the 
software payload was delivered securely, 
properly, and now I have an image sit-
ting there. Depending on what you’re 
updating, you have to worry about 
physical space – do I have the space on 
my solid-state storage (SSD) to install 
it? When I’m installing it, are any of my 
active or passive systems disabled, or 
can I do this software update while I’m 
driving? And, if so, are there any systems 
that become disabled as a result?”

“The car security architecture must be 
considered more with connectivity and 

security risks in mind. This is where machine-
to-machine (M2M) technology and mobile 

network operators can be of significant 
value, especially M2M Connectivity with a 
car having its own M2M SIM card that can 

be limited to trusted parties.” 
 

— Andrew Morawski, Head of M2M, 
Americas, Vodafone.
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The QNX OS for Automotive Safety 1.0 is based on the company’s microkernel operating system (OS) architecture, and is well suited for the convergence 
of safety-critical and non-safety-critical applications within the vehicle that requires sandboxing or functional partitioning. The OS for Automotive Safety is 
compliant with ISO 26262 up to Automotive Safety Integrity Level D.

Figure 1

http://www.qnx.com
http://www.embedded-computing.com


“The main fear is that the update 
package comes from a non-authorized 
back end, or a hacker, and it convinces 
the car that the IP address of the hack-
er’s server is the IP address that the car 
should use in order to perform the soft-
ware update, and an unwanted firmware 
will go to the car,” says Yoram Berholtz, 
Business Line Director, Automotive, 
Red Bend Software (www.redbend.
com). “Our solution has several mecha-
nisms to address that (Figure 2). First 
is the standard security functionality 
that exists in the OMA-DM protocol. 
Second, we’re partnering with leading 
security companies like ESCRYPT and 
Cisco to provide a client-server secu-
rity architecture, which means that in 
the back end there is also a key man-
agement system so that every package 
we are sending to the car must first go 
through this key management system in 
order to get a signature and possibly be 
encrypted. Then in the ECU in the car 
there is a security client that analyzes if 
this key is correct and performs encryp-
tion. By doing so we are guaranteed 
that the update channel is secure.”

Additional automotive update 
challenges
Beyond the IT-style security concerns 
being introduced into connected cars, 
OTA updates must also contend with 
other challenges inherent to autos, for 
example, the reality that vehicles will 
inevitably travel to or through areas with 
insufficient cellular coverage or the pos-
sibility of a catastrophic power failure. 
In addition, as vehicles age there is the 
chance that massive updates may be 
required that potentially harm hardware 
systems, Dharmawan says.  

“In the worst case, there is a scenario that I 
can potentially see in the future that there 
is so much that needs to be updated that 
if the upgrade fails it may damage some 
of the components,” says Dharmawan. 
“In the off chance that this happens, there 
should be a backup software that allows 
the car to operate at some minimum 
capacity so the car is still drivable but your 
radio doesn’t work, for example. This type 
of practice has been implemented in the 
airline industry, as well as in the aerospace 
and defense industry. 

“So, if for some reason your new firm-
ware is unable to install, there’s always 
a failsafe strategy, which is basically that 
the system will fall back to the original 
firmware from when the car comes 
out of the factory, and then it cannot 
be erased because it’s part of the pro-
tected memory space,” Dharmawan 
says. “That’s a backup so you can actu-
ally fall back into that mode. These 
types of best practices in developing 
high-availability, reliable software and 
disaster recovery processes have been 
around for a long time, but this disci-
pline needs to be applied in the auto-
motive industry.”

“What happens if power goes out?” 
asks Courville. “I need to be able to roll 
back and roll back safely. Vehicles are 
so interconnected today that if all of a 
sudden you had an inoperable infotain-
ment system, I guarantee that it would 
not only be the infotainment system that 
had been affected. Chances are you’d 
see other ECUs or systems within the 
vehicle that could have been affected to 
the point where potentially your vehicle 
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Red Bend Software’s Software Management Center and Software Management Client for Automotive combine to deliver a secure update path from backend 
server infrastructure to the target ECU.Figure 2



could be rendered non operational. 
So you start to have discussions about 
essentially having an image you can 
always fall back on, and having a secure 
way but also a very reliable way to make 
those software updates. (See sidebar, 
"SSDs store added security for OTA")

“There are some things that are very 
intuitive,” Courville continues. “If I can 
update software incrementally instead 
of one big blob of software, that’s obvi-
ously a lot safer, and depending on what’s 
disabled in the vehicle, that’s also much 
more convenient for the user.”

“The solution should be designed with 
assumptions that connectivity will be 
lost, and power will be lost as well,” Says 
Walter Buga, CEO, Arynga (www.arynga.
com). “Arynga’s CarSync is designed to 
accommodate that. It includes queuing 
capabilities for data delivery to vehicles, 
so if connection is lost the data stays in 
the queue, without the loss of data. The 

update process in vehicles includes mul-
tiple steps and recovery procedures in 
case of power or other failures, and the 
idea is the same – we will resume for a 
‘lost’ point and provide recovery proce-
dures as well.”

OTA to V2X
Over-the-air update technology is key 
to realizing a truly connected car and 
paves the way for more advanced auto-
motive architectures, including autono-
mous vehicles that will rely heavily on 
vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) communications 
to navigate tomorrow’s roads. With 
pilot V2X implementations already 
underway (see www.densodynamics.
com), industry and government are now 
innovating to accelerate the future of 
transportation.

“Now that vehicles are very fast 
becoming connected, all of a sudden 
it opens a window of possibilities,” 

Courville says. “It opens the door to 
having more connected vehicles, con-
venient vehicles, safety comes into play, 
and V2V/V2I – or more generically V2X 
– and obviously those require vehicle 
connectivity, either to infrastructure or 
other vehicles. So there are a number of 
initiatives under way there.

“I was at a conference in July that had 
to do with vehicle connectivity, and a 
heavy focus on V2X, and it was every-
thing from cellular modules to the fre-
quency spectrum that’s going to be 
allocated to V2X technology,” he con-
tinues. “So there’s a lot of discussion 
about that, but then a lot of discussion 
also about best practices. For all of 
this to come together there’s a need 
for private industry as well as govern-
ment as regulatory bodies to all work 
together and we’re really starting to 
see that. You’re starting to see trials 
out there and pilots. That’s exactly 
what needs to happen.”   

SSDs store added security for OTA
Beyond software and networking, in-vehicle storage is funda-
mental to the success or failure of OTA updates. In recent years 
embedded storage devices for safety-critical automotive have 
transitioned to solid-state memory to provide the high-perfor-
mance and capacity needed for connected car applications, as 
well as for their robust designs that help minimize mean time to 
failure (MTTF) in harsh vehicle environments. By also incorpo-
rating hardware-based security and power loss protection, solid-
state drives (SSDs) provide another critical level of security in the 
event of a system attack or failure.

“To enable OTA updates, storage solu-
tions need to defend against data breach 
and power loss through such features as 
hardware-based encryption for data secu-
rity and data path protection,” says Alex 
Schiller, Marketing Director, Automotive 
Business Unit, Micron (www.micron.com). 
“Micron has a dedicated automotive lab 
that incorporates power interrupt profiles 
from automotive systems to design and 
optimize storage with robust power loss 
protection. In the event of loss of power or 
connectivity during an OTA update, both 
static data and existing firmware are pro-
tected. Micron can provide software driver 
support and system validation for OTA 
updates, according to the actual enable-
ment, secure authorization, and logistics 
the OEM wishes to implement.

“Micron’s firmware is adapted to the given automotive file and 
operating systems and can be further optimized for the end 
application through system-level validation with the customer,” 
he continues. “Micron’s SSD firmware supports such features as 
host-initiated power management (HIPM) and device-initiated 
power management (DIPM) for low power modes, in addition 
to improved time-to-ready (TTR) through innovative power-up 
schemes enabling drives to be ready within 200 milliseconds as 
vehicles become more autonomous.”
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Micron’s M500IT Automotive SSD is equipped with AEC-Q100-compliant NAND flash memory 
components, and includes features such as hardware-based encryption, data-at-rest 
protection, and adaptive thermal monitoring for connected vehicle applications.

Figure 1
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Smart Vision 
Systems Poised  
for Takeoff
By Imagination Technologies

Next generation computer vision tech-
nologies are paving the way for new 
applications across a wide range of 
industries, from automotive to consumer 
electronics and retail. GPUs in applica-
tion processors that are often devel-
oped primarily for the mobile market are 
accelerating applications in platforms 
ranging from cars, to mobile phones and 
tablets, to drones and robots.

In particular, we will begin to see a major 
shift in many cameras becoming vision 
systems, providing such capabilities as 
enhanced face detection, smile shutter 
trigger and even analytics. Moving 
into 2015, the rapid evolution of these 
“smart” cameras will drive advanced 
features in video and stills, including face 
beautification for video conferencing. 

Such capabilities are also providing the 
basis for products addressing surveil-
lance, home security and driver safety. 
One example is Mobileye, whose pro-
prietary software algorithms and chip 
are able to “interpret” a scene in real-
time and provide drivers with an imme-
diate evaluation based on its analysis. 
Automakers have already begun to 
adopt this camera-based technology 
into their rapidly expanding safety fea-
ture applications known as Advanced 
Driver Assistance Systems (ADAS). 

In fact, Mobileye has now shipped 
more than 2.5 million EyeQ2 and 
EyeQ3 SoCs (Systems-on-Chips) that 
are based on Imagination’s MIPS pro-
cessor architecture. These vision pro-
cessors, together with Mobileye’s broad 

range of algorithms for mono-camera 
driver assistance systems, target vehicle 
active safety applications such as lane 
departure warning, vehicle detection, 
pedestrian detection, intelligent head-
light control and traffic sign recogni-
tion. Mobileye has announced that it is 
leveraging Imagination’s MIPS Aptiv and 
Series5 Warrior CPU cores in its next-
generation design.

There’s no doubt the classical role of the 
image sensor is changing rapidly, and will 
continue to do so in 2015 and beyond. 
In today’s vision applications, the job 
of the image signal processor (ISP) is 
evolving away from its traditional role 
as a separate chip responsible only for 
producing the best possible picture and 
moving onto an SoC, where it’s able to 
take advantage of other system resources 
such as the graphics processor (GPU).

The emergence of computational pho-
tography in mobile applications, as well 
as advanced computer vision algorithms 
using multi-camera arrays and higher 
pixel depths in every application area, 
have also led to the creation of a new class 
of smarter image signal processor cores. 
And emerging standards like OpenVX 
will help to drive the standard functions 
into hardware on the ISP, reducing power 
consumption and freeing up the GPU for 
even more advanced tasks.

Collaborative, heterogeneous computing 
is needed to address these changes and 
growing requirements. It’s all about doing 
the most in the lowest power profile and 
leveraging all the computing resources 

on the SoC. Imagination Technologies’ 
PowerVR Raptor imaging processor, for 
instance, does just that by providing scal-
able and highly-configurable solutions 
which join other PowerVR multimedia 
cores to form a complete, integrated 
vision platform that saves power and 
bandwidth for today’s camera applica-
tions and other smart sensors.

PowerVR Raptor cores are low-power, 
highly-configurable ISP cores designed 
for SoC integration. The cores can be 
configured to meet the needs of a wide 
variety of markets, including mobile, 
automotive, surveillance, and industrial. 

By implementing optimized data paths 
between the ISP and other on-chip 
multimedia processors (graphics, video 
encoders and decoder, and display), 
system designers can minimize memory 
bandwidth and latency when imple-
menting algorithms such as those used 
for computational photography.

Highly intelligent and integrated smart 
camera technologies present a poten-
tially enormous opportunity both for 
businesses and consumers. In fact, BCC 
Research reports that the global machine 
vision systems market is expected to reach 
$17.1 billion in 2015 and about $26.9 bil-
lion in 2020 (opsy.st/BCCResearchReport). 
And, according to Yole Développement, 
the CMOS image sensor market will 
reach $13 billion by 2018 (opsy.st/
YoleDeveloppementReport). Companies 
that adopt and fuel these innovations early 
will become the leaders in their sector.

Imagination Technologies 
 www.imgtec.com 
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Real-Time 
Frameworks, Agile 
Modeling, and 
Code Generation
By Quantum Leaps, LLC

In 2015, just as in every year before, we 
will need to develop more embedded 
code with less people in less time. The 
only way to achieve this is to increase 
programmers’ productivity. And the 
only known way to boost productivity is 
to increase the level of abstraction and 
automate the coding process as much as 
possible. We also need to start reusing 
entire software architectures, not just 
individual pieces of code.

Real-time frameworks
Embedded software will increasingly 
be based on generic, real-time, event-
driven frameworks, which will augment 
and eventually displace the traditional 
Real-Time Operating Systems (RTOS).

The software developers for the 
desktop, the web, or mobile devices 
have already moved to frameworks 
(.NET, Cocoa, Android, Qt, etc.), far 

beyond the raw APIs of 
the underlying operating 
systems. In contrast, the 
dominating approach in 
the embedded space is 
still based on the vener-
able RTOS (or the “super-
loop” at the lowest end). 
The main difference is that 
when you use an RTOS, 
you write the main body 
of the application (such 
as the thread routines for 
all your tasks) and you call 
the RTOS services (e.g., a 

semaphore or a time delay). When you 
use a framework, you reuse the main 
body and write the code that it calls. In 
other words, the control resides in the 
framework, not in your code, so the con-
trol is inverted compared to an applica-
tion based on an RTOS.

The advantage is that a framework offers 
a much higher level of architectural reuse 
and provides architectural integrity (often 
based on proven design patterns) to the 
application. Typically also, a framework 
encapsulates the difficult or dangerous 
aspects of your application domain. For 
example, an event-driven framework 
based on active objects (actors) inherently 
supports and automatically enforces the 
best practices of concurrent programming 
such as: keeping the thread’s data local 
and bound to the thread itself, asynchro-
nous inter-thread communication without 
blocking, and using state machines instead 

of the customary “spaghetti code.” In 
contrast, raw RTOS-based threading lets 
you do anything and offers no help or 
automation for the best practices.

Many embedded software engineers 
might not realize that event-driven, 
frameworks based on active objects and 
state machines can be actually smaller 
than a conventional RTOS. For example, 
the open source QP active object frame-
works from Quantum Leaps require 
only 3-4KB of ROM and significantly less 
RAM than a bare-bones RTOS kernel.

Agile modeling and code 
generation
Real-time frameworks based on hierar-
chical state machines will also be the key 
enabler for a wider adoption of mod-
eling and automatic code generation. Of 
course, big and “high-ceremony” mod-
eling tools have been tried and failed 
to penetrate the embedded market 
beyond a few percentage points. The 
main reason is the poor ROI (return on 
investment) of such tools.

However, a new class of agile tools will 
simplify modeling by skipping indirection 
layers of platform-independent models 
(PIMs), model transformations, action 
languages, etc. and will allow you to 
work directly with files, state machines, 
events, and actions expressed directly in 
C or C++. Obviously, such tools will be 
far less ambitious and lower level than 
“high-ceremony” tools of the past. But 
“lower-level” is not necessarily pejora-
tive. In fact, the “lower-level” nature of 
the C programming language is the main 
reason for its popularity in embedded 
programming. We will see more innova-
tion in the area of “low-level” and low-
cost modeling and code generating tools 
(such as the free QM modeling tool from 
Quantum Leaps). This innovation will 
eventually bring us “modeling and code 
generation for the masses.” 

Quantum Leaps, LLC 
 www.state-machine.com 
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2015: When security concerns meet 
safety concerns, Formal Methods 
become increasingly attractive
By Cyrille Comar, Co-Founder/Managing Director of AdaCore Europe

An important trend we’re anticipating 
for 2015 is a significant move toward 
using “Formal Methods” for verifying 
safety- and security-critical software. 

Because they are founded on rigorous 
mathematics-based techniques and 
often require help from mathematicians, 
Formal Methods have long been con-
sidered too complex for developers of 
embedded software. Another drawback 
was that they also required very exten-
sive changes in the standard software 
verification strategies. 

But the ever-increasing size and com-
plexity of the software needed to control 
things like trains, aircraft or cars have 
made standard verification techniques 
(those mainly based on testing) increas-
ingly more expensive and less effec-
tive. Moreover, transportation industries 
– whether civil or military – are facing 
rising pressures to deal as effectively with 
security threats as they do with safety 
concerns. The truth is, security issues can 
no longer be ignored when ensuring the 
safety of transportation software. 

To this end, industries like automotive, 
aerospace and railway are organizing 
working groups with goals around both 
safety and security concerns in the 
system and software lifecycles objectives 
required by their industry certification 
standards. A first step already has been 
accomplished in recent years through 
the large-scale adoption of static analysis 
tools such as CodePeer from AdaCore 
and PolySpace from MathWorks. These 
static analysis tools detect the presence 
of typical programming errors. More 

daring users may attempt to use static 
analysis tools to prove the absence 
of such errors, but static analysis tools 
guaranteeing the detection of all pos-
sible errors in specified categories usu-
ally come with a fair number of “false 
positives.” In cases where they detect 
more errors than really exist, the devel-
oper must conduct additional analysis to 
verify that those cases detected by the 
tools are not truly errors. 

In contrast, Formal Methods based on 
deductive verification (proofs) are not 
yet used widely in industry, with some 
notable exceptions. For instance, avia-
tion company Airbus has used Formal 
Methods for significant parts of the soft-
ware controlling the A380 and the A350, 
and the French railway industry has used 
them for many years. 

Deductive-based Formal Methods allow 
developers to go one step further than 
static analysis techniques. They guarantee 
the absence of runtime errors while also 
allowing verification that a program com-
pletely implements its specification. They 
also provide a better verification than 
traditional unit testing since the latter 
verify only a limited number of test cases 
while the former verify all possible cases. 
In fact, it is possible to replace some 
significant parts of the testing by using 
such Formal Methods while increasing 
the quality of the overall verification. 
One issue was still making it impractical: 
For proofs to be consistent required the 
formal verification to be achieved on a 
complete system, which is challenging 
when some parts of the system are not 
amenable to such techniques.

AdaCore’s Spark 2014 is a good example 
of a modern language that brings formal 
proof capabilities and a way to solve this 
last barrier of entry. Spark 2014 supports 
contracts that can be either executed or 
mathematically proved because they can 
be interpreted as regular SPARK expres-
sions or as first-order logic formulas. With 
SPARK, users can combine verification 
techniques based on testing with those 
based on proofs without having to worry 
about the frontier between the code that 
is tested and the code that is formally 
proved. In other words, if the proof engine 
is intelligent enough to automatically and 
completely offer formal verification, some 
testing is made unnecessary. For areas of 
code that would require manual proofs 
and the intervention of mathematicians, 
standard testing techniques can continue 
to be used instead, making it possible to 
introduce such techniques gradually and 
benefit from them very quickly without 
having to completely change verification 
strategies. Spark 2014 and solutions like it 
are viable for a variety of different usages 
and scenarios, such as the formal proof of 
safety properties, complying with stan-
dards in regulated industries, performing 
flow analysis for security, enhancing 
existing Ada programming language 
code, combining evidence from proof 
and test, determining dependency rela-
tions, and more.

2015 will be the year of expanding 
the boundaries of safe and secure 
programming, and deductive-based 
Formal Methods will be at the heart of 
that expansion.
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IoT platform as a 
service (PaaS) 
The Xively Connected Object Cloud 
enables the interconnection of 
applications, devices, data, places, 
and users for a variety of IoT 
applications. The services include a 
searchable directory of objects, time-
series archiving data services, and 
provisioning and management for 
business applications that ride on a 
real-time message bus. An API using 
REST, sockets, or MQTT is provided for 
access by IoT applications, business 
support systems, and other objects. 
The platform also provides a developer 
workbench and management console 
for providing security and proper access 
permissions for your IoT application.

Open-source hosted emulator 
Quick EMUlator (QEMU) is an open source emulator 
that performs hardware virtualization. It is a hosted 
virtual machine monitor that emulates central 
processing units (CPUs) through dynamic binary 
translation and provides a set of device models, 
enabling it to run a variety of unmodified guest 
operating systems. QEMU can also be used purely 
for CPU emulation for user-level processes, allowing 
applications compiled for one architecture to be 
run on another. prpl Foundation is making QEMU 
available for the new MIPS release 6 architecture to 
enable developers to perform rapid prototyping of 
code and speed development around the new 64-bit 
MIPS Warrior I6400 CPU. prpl Foundation | www.prplfoundation.org 

embedded-computing.com/p372437

Xively | www.xively.com  
embedded-computing.com/p372436

High-res image recognition 
SoC for driver assistance 
The R-Car V2H system-on-a-chip (SoC) 
from Renesas delivers high-resolution 
surround-view monitoring systems with 
multiple cameras for advanced point-of-view 
switching for advanced driver assistance 
systems (ADAS). The R-Car V2H SoC series 
integrates ADAS functions with low power 
consumption, enhanced open source image 
recognition library, Ethernet AVB, and 
optimized video codecs for automotive 
networks and camera systems.

Renesas Electronics Corporation  | www.renesas.com 
embedded-computing.com/p372438
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Blog

with ISO 26262 in half the time
By Rich Nass, Embedded Computing Brand Director

Functional safety verification is a must have for automotive applications. 
Or is it? First, let’s define what the term actually means. In most cases, the 
term refers to ISO standard 26262, which is an adaptation of 
the IEC standard 61508, representing the functional safety of 
automotive electrical systems. Have I lost you yet?

 opsy.st/ISO26262Blog

Blog

Building infrastructure for a smarter world 
at the Industrial Automation Conference
By Rory Dear, Technical Contributor

The IHS Industrial Automation Conference held in 
London in October 2014 demonstrated how the Internet 
of Things (IoT), smart factories, and the Industrial IoT 
(IIoT) are creating smarter systems, factories, and cities.

 opsy.st/2014IndAutoCon

VIDEO

MIPS, the CPU architecture 
for the future
By Imagination Technologies

MIPS offers the industry’s broadest array of low power, 
high-performance embedded microprocessor cores that 
power hundreds of millions of products around the globe.

 opsy.st/MIPSImgTecVideo

WHITE PAPER

Three Questions to Ask 
When Choosing a 
Processor for Multimedia 
Display and IoT 
Applications
By Freescale Semiconductor

When choosing a processor for multimedia, 
display and IoT applications, the three primary 
considerations are: processing power, multimedia 
requirements, and interfaces with other systems. 
Designers must choose processors 
carefully, considering how their 
systems interface with human 
beings comfortable with a data-
rich, multimedia world, especially 
as rising end-user expectations 
now directly influence embedded designs.

 opsy.st/FreescaleMultimediaWP

Blog

Active steering techniques in wireless 
devices can alleviate the spectrum crunch
By Jeff Shamblin, Ethertronics

It’s an exciting time for the wireless industry. Carriers are on a roll 
launching 4G networks. OEMs are debuting some of the coolest 
wireless devices yet, from sexy smartphones and tablets to a number 
of new wearables and IoT products. And consumers can’t 
seem to get enough – they want the latest feature-packed 
devices, fastest data speeds, and more.

 opsy.st/SpectrumCrunchEthertronics

E-mag

IoT E-mag
The Internet of Things E-mag deconstructs the IoT with 
features that investigate device/network infrastructure, 
comprehensive cyber 
security, reengineering 
business models, and 
much, much more.

 opsy.st/IoTEmag

E-mag

SSD E-mag
The SSD E-mag explores how  
SSD storage technology is taking 
over from HDDs, with features 
examining application classes, 
advanced encryption techniques, 
and its role in automotive 
applications, and more. 

 opsy.st/SSDmag2014
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