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EDITOR’S PERSPECTIVE

Open standards and space
applications
By John McHale, Editorial Director
One area we don’t equate as often with open standards is the space electronics
market. Perhaps it’s because of that market’s traditional aversion to the procurement
term commercial off-the-shelf (COTS). Many refer to COTS parts as low quality or by
the old misnomer, “Radio Shack” quality.

While COTS may not have a
heritage – so to speak – in space
applications, embedded open

But that is actually not the case, as detailed in our Industry Spotlight section this
month, in my feature, “Today’s spacecraft and satellite requirements giving COTS a
fresh look,” found on page 32. The article details how mega-constellations and small
satellites and their low price points are forcing space electronics designers to change
their business model to adopt more COTS products to meet the sometimes 80 to
90% cost reductions in requests for proposal for space systems.
The increased demand for COTS will mean faster adoption of open standards.
Mission lifetimes for satellites will shrink so designers will be able to take advantage
of modern technology. “That pace is so fast today that if you have to make money with
15-life-year satellites you’re going to be bypassed,” says Jerry Festa, Senior Product
Line Manager, Space Segment, Curtiss-Wright Defense Solutions (C-W’s Newtown,
Pennsylvania facility) in the article.
While COTS may not have a heritage – so to speak – in space applications, embedded
open standards absolutely carry that heritage, and their footprint in space is only growing.
Take CompactPCI, a PICMG specification, for example: The 3U CompactPCI form
factor has been flying in space for decades and has a well-respected pedigree via
offerings still in orbit years later from companies such as Aitech’s SP0 single-board
computer (SBC) and the Data Device Corporation (DDC) SCS750 SBC – going back
to when it was Maxwell Technologies.
Serial versions of embedded standards will be the next wave to hit the space market,
most likely in 3U versions to meet the reduced size, weight, and power (SWaP) requirements of small sats.
Compact PCI Serial Space, which is based on CompactPCI Serial, is currently offered
by Men Mikro Systems for some European space platforms. “Existing international
standards … save time and cost during both development and during the project life
cycle,” says Manfred Schmitz of MEN Mikro, in an article from PICMG Systems and
Technology titled “CompactPCI Serial reaches out into space.”
Many future space SBCs will also be based on the VITA SpaceVPX standard, VITA 78.
“The SpaceVPX VITA 78 specification is the first open standard developed specifically for space applications and builds off the success of the OpenVPX platform,”
writes Jennifer Keenan, Senior Product Marketing Manager for the Mercury Systems
Microelectronics Secure Solutions group (Phoenix, Arizona) in a recent article in VITA
Technology titled “SpaceVPX-enabling the next generation of satellite constellations.”
“SpaceVPX strengthens the OpenVPX specification with additional key features such as
“fault tolerance by mitigating vulnerabilities of a single-point failure, dual-redundant
power, and management distribution and diagnostic support” while maintaining compatibility with OpenVPX components and connector pinouts, she adds.
The latest update on VPX is VITA 78.1 – SpaceVPX Lite Systems – which emphasizes
3U module implementations. “The most significant change from SpaceVPX is to shift
www.mil-embedded.com

standards absolutely carry that
heritage, and their footprint in
space is only growing.
the distribution of utility signals from
the SpaceUM to the System Controller
to enable a radial distribution of supply
power to up to eight payload modules,”
according to Jerry Gipper, executive
director of VITA. “The working group
has developed a draft document of the
standard that is currently under review.”
An ecosystem is starting to build up around
SpaceVPX as well as in areas such as data
recording. Dedicated data-recording
systems previously developed are unsuitable for these SWaP-constrained, lowercost satellites, Keenan notes in her
article. In this regard, Mercury Systems is
developing a family of SpaceVPX products including a space-grade storage
drive in a 3U SpaceVPX form factor, she
states. To learn more about the VITA 78
SpaceVPX specification, visit www.vita.com/
Tutorials.
For more on standards, see the last
part of our 3-part series on the triservice convergence on a common open
architecture through such programs as
the Sensor Open Systems Architecture
(SOSA). The article – titled “Development
of the next-generation OpenVPX-based
embedded system standard: A tri-service
convergence of approaches: Part 2 of
3” – is on page 40. The authors are Mike
Hackert of the U.S. Navy’s Naval Air
Systems Command (NAVAIR), the Navy
lead for SOSA; Dr. Ilya Lipkin, Air Force
Life Cycle Management Center (AFLMC),
and Ben Peddicord, U.S. Army Combat
Capabilities Development Command
[CCDC, formerly CERDEC].
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UNIVERSITY UPDATE

Power anomalies can reveal malware
hiding within embedded systems
By Sally Cole, Senior Editor
Tracking the power fluctuations within embedded systems can
catch malware in the act or at least reveal its presence.
Malware is insidious – with literally millions of varieties available
for attackers to choose from – and, despite attempts at prevention, the malicious software occasionally slips through firewalls
and other security measures. But researchers at North Carolina
State University and University of Texas at Austin have created
a way to detect the types of malware that use a system’s architecture to thwart traditional security measures. The tool works
by tracking the power fluctuations within embedded systems.
The researchers define “embedded systems” as essentially a
computer without a physical keyboard – ranging from smartphones to the Internet of Things. And the U.S. military relies on
a wide variety of embedded systems that are often deployed
and expected to operate for a decade or longer.
“Embedded systems are used in everything from voiceactivated virtual assistants in our homes to industrial control
systems like those used in power plants,” explains Aydin Aysu,
an assistant professor of electrical and computer engineering
at NC State. “Malware that targets those systems can be used
to seize control or to steal information.”
Microarchitecture attacks, a form of malware, target a system’s
architectural design to effectively hijack the hardware in a way
that gives outside users control of the system and access to its
data. Spectre and Meltdown are two recent – from 2018 – highprofile examples of this form of malware. Unlike most malware,
these disruptive tools exploit the architecture of the processors
themselves, the millions of transistors that work together to
execute operations.
Each new attack is essentially an unpatchable problem for
embedded systems, which is a real problem.
Simply put, Spectre and Meltdown exploit the fact that all operations require a slightly different amount of time to execute.
Say someone tries to guess a PIN, for example, and they begin
by guessing “1111” through “9111.” If the first eight guesses
take the same amount of time, but “9111” takes a nanosecond
longer, then that one most likely has at least the “9” right and
the attacker can move on to guessing “9111” through “9911”
via these “timing attacks,” and go from there.
One operation that’s particularly vulnerable to these attacks
is accessing memory. Hackers can make a processor speculatively execute some code to read a part of memory it shouldn’t
be able to. Even if the code fails, it can still leak data that the
attacker can then access and use.
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Hackers can make a processor
speculatively execute some code to read
a part of memory it shouldn’t be able to.

It’s fairly difficult to catch microarchitecture attacks, as they can
be extremely stealthy and quite difficult to catch. “But we’ve
found a way to detect them,” Aysu says. “We have a good
idea of what power consumption looks like when embedded
systems are operating normally. By looking for anomalies in
power consumption, we can tell that there is malware within a
system – even if we can’t identify the malware directly.”
The researchers say that their power-monitoring solution can be
incorporated into smart batteries for use with future embedded
systems’ technologies. For existing technologies, new plugand-play hardware will be needed to apply the detection tool.
There are some limitations to this solution: One, the researchers
point out, is that their detection tool relies on an embedded
system’s power reporting. When they put it to the test in the
lab they discovered that in some cases the power-monitoring
detection tool could be tricked if the malware modifies its
activity to mimic “normal” power usage patterns.
But even if this occurs, the technique still “provides an advantage,” Aysu says. “We found that the effort required to mimic
normal power consumption and evade detection forced malware
to slow down its data transfer rate by between 86% to 97%. In
short, our approach can still reduce the effects of malware – even
in those few instances where the malware isn’t detected.”
Power anomalies are a simple defense that “can help futureproof embedded systems against vulnerabilities that are likely
to emerge as new hardware like phase-change memories and
accelerators become mainstream,” according to the group.
The researchers presented a paper, “Using Power-Anomalies
to Detect Evasive Micro-Architectural Attacks in Embedded
Systems,” during IEEE’s International Symposium on HardwareOriented Security and Trust (HOST), held in May 2019. It was
coauthored by Shijia Wei, Michael Orshansky, and Andreas
Gerstlauer, Mohit Tiwari of the University of Texas at Austin,
and Aydin Aysu.
This work received support through grants from Lockheed
Martin and the National Science Foundation.
www.mil-embedded.com
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TECHNOLOGY UPDATE

Navy research vessel upgrades tech to
continue legacy of ocean expedition
By Mariana Iriarte, Technology Editor
The oceangoing research vessel (R/V) Roger Revelle is receiving
a much-needed technology modernization, including upgrades
to its sonar, operating systems, and communication systems.
The overhaul will cost project partners the Office of Naval
Research (ONR), the Scripps Institution of Oceanography at the
University of California San Diego, and the National Science
Foundation (NSF) in the neighborhood of $52 million.
This effort will extend the life of the science research vessel by
15 to 20 years, officials explain in an ONR report. This project
will aid continued scientific oceanographic research at the university and ONR, making the upgrade an important step for
ocean research around the globe.
“This refit of the R/V Revelle is important because it bolsters
the scientific and seagoing capabilities of a true workhorse of
a ship,” says Dr. Tom Drake, head of ONR’s Ocean Battlespace
and Expeditionary Access Department. “The refit will allow
the Revelle to continue to support Navy and national oceanographic research objectives. It also enables additional years of
service; hundreds of thousands of ocean miles sailed; research
opportunities for thousands of scientists; and the training of the
next generation of seagoing scientists and technicians.”
Imagine what the ship’s updated sonar will be able to capture
today? Research and discovery on the depths of the ocean continues to be valuable, even as other scientific endeavors focus
more on the “opposite” frontier: space. The most important
part about this project? Scientists are sharing their new knowledge with the world.
What better way to honor the ship’s namesake – Dr. Roger
Revelle, former director of Scripps Institution of Oceanography,
and a lifelong scientist who is credited with helping to discover the effects of global warming today – than to upgrade
the ship with next-generation technology so it can continue
its mission: Dr. Revelle is also a founder of ONR and helped
establish UC San Diego.
ONR officially owns the Revelle, but the Scripps Institution of
Oceanography operates the ship as a shared-use facility within
the University-National Laboratory System (UNOLS). The R/V
is available to all scientists that are supported by U.S. state,
federal, and any other endorsed agencies. In addition, the data
collected in any given deployment is shared worldwide.
The ship – built in 1996 – includes four different types of navigation systems including two main global positioning system
(GPS) setups, navigation radars, acoustic position system, wind
sensor, voyage data recorder, automatic vessel identification,
and a voyage planning system.
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Figure 1 | R/V Roger Revelle in Antarctica during a 2007
CLIVAR repeat hydrography mission in the south Indian Ocean.
Photo courtesy of Scripps Institution of Oceanography.

According to information from the NOAA Office of Ocean
Exploration and Research (OER), the Revelle’s current
“Hydrographic Doppler Sonar System is capable of measuring
current shear at much higher resolutions than commercially
available Acoustic Doppler Current Profilers.”
The dynamic positioning system enables precise ship handling and the ability to hold an exact position for long periods,
according to the NOAA/EOR documents. This capability
enables scientists to really get to work by launching and recovering sensors and instruments in some fairly treacherous areas
where most other ships fail at the ability to stay steady at sea.
(Figure 1.)
The ship’s onboard gear includes communications and data
networks, expendable bathythermograph (XBT), and motion
reference units. Its scientific equipment, however, specifically
its sonar, is its main feature. When the ship returned from a long
six-year deployment to sea in 2012, Dr. Theresa Paluszkiewicz,
program director for physical oceanography at ONR, commented on the Revelle, “Her special sonar system has helped
us gain new understandings on many fronts, including deep
ocean flows and massive internal waves in the South China Sea,
where commerce and the Navy operate.”
Stephen Kelety, marine superintendent at Scripps, asserts: “The
Revelle belongs to a class of research vessels that can do things
few other research ships can do. It can accommodate a large
number of scientists and scientific equipment, operate in bad
weather and high seas, and is adaptable to the research needs
of the scientists onboard. It’s an important vessel for gathering
scientific knowledge.”
www.mil-embedded.com
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Your flying taxi is here
By Rick Hearn
An industry perspective from Curtiss-Wright Defense Solutions
The flying car: From The Jetsons to Blade
Runner to Star Wars, the idea of escaping
the traffic jam down on the ground and
cruising through the sky has always
seemed a promise too far out of reach to
be real. Now, thanks to parallel advancements in battery technology and autonomous vehicles resulting from Tesla and
other pioneering electric automobile
manufacturers, we are rapidly approaching the era of the unmanned flying taxi.
Dozens of companies are seriously pursuing this emerging market – from Uber
Elevate to Bell Air to Airbus A3. According to experts in the field, we are now
at the stage where the biggest challenge
is no longer technological but simply a
matter of boosting public perception and
confidence. The appeal of these futuristic
conveyances is personal and tangible:
Some estimate that 100 million people
around the world have a daily commute
that lasts 45 minutes. The champions of
the new platforms claim that the benefits compared to existing rotorcraft are
manifold, and include noise reduction,
efficiency, zero operational emissions,
and greater affordability.
The popular name for these vehicles is
eVTOL, which stands for electric vertical
take-off and landing. NASA uses the
term “urban air mobility (UAM),” which
it defines “as a safe and efficient system
for air passenger and cargo transportation within an urban area, inclusive of
small package delivery and other urban
unmanned aerial system (UAS) services,
that supports a mix of onboard/groundpiloted and increasingly autonomous
operations.” Analysts predict major
growth for the category. Booz Allen
Hamilton, in its November 2018 “Urban
Airborne Mobility Executive Report,”
predicts that there will be 4,000 eVTOL
aircraft in use within the next 10 years.
Los Angeles is hoping that eVTOLs will
be a viable way for visitors to the LAhosted 2028 Olympics to zip from venue
to venue.
www.mil-embedded.com

Failure Condition Classifications
Maximum
Passenger Seating
Configuration
Category
Enhanced
Category
Basic

›

Minor

Major

Hazardous

Catastrophic

–

≤10-3 FDAL D

≤10-5 FDAL C

≤10-7 FDAL B

≤10-9 FDAL A

4 to 5 passengers

≤10-3 FDAL D

≤10-5 FDAL C

≤10-7 FDAL C

≤10-8 FDAL B

2 to 3 passengers

≤10 FDAL D

≤10 FDAL C

≤10 FDAL C

≤10-7 FDAL C

0 to 1 passenger

≤10 FDAL D

≤10 FDAL D

≤10 FDAL D

≤10-6 FDAL C

-3
-3

-5

-4

-6

-5

Table 1 | VTOL categories known as “Function Development Assurance Levels” from EASA.

The good news for commercial off-the-shelf (COTS) vendors is that the same size,
weight, and power (SWaP)-optimized solutions they’ve been actively fielding in recent
years to address various design assurance levels (DALs) of D0-254 safety-certifiable
hardware requirements for manned and unmanned airborne platforms are also wellpositioned to meet the needs of eVTOL vehicles. While safety certification specifications from the FAA [Federal Aviation Administration] and EASA [the EU Aviation
Safety Agency] for traditional aircraft have long been defined and understood, eVTOL
platforms bring with them a whole new set of concerns. To help the market get off the
ground, EASA issued in October 2018 a document called “SPECIAL CONDITION for
Vertical Take-Off and Landing (VTOL) Aircraft.”
EASA has developed – in the absence of certification specs for this type of craft – a
complete set of dedicated technical specs in the form of a special condition for VTOL
aircraft. This special condition addresses the unique characteristics of these products
and prescribes airworthiness standards for the issuance of the type certificate, and
changes to this type certificate, for a person-carrying VTOL aircraft in the small category, with lift/thrust units used to generate powered lift and control.
For onboard avionics systems, the EASA Special Condition document defines a different set of DAL levels from the familiar DAL A to DAL E used by safety-certifiable
D0-254 hardware and DO-178C software. EASA calls these VTOL categories Function
Development Assurance Levels (FDAL). FDALs are ranked by failure condition, from
Minor to Catastrophic, on the basis of three categories of passenger. (Table 1.)
For COTS vendors, the eVTOL market holds great potential, since these platforms will
require a number of subsystems that can be addressed early on with existing safetycertifiable COTS products. These autonomously piloted vehicles also will find use in
military environments, as they can reduce the number of personnel at risk during flight
while eliminating the significant noise of a helicopter’s rotating blades. The avionics
requirements of these platforms provide a range of opportunities for system designers,
including systems for flight control computer (FCC), automated mission management
(AMM), detect and avoid (DAA), terrain awareness warning system (TAWS), CVR/FDR
flight recorders, battery management, and propulsion.
COTS vendors already have reliable and proven MIL-class safety-certifiable solutions
that UAM developers can use to start prototyping right away. So call Rosie the Robot
and tell her to get your dinner ready. Your flying taxi will be bringing you home shortly.
Rick Hearn is the product manager for safety-certiﬁable solutions for
Curtiss-Wright Defense Solutions.
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DEFENSE TECH WIRE
NEWS | TRENDS | DOD SPENDS | CONTRACTS | TECHNOLOGY UPDATES
By Mariana Iriarte, Technology Editor
NEWS

Rocket-launching system and support contract for
$1.13 billion inked by U.S. Army, Lockheed Martin

Securing smartphones is goal of USAF contract
with Privoro

Lockheed Martin has signed a $1.13 billion contract with the
U.S. Army for Lot 14 production of Guided Multiple Launch
Rocket System (GMLRS) rockets and associated equipment.

Mobile hardware security solutions provider Privoro received a
U.S. Air Force mobile security prototyping contract via the Air
Force Research Lab (AFRL) and concurrent with the AFWERX
effort to streamline the Small Business Innovation Research
(SBIR) process.

Under the terms of the contract, Lockheed Martin will produce
more than 9,500 GMLRS unitary and alternative-warhead (AW)
rockets, deliver more than 300 low-cost reduced-range practice
rockets (RRPRs), and provide integrated logistics support for the
U.S. Army and international customers.
Work on the deliverables – set to be completed by July 2021 –
will be performed at the Lockheed Martin facilities in Camden,
Arkansas; Dallas and Lufkin, Texas; and Ocala, Florida.

Under contract, Privoro will integrate its solution SafeCase with
“antisurveillance” features – which prevent mobile espionage
by securely masking microphones and blocking cameras on
smartphones – with the Air Force’s Mobile Device Management
(MDM) system and ultimately providing government smartphone
users with improved 24/7 operational security.
Moving forward, the goal of the contract is to demonstrate Blue
Force Tracking capabilities enabling the Air Force to enhance
Command Center awareness and improve agent safety for personnel within and outside of the U.S. via the secure SafeCase
platform.

Data-systems support for MQ-25 unmanned tanker
to be supplied by Curtiss-Wright
Curtiss-Wright Defense Solutions won a contract from the
Boeing Company to supply data-technology systems for the
U.S. Navy’s MQ-25 unmanned aerial refueling program.
The MQ-25 “Stingray” – the U.S. Navy’s first operational carrierbased unmanned aerial system – has been designed to provide
aloft-refueling capability for the carriers’ air wings.
Figure 1 | GMLRS is an all-weather rocket designed for fast deployment
that delivers precision strike beyond the reach of most conventional weapons.
Photo courtesy of Lockheed Martin.

Under the terms of the contract, Curtiss-Wright is set to support Boeing’s engineering and manufacturing development
program to provide four MQ-25 aircraft to the U.S. Navy; initial
operational capability is expected to occur by 2024.

LCS 36 & 38 to be equipped with Saab’s Sea
Giraffe AMB naval radar
U.S. General Dynamics officials selected Saab’s Sea Giraffe AMB
naval radar, designated AN/SPS-77, for installation on the U.S.
Navy’s Littoral Combat Ships (LCS) with designations LCS 36
and LCS 38.
Saab received the first order for Sea Giraffe AMB for the Littoral
Combat Ships in 2005. Since that time, Saab has continuously
developed the standard Giraffe AMB sensor to meet multiple
missions in the U.S. sea services from open-ocean blue-water
applications into the littorals.
Work under this contract will be performed in Syracuse, New
York and Gothenburg, Sweden.
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Figure 2 | The MQ-25 unmanned aerial system (UAS). Photo courtesy of Boeing.
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DARPA teams up with NSF to develop ASICs
tailored for machine learning applications

Army program aims to field small UAV weighing
less than 5 pounds

The Defense Agency Research Projects Agency (DARPA) and
National Science Foundation (NSF) are teaming up to collaborate on a new program titled Real Time Machine Learning
(RTML). The effort seeks to reduce the design costs associated
with developing application-specific integrated circuits (ASICs)
tailored for emerging machine learning (ML) applications by
developing a means of automatically generating novel chip
designs based on ML frameworks.

Defense Innovation Unit (DIU) officials selected Altavian for the
Short-Range Reconnaissance Prototype (SRR) contract as a part
of the Army’s effort to field a next generation unmanned aerial
vehicle (UAV) weighing less than 5 pounds flown by a single
operator.

The goal of the RTML program is to create a compiler – or software platform – that can ingest ML frameworks like TensorFlow
and Pytorch and, based on the objectives of the specific ML
algorithms or systems, generate hardware design configurations and standard Verilog code optimized for the specific need.
Throughout the lifetime of the program, RTML will explore the
compiler’s capabilities across two critical, high-bandwidth application areas: 5G networks and image processing.
The overall expectation of the DARPA-NSF partnership is to lay
the foundation for next-generation codesign of RTML algorithms
and hardware.

This program is the first of several Army multiyear efforts to
refresh the UAV technology portfolio to better protect soldiers
through enhancing situational awareness. The SRR program is
intended to augment the existing fleet of small UAVs currently
deployed by the Army in short-range and urban environments.
This endeavor is being spearheaded by DIU, working with PEO
Aviation, to speed prototype deployment and guide program
development.
This contract is scheduled to continue into 2020. Under DIU’s
guidance, the selected system has the potential to become
the Army’s newest UAV program of record; it is the first major
competition for a new small UAV out of the UAV program
since 2005.

Northrop Grumman garners $3.2 billion multiyear
E-2D Hawkeye aircraft production contract
U.S. Navy officials selected Northrop Grumman for the purchase
of 24 E-2D Advanced Hawkeye aircraft under a multiyear procurement (MYP) contract valued at approximately $3.2 billion.
The contract also includes an option for nine additional foreign
military sales (FMS) aircraft, Northrop Grumman officials say.
Production of the 24 U.S. Navy aircraft funded by the five-year
contract is expected to be complete in 2026.
Figure 3 | RTML seeks to create a way to expeditiously and cost-effectively
generate novel chip designs to support emerging ML applications. Photo courtesy
of DARPA.

Under the current program of record, Northrop Grumman
delivered 37 E-2D to the U.S. Navy to date. In addition to the
production and sustainment of the E-2D, the company will also
deliver a series of capability upgrades. The third upgrade is
slated for release in fall 2019 and includes an aerial refueling
capability.

Drone delivery company receives first FAA air
carrier certification
Federal Aviation Administration (FAA) officials granted the
first air carrier certification to drone delivery company Wing
Aviation, U.S. Department of Transportation (USDOT) Secretary
Elaine L. Chao announced in a press release.
The certification paves the way for Wing Aviation to begin
commercial package delivery in Blacksburg, Virginia. The company partnered with the Mid-Atlantic Aviation Partnership and
Virginia Tech, as one of the participants in the Transportation
Department’s Unmanned Aircraft Systems Integration Pilot
Program.
Officials at Wing Aviation – a subsidiary of Google’s parent
company Alphabet Inc. – plan to reach out to the local community before it begins food delivery in order to gather feedback
to inform its future operations.
www.mil-embedded.com

Figure 4 | An E-2D Hawkeye prepares to land on the flight deck aboard the
Nimitz-class aircraft carrier USS Harry S. Truman (CVN 75). U.S. Navy photo by
Mass Communication Specialist 3rd Class Rebekah A. Watkins.
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Explainable
intelligence is
on the way for
neural networks
By Sally Cole, Senior Editor
Neural networks are on the path
toward explainable intelligence,
which may help speed the adoption
of artificial intelligence (AI) by the
U.S. Department of Defense (DoD).

The U.S. Department of Defense (DoD) is prioritizing the fielding of artificial intelligence (AI) systems to help augment the capabilities of warfighters by offloading
tedious cognitive or physical tasks and introducing more efficient ways of working.
The 2018 DoD AI Strategy states: “The United States, together with its allies and
partners, must adopt AI to maintain its strategic position, prevail on future battlefields,
and safeguard this order. We will also seek to develop and use AI technologies in ways
that advance security, peace, and stability in the long run. We will lead in the responsible use and development of AI by articulating our vision and guiding principles for
using AI in a lawful and ethical manner.”
Neural networks are one realm of AI actively being explored for future DoD use;
the Defense Advanced Research Projects Agency (DARPA) is working on a program called Explainable Artificial Intelligence (XAI), which has as its goal the development of neural networks capable of explaining why they make their decisions and
showing users the data that plays the most important role in its decision-making
process.
Neural nets
Bill Ferguson, lead scientist at Raytheon BBN and principal investigator on DARPA’s
Explainable AI program, gives an inside look at the concept and use of neural nets.
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Neural networks got their start back in
the 1960s, with the first ones simply a
bunch of electrical components connected via wires and knobs that could
be adjusted to make them do the right
thing. “We’re doing the same thing now –
just hundreds of billions of times faster,
bigger, and better,” Ferguson says. “But
it’s the same basic idea.”
A neural network is essentially a computer program with hundreds of millions of virtual components connected
by v irtual wires. These virtual wires have
different connection strengths.
“In this great big network, some wires
are considered to be the input components,” he explains. “On the far end of
the network, with a bunch of wires in
between, are the output components.
www.mil-embedded.com

NEURAL NETWORKS CAN TAKE ON PROBLEMS
WITH TWO KEY CHARACTERISTICS: FIRST, IT’S
WELL-DEFINED WHAT THE SYSTEM SHOULD LOOK AT
EACH TIME IT NEEDS TO DO ITS JOB: A MOVIE OR A
PICTURE OR EVEN A BIG SET OF PICTURES. SECOND,
THE TYPE OF ANSWER IT SHOULD GIVE MUST
ALSO BE WELL-DEFINED.

brain, the layers are meaningful. The lower layers are doing very simple things to recognize objects, while the higher layers take that data and put it together into more
complex things like legs and arms or whole objects.”
Training neural nets
To train a neural net, “you take the kinds of input it might see, like a picture, and attach
the pixels to the pictures to the neurons on the input side of the system. On the output
side, you have all of the possible answers that it might produce,” Ferguson says.
Imagine you want the system to label an image for you. It has a neuron on the outside
for a dog, wrench, and bus, and a neuron for all of the things that it might want to
label the image. “You train the system by literally showing it an image hundreds of
billions of times and looking to see how the neurons on the outside are lighting up,”
he adds. “Show it an image –you know what it is – of a dog. Then you look to see
how lit up the dog neuron is and you can strengthen all of the different connections
in this big jumble of connections that will make it more likely for it to be a dog. But
you just strengthen it a tiny bit – and you keep doing it a bunch of times with labeled
data – so that eventually when you show it a dog, the dog neuron lights up brighter
than any of the others. And if you show it a cat, the cat neuron lights up brighter than
any of the others.”

It looks vaguely like a human or animal
brain, which is why it’s called a neural
network. Within the brain, components,
namely the neurons, are connected
together by the axons and dendrites
of the neural cells.” Those have various
connection strengths, depending on
what the brain has learned.
Neural nets consist of layers or stacks,
which are analogous to the human brain.
“Our partners at MIT have done work
exploring what’s going on within these
big stack systems and it turns out that
the neurons very close to the pixels on
the input side are recognizing things like
colors, textures, and edges,” Ferguson
says. “The ones higher up in the network – closer to where it’s about to make
its decision – are recognizing things like
wheels, feet, eyes, etc. Just like a human
www.mil-embedded.com

This simple process – if it has huge amounts of data – can do extremely well at labeling
images. “It can do as well as humans in terms of how often it gets them right or
wrong,” Ferguson says.
Most of the code in a big AI system “has to do with handling the data or translating
the pixels into the right format, or if it’s text, dealing with the different kinds of codes
for the way the text is formed,” Ferguson says. “The little pieces that do the learning
and then make decisions at the end are usually only about two or three pages each.
The code that actually makes the magic – both the learning and deciding – is a very
small bit of code.”
While neural networks started out with a ton of code in the 1960s, in modern machine
learning (ML) systems it’s just a little bit of code combined with a lot of data. “The trick
is that it’s got a lot of data to learn from,” he adds. “There’s a very simple algorithm
that figures out which things to reinforce when it wants to get a certain answer. And
the rest of it just happens.”
What can neural networks do?
Neural networks can take on problems with two key characteristics: First, it’s welldefined what the system should look at each time it needs to do its job: a movie
or a picture or even a big set of pictures. Second, the type of answer it should give
must also be well-defined. For example, it should label it and either approve or not
approve, or it should translate it into another language. “So you need a well-defined
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problem and a ton of data, typically labeled data,” Ferguson says. “Literally tens of
millions of examples of where the problem has been solved correctly that it can look
at it and learn from.”
Extremely competent systems today use enormous piles of labeled data. Self-driving
cars, for example, are learning via hundreds of millions of hours of humans driving
cars. “They put a camera in front of the car so you can see outside the car and they
record everything the human driver does,” Ferguson says. “They try to get the neural
net to imitate that behavior. Once it does, they put it through simulated worlds where
they know the right thing to do because they’re running the simulator. Finally, they try
it out in the real world. But there’s a huge need for labeled data. That’s why a lot of
expert human behavior isn’t possible to do right now – because we don’t have huge
bunches of labeled data being done correctly.”

Creating massive amounts of labeled
data can be somewhat of a privacy
issue, however; in other cases, data
isn’t even being stored yet. “There are
lots of mail carriers delivering mail right
now, but we’re not taking careful video
of them opening and closing mailboxes
and looking at the letters to figure out
where the letters go,” Ferguson points
out. “If we were going to build robot
mail deliverers, we’re a long ways from
it because we’re not even gathering the
data right now that you’d need to train
them. There are huge obstacles to gathering that data: political, logistical, and
computational. It’s really difficult.”
Challenges of neural networks
Neural networks have come a long way,
but they still face barriers to use. Until
recently, the biggest hurdle was to get
them to perform well enough to prove
their usefulness.

OpenVPX Backplanes
Unequaled technical know-how in cutting edge designs for
critical C4ISR applications means Elma is uniquely qualified
to offer the best backplane products in the industry.
Featuring the latest in copper and fiber optic connectivity
for high speed system requirements.

With you at every stage!
Elma Electronic Inc.

16 June 2019

MILITARY EMBEDDED SYSTEMS

elma.com

“Until about 10 years ago, neural networks were sort of a curiosity,” Ferguson
says. “It’s been hard to get enough data
and computational power to these systems. They’re typically trained in the
cloud now, where a few, sometimes
hundreds, of computers will look at all
of this training data as the system is
becoming competent. Once the system
is trained, it doesn’t require anywhere
nearly as much computation to make
it do its job – show it a new image and
have the system label it. You just present
the image to the input side of the neurons, the signal strength flows through
the net, and it makes its decision on
the output side. It does this fast, usually
within a few thousandths of a second.”
So neural nets have become competent within the past 10 years. But can
you actually find enough big data yet
for any particular problem you’d like to
solve? This is a major limitation of the
system: “There are a whole bunch of
labeled images on the Internet, thanks
to Google and all of the search engines
that can find this stuff,” Ferguson notes.
“So neural nets have become really
good at captioning images, labeling
images, translating language, but it
needs piles and piles of examples of a
job done right.”
www.mil-embedded.com

Another problem, Ferguson observes, is
that neural nets don’t tell you why they
make the choices they do. “Hundreds
of thousands of neurons in the system
are simulated and passing little signals
to each other, and you can say, ‘Wow, it
learned,’ but we have no idea why or how
it’s decided that this particular picture
of a zebra is a zebra,” he says. “We’re
trying to figure out why it happens and to
explain it to people. It’s interesting to be
building systems without entirely understanding how they work. We’ve got our
little algorithm that trains them, but we
really don’t know everything it’s doing
inside to make the tasks possible.”
On the path to “explainable AI”
Neural networks have reached the point
where, to move forward, “explainable AI”
must play a critical role. This is where
DARPA’s XAI program comes in (Figure 1).
It’s attempting to create a suite of ML
techniques that both produce more
explainable models and a high level of
performance. “Explainable AI will increase

www.mil-embedded.com
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Figure 1 | DARPA’s XAI, or Explainable AI, program is aimed at creating a
suite of machine learning (ML) techniques that produce better-performing, more-explainable
models. Courtesy of DARPA.

trust in the system and humans’ ability to know when they should use the system or
when it might be best not to rely on an automated system,” Ferguson says.
Right now, the program is still in the basic research stage. “We’re literally working
with pictures of cats, dogs, buses, and pictures of streets,” he adds. “We’re publishing
all of our research. DARPA does this sort of thing when it’s trying to make progress
and wants to see what’s possible. Much later on, we’ll potentially be looking at DoD
applications, but we’re not there yet with this program.”
The end goal of the entire endeavor: Building trust via explainable AI.
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Cognitive
technologies
tackle security,
robotics, and data
analysis in drive
to deliver smart
military systems
By Mariana Iriarte, Technology Editor

Cutting-edge cognitive technologies will be the enabling factor in getting autonomous systems off the ground and into
the military theater of operations. Specifically, artificial intelligence (AI), machine learning (ML), and deep learning (DL)
techniques will be key to developing autonomous systems that deliver on the promise of taking some of the data and
operational workload off the warfighter.
Artificial intelligence (AI), machine learning (ML), and deep learning (DL) all hold much
promise in the quest to develop and use smart military systems. These technologies
are still in their infancy, however, which means that engineers and designers face constraints and technical challenges that will need to be addressed as threats become
more complex.

either a complete redesign late in the
development phase or an expensive effort
to now get the hardware and software
configuration certified; sometimes this is
not possible in hindsight.”

Many “smart” programs are still in the development stage, “where they are evaluating the performance, processors, and software to enable ML and AI in our space,”
says Devon Yablonski, principal product manager, Mercury Systems (Andover,
Massachusetts). “A challenge involves acquiring the data to train the algorithms and
models to provide high confidence results. While security (both physical and cyber) is
a known concern, it is not going to get as much focus until applications and systems
get closer to a deployment maturity.

Network security
ML, AI, and DL technologies are poised
to help secure military systems but
must be considered during the development phase of the design process.
Basically, “The first challenge is that
systems are just getting more and more
complex,” says Terry Patten, principal
scientist at Charles River Analytics (Cambridge, Massachusetts). “As the complexity of systems increases, the effective
attack surface that adversaries can use
to attack also increases in size and
complexity, making it harder to create

“This is a problem, which we have seen in the other application spaces such as radar
and EO/IR [electro-optic/infrared], because security and safety need to be built into
the hardware designs from the start,” Yablonski continues. “If it is not a strong consideration at the start of development, it is conceivable – if not probable – that a
processor, network interfaces, computers, and software are designed in that have no
ability to support the level of security or safety standards that are required. The result is
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ML, AI, AND DL TECHNOLOGIES ARE POISED TO HELP
SECURE MILITARY SYSTEMS BUT MUST BE CONSIDERED
DURING THE DEVELOPMENT PHASE OF THE DESIGN PROCESS.

to ongoing attacks (that is, cyberattacks often happen faster than human defenders
can respond – can we create AI/ML systems that assist in the defense?).”
AI/ML systems that can quickly detect and adapt to attacks will be integral to using
smart systems. “This means that the threat being detected or its effect changes quickly
and as such, applications will have to quickly change, and that the systems will need
to be dynamic to handle application changes without major, expensive, and technical
refreshes,” Yablonski says.
Unfortunately, the issue of rapid threat evolution is still being explored: “While ML/AI
systems excel at the classification tasks they are trained for, they are not readily adaptable to new situations without retraining, and in the worst cases, without adapting the
structure of the network that is trained,” Yablonski says. “Presently, curation of data
for training is performed human-in-the-loop or ‘supervised,’ which introduces a delay
between data acquisition and deployment of updated ML classifiers.”
In addition, “Cybersecurity can be challenging because the success of AI/ML solutions
is dependent on the quality of the algorithms and training,” asserts Ray Petty, vice
president, Aerospace & Defense, at Wind River (Alameda, California). “Training of the
AI/ML systems, especially, can be difficult in a military environment because it typically
requires the identification of ‘normal’ behavior and ‘off-normal’ behavior which can be
very challenging in military systems with a mix of equipment from multiple generations.”

systems that are not vulnerable in some
way or other.”
Yablonski says that “There are a number
of emerging concerns for security with
ML/AI systems; the issues surprisingly
remain the same whether considering
securing an ML/AI application, or using
ML/AI in the security system itself.”
Because systems are becoming more
complex and this is an ongoing challenge
in the defense industry, engineers “need
to develop systems that are better able
to recognize and respond to attacks,”
says Avi Pfeffer, chief scientist at Charles
River Analytics. “In this case, some of
the ways that AI/ML might help are in
predicting attacks before they happen
(for example, could you learn enough
about the typical life cycle and evolution
of malware to predict what malware will
look like before it exists?), identifying
attacks as they happen (or, could you
learn enough about what malicious code
looks like to identify a zero-day attack
when it first appears?), and responding
www.mil-embedded.com

Even though the technology needs maturation, there are case studies that prove to be
successful. For example, “ML has been used to learn models of normal, nonmalicious
behavior (e.g., benign software, ordinary network traffic, typical operating-system
usage) and it can then detect threats by looking for anomalies that do not look like the
learned normal patterns of behavior,” Pfeffer explains. “More recently, ML methods
are being used to predict future threats, though this is more of an interesting research
area than a proven capability at the moment.”
Although detecting future threats is not yet a fielded capability, as mentioned before,
“We can expect to see it used in the military for detecting threats,” says David Tetley,
principal software engineer, Abaco Systems (Huntsville, Alabama). “AI can be used to
identify network intrusions by using AI algorithms to examine network communication
in terms of traffic patterns and packet content. It can also be used to identify malware
and viruses by recognizing malicious files so they can be preemptively isolated from
the system.”
Utilizing AI for offensive measures in cybersecurity instances makes sense such as
when “you want to find the bad actors and their comms before they affect your systems or in parallel with them already having an impact on your systems,” says Chris
A. Ciufo, chief technology officer at General Micro Systems (Rancho Cucamonga,
California). “For example, they might be disrupting your RF communications by jamming or they might be using low-tech cellular services to infiltrate or communicate
your position to their buddies and planning an attack.”
Detecting future cyber intrusions will prove to be an asset. Moving forward, “the key
trends will likely be in line with how AI is being used for cybersecurity in the commercial world,” Tetley says. “That will see, for example, the use of biometric logins to
military systems – retina scans and so on.”

MILITARY EMBEDDED SYSTEMS

June 2019 19

Mil Tech Trends

ARTIFICIAL INTELLIGENCE & MACHINE LEARNING FOR MILITARY SYSTEMS		

AI and ML introduce new dimensions when it comes to security in addition to just
the first step of a login to a system, Yablonski says. “AI and ML are predominantly
employed in applications that perform identification/classification tasks. As such, a
natural inclination is to employ them for Behavioral Intrusion Detection: that is, can
the application distinguish between ‘typical operation’ and ‘anomalous operation’ of
the host system itself that might be indicative of a cyber-compromise?”
“Mercury believes that practical solutions to this challenge begin with hardware security – to establish a trusted computing base impervious to the actions of a cyber
adversary,” Yablonski asserts. “That is, any fielded military system should be able to
power-cycle into a known-good configuration, irrespective of the number of successful
cyberattacks that were launched against it during operation. This view is consistent
with secured boot, cryptographic signature checks, and other system-security engineering mechanisms common in defense applications today. Hardware must provide
the initial root of trust and must be guaranteed to be secure before cybersecurity
techniques can be effective.”
However, using AI/ML/DL technologies will enable the military to take an offensive
stance, such as protecting tactical networks. This strategy “requires ML/AI-capable
systems able to process massive amounts of data extremely fast,” Ciufo says. “Until
recently, any data from the battlefield had to be collected and sent to a data center
possibly halfway around the world, taking hours to analyze and provide any actionable
intelligence. That’s all changing, with new servers and small-form-factor systems that
offers vast amounts of parallel processing (called ‘coprocessors’ or algorithm processors). These coprocessors are either GPUs – from Nvidia or AMD – or FPGAs from
Altera or Xilinx. These are power- and data-hungry processors intended for a landbased data center that supplement the system’s main CPU(s). They require massive
memories and fat pipes to move data into the system and around the system between
the coprocessors.”
Data analysis
Therein lies the dilemma or, better stated, the elephant in the room: How does
the warfighter sift through all that data in a timely manner to gather actionable
intelligence?
It’s true that AI technology can benefit a range of military systems. Foremost among
these is the “Big Data” problem, or the fact that the tech is still not advanced enough
to handle enormous amounts of real-time data, and the limits are still there.
Regardless of the current limitations, it’s the expected potential of what AI offers that
brings the defense industry to innovate. Simply because, Ciufo says, “Hands down,
the military application that benefits the most from the use of machine learning and
AI is C4ISR [command, control, communications, computers, intelligence, surveillance
and reconnaissance]. ML and AI will help C4ISR search through petabytes of sensor
data that today’s already-deployed systems can collect in order to identify and predict
patterns, threats, images, anomalies, and to basically turn all that data into ‘actionable
intelligence,’ so that proper actions can be taken. Such data analysis and interpretation can all be done in minutes now instead of hours.” (Figure 1.)
It’s paramount for users to be able to grab that actionable intelligence as quickly
as possible and for “defense applications, ‘recognition’ can be considered in multiple contexts: from concrete questions such as ‘is that our aircraft approaching?’”
Yablonski asks. “’Does that speck in the sky move like a bird or a like a jet?’ to the
more abstract ‘Does that network traffic look normal?’ or ‘Does the spectrum today
appear to be the spectrum we’ve been seeing?’ ML and AI holds the promise to build
simulated brains tailored to process more concurrent senses – sensors – than a human
brain has bandwidth to support.”
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Figure 1 | The X422 relies on
ML and AI to churn through reams
of data and turn it into actionable
intelligence. Photo courtesy of
General Micro Systems.

What these different techniques – AI,
ML, DL – are delivering include increased
levels of automation in cybersecurity and
military applications overall, Petty says.
“Automation in AI/ML/DL training, automation in AI/ML/DL decision-making,
increased integration, and automation
of AI/ML/DL in the decision-making loop
results in much faster time to results and
more efficient use of staff resources.”
Robotics: also smart systems
So let’s talk about automation. Another
major area that AI, ML, and DL technologies is benefiting are “autonomous
systems and vehicles,” Tetley says. “AI
enables superior computer ‘perception’
of an environment via AI-based segmentation, object detection, and recognition
algorithms, along with sensor fusion. It
can also facilitate smart path planning
so vehicles can get from A to B in the
safest and most efficient way, based
on perception/locality sensors and HD
[high-definition] maps, while continually
improving and optimizing its planning
via machine learning.”
Petty agrees, saying, “Robotics is also
experiencing significant success with
AI/ML as evidenced by the explosion
of autonomous vehicles using AI/ML as
part of their overall autonomy package.”
With a more detailed look, “robotics/
autonomous vehicles might use even
more AI/ML, since there are a lot of functions that are done without a human controller, even if the vehicle is controlled by
a human operator at the highest level,”
Pfeffer explains.
In the robotics/autonomous vehicle
arena, Ciufo says, “This means a lone
www.mil-embedded.com

irrespective of the orientation or scale of the sign; however, specifying the rules for how
to process the pixels of the image to arrive at the same conclusion is intractable. The
use of ML/AI in these applications is to effectively synthesize a brain simulator tailored
to that specific task.”
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Figure 2 | Abaco Systems’
Obox is aimed at use in visionbased autonomous applications.
Photo courtesy of Abaco Systems.

armored vehicle equipped with machine
learning at the edge can analyze network traffic, for example, and locate –
and ultimately predict – patterns of the
perpetrator’s communications and/or
attempts to infiltrate your network and
communications.”
One prominent example of this technology that is currently out in the commercial world is the Google Project
Maven, “which processes drone imagery
for object detection,” Yablonski states.
“The results are still not precise enough
to enable a significant amount of autonomous action; however, it is good enough
to help a human filter a large complex
environment and determine what is and
is not an actual threat or otherwise interesting object. That still leaves a human in
the loop, which implies still a significant
time delay to an action. In many cases,
the data may be too stale by the time
the human operator can act on it, which
is why the Holy Grail is to have the computer detect the issue and take care of
it altogether. Over time, especially with
safety-certified, secure hardware and
software, the ML and AI can do more of
the work.”
Because of projects like Maven, robotics
is finding an increased use of ML and AI
techniques because of its ability to be
able to keep the warfighter out of harm’s
way. By using this cutting edge-tech, “ML
and AI [can] address recognition tasks
that are difficult to specify in programming-language assertions,” Yablonski
says. “As an example, the tasks of recognizing a traffic sign within an image is
one a brain does with exceptional ease,
www.mil-embedded.com

“More specific applications are the use of AI-based machine vision for target detection and tracking in EO/IR surveillance systems and weapons platforms,” Tetley adds.
For example, he cites the Abaco Systems Obox, “a self-contained platform specifically designed for the development of AI-based/machine vision-based autonomous
applications. This too includes NVIDIA GPUs as well as up to two Intel Xeon D 12-core
processors/Xeon E four-core processors to deliver up to 14 teraflops of performance –
the level of performance required for fully autonomous vehicles.” (Figure 2).
The key moment for AI will be when these autonomous systems can detect and adapt
to the information in front of them. “‘Fuzzy logic’ is a term often applied to how AI
works – which perhaps makes applications like Degraded Visual Environment particularly relevant: enabling a vehicle or its occupants to ‘see’ even when normal vision is
obscured by sand, cloud, water, and so on,” Tetley adds.
Unfortunately, the “defense application space is prime for encountering new threats
revealed for the first time during combat operations,” Yablonski says. “Mercury believes this will generate a push toward unsupervised learning so as to adapt quickly
to new threats. However, when learning is performed with data collected from the
field, it offers one’s adversaries a new attack surface: how might they attempt to bias
the in-conflict training? It may be interesting to see if supervised ML systems will be
employed to manage the training process for unsupervised ML systems.” MES

THE

The McHale Report,
by mil-embedded.com
Editorial Director
John McHale, covers
technology and
procurement trends
in the defense
electronics community.

ARCHIVED McHALE REPORTS AVAILABLE AT:
WWW.MIL-EMBEDDED.COM/MCHALE-REPORT

MILITARY EMBEDDED SYSTEMS

June 2019 21

Mil Tech Trends
ARTIFICIAL INTELLIGENCE
& MACHINE LEARNING FOR
MILITARY SYSTEMS

Embedded
AI for military
applications
By John Bratton
Artificial intelligence is redefining
decision-making and responsiveness,
creating an environment for a potential
shift in global power to those who
wield it.

Artificial intelligence (AI)-powered smart machines and other cognitive offensive capabilities are being fielded by nations and non-nations who are seeking to raise their
respective global postures and/or degrade others as a new age of warfare begins.
The new age of warfare is AI-powered and uses technology that is affordable and
widely available.
Realizing that other actors are doggedly seeking AI dominance, military leaders are
responding to the danger this situation presents to national defense and global political positioning. As Mary Miller, the Acting Assistant Secretary of Defense for Research
and Engineering, said to the House Armed Services Committee in March 2018, “The
development of a new strategy for AI is a major priority. AI, machine learning, and
‘human-machine teaming’ are major cornerstones of the ‘third-offset’ strategy that
responds to concerns that the U.S. military is at risk of losing its technological edge to
potential adversaries, including Russia and China.”
Converging capabilities created AI
For decades, multiple dominant digital technology trends have been converging and
now they have come to an inflection point: The continuation of Moore’s Law, big data
and cloud processing, the Internet of Things (IoT), and the technology achievements
stemming from the development of smart, autonomous vehicles have collectively
converged and produced the environment for AI and machine-enabled computing
to come of age.

22 June 2019
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›› Moore’s law: Historically,
scientific and financial algorithms
and big-data processing problems
in general have always needed
more processing capability than
was available. The algorithms that
seem most useful always need
tomorrow’s compute power to
provide the processing, required
within a reasonable amount of time.
However, today’s AI algorithms
have intersected with the current
processing capability predicted
by Moore’s Law and are achieving
meaningful results in a useful time.
›› The cloud-computing megatrend:
Cloud companies including Dropbox,
Microsoft Azure, Amazon AWS, and
others offer places to store data
safely off-site that is accessible from
anywhere in the world. These data
center-powered clouds offer virtual
www.mil-embedded.com

big-data processing capabilities to
deliver high-performance analytics
with ease. The ability for so many
to access these kinds of computing
and storage capabilities was
unimaginable a few years ago, but
today it is available to all with a
low-cost subscription. This reality
has encouraged the obsession of
keeping any data that could be
useful, even if in most cases no one
knows exactly what to do with it yet.
›› Internet of Things (IoT): Mobile
devices capture temperature,
location, audio (voice), and visual
image data, to name a few, at the
edge. In near-real-time the collected
data is transmitted to the cloud or
other central repository where big
processing resources can analyze
the individual data and as a group,
offer learned opinions and
calculated predictions through AI.
›› Autonomous vehicles: With
big financial bets being placed by
Google, Apple, Amazon, Uber,
Tesla, and the automobile industry
as a whole, the momentum of AI
innovation within the autonomousvehicle domain has become
unstoppable. This is producing
on-platform processing capabilities
that support secure and intrinsically
safe AI processing and effector
(e.g., avionics, vetronics, countermeasures, etc.) initiation required for
autonomous vehicle deployment.
AI-enabled vehicles from many
enterprises and nations are
fundamentally a technology game
changer. These capabilities will not
remain within the commercial sector,
as actors from around the globe will
leverage them as force multipliers
for both good and bad missions.
Embedding HPC for AI
The hardware challenge for deploying AI
capability at the tactical edge, as is often
required for defense applications, pivots
around making data center technology
sufficiently small, light, and power-
efficient. Additionally, these processing
resources should be rugged (for survivability) and run cool (for reliability). For
system integrity, trust and security must
be built in; for critical mission effector
actuation determinism and inherent
flight safety-worthiness, both must be
demonstrated and provable.
www.mil-embedded.com

Military-grade AI hardware made rugged, smaller, and cooler
As AI applications expand, they will no longer be restricted to the data center. As big
processing capability shrinks, uses less power, and is made rugged, AI applications will
increasingly power smarter, more capable military platforms and missions.
Many of these physical enablers already exist. Modern military-grade electronic packaging technology is able to shrink compute architectures through system-in-package
and wafer-stacking techniques to reduce system volume. High-performance cooling
systems efficiently remove the heat generated from these miniaturized, thermally
dense, embedded systems enabling reliable, full-throttle deterministic processing.
Rugged fabrication techniques enable even the most powerful data center CPUs
[central processing units], FPGAs [field-programmable gate arrays], and GPGPU
[general-purpose graphics processing unit] processors and accelerators to be ruggedly
mounted to their substrate regardless of their native interconnects.
Modern military-grade electronic packaging technology has matured to the point that
data center-like capabilities can be shrunk to smaller form factors, including OpenVPX
(ANSI/VITA standards), the most widely adopted and supported rugged high-
performance open system compute architecture for defense programs. (Figure 1.)
AI made secure and trusted
AI algorithms create a neural network, which may be thought of as a computer data
representation of the human brain. This neural network is trained using data to make
it “intelligent.” In the case of defense AI systems, the data used for training is often
sensitive or classified. These situations call for secure systems. (Figure 2.)

›

Figure 1 | Pictured is an example of secure embedded AI processing system building
blocks. Embedded rugged AI processing blades, compliant to the 3U OpenVPX open system
architecture (ANSI/VITA 65) are available as air-, conduction-, or liquid-cooled blades for
deployment on the ground, in the air, or under the sea.
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Ultimately, the neural network could contain a brain equivalent to someone who
has been trained on all military intelligence, assets, strategies, personnel, and
anything else known collectively by military and intelligence agencies. Although
we are not at this stage, we are moving
in that direction. There are already AItrained brains that contain vast amounts
of information or AI-derived information that is highly restricted. It is imperative to protect this information, and the
hardware and technology that support it,
from all competitors. This is the essence
of embedded security and built-in trust,
which should be holistic across hardware,
firmware, software, facilities, personnel
access, and processors used. Security
and trust are critical in the modern competitive environment.
AI made ready for ﬂight-safety
certification
Vehicle autonomy is a critical use of AI because the algorithms assist in detecting
objects to avoid (or follow) and perform

›

Figure 2 | Secure embedded AI processing system building blocks: Embedded rugged
AI processing blades in various deployable packages are compliant to the 6U OpenVPX open
system architecture (ANSI/VITA 65). At about a tenth of the size of a data center server, these
blades are powered with the same processors and may be air- or liquid-cooled.
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actions without human intervention.
Commercial and defense mobile platforms have mission computers to control
their effectors that are required to prove
high levels of reliable, deterministic, and
safe operation. Safe operation means
that both the hardware and software
have been shown and documented to
be highly deterministic and reliable.
Such systems can be depended upon
to act appropriately based upon inputs
and application parameters. Varying
degrees of reliability and critical function execution are validated through
Design Assurance Level (DAL) certification, including DO-254 for hardware
and DO-178 for software. These certifications are difficult if not impossible to
add on after a module/system has been
designed. High levels of demonstrable
safety assurance are required before
autonomous vehicles are permitted to
take to the skies and streets.
What’s coming up for AI?
AI is moving out of the confinements
of the data center and becoming
embedded in all types of platforms,
including those used by the military. Simultaneously, adversaries are
investing heavily in AI technology for
technical advantage through espionage
and offensive operations and missions.
These adversaries view AI as more than
a force multiplier and tactical differentiator; they see it as a means to tip the
balance of power in their favor.
To mitigate these challenges, modern
militaries have to develop and deploy
better AI-powered capabilities for all
manner of defensive and offensive missions. The most effective and practical
way to do this is to leverage existing
artificial intelligence IP in the commercial domain and make it ready for military applications.
Modern defense prime contractors are
developing the capabilities and technologies required to embed AI processing
capabilities all the way to the tactical
edge. Through system miniaturization
and new military-grade packaging,
the best commercial data center technologies can be made compatible with
defense applications. These companies
are building in effector determinism, as
defined by flight-safety certification and
embedded holistic systemwide security,
www.mil-embedded.com

that enable AI-powered systems to be deployed anywhere. Simply stated, making
the best commercial data center AI processing capability rugged, secure, and safe
for deployment at the tactical edge will enable the next generation of smarter military missions, offsetting an increasingly sophisticated and similarly equipped set of
competitors. MES
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The case for
containerization
at the tactical
edge
By David Gregory

At the tactical edge – let’s define
it as the platforms, sites, and
personnel operating at lethal risk in
a battlespace or crisis environment
– one frequent challenge is how to
create or host a service/application
that can make the difference between
life and death for the warfighter.
Applications that deliver situational
awareness or critical communications
are essential to mission success, yet
often must perform in environments
with limited connectivity and
transport options. Containerization
applications can enable users at
the tactical edge to dynamically
deploy, manage, and secure
critical applications.
28 June 2019

It could be argued the concept of “container-like” application separation has existed
nearly 40 years; however, like many technologies, the benefits were likely not fully
appreciated at the outset. In the case of container popularity, it’s really only been
within the last 10 years or so that portable containers can be effectively implemented
and supported across varying levels of infrastructure.
Containerization is not a novel concept for the U.S. Department of Defense (DoD):
Container frameworks enable application developers, data managers, and end users
to break down silos and increase the speed and agility with which new solutions can
be deployed and existing IT can be modernized, whether for DoD’s broader network
modernization efforts or at the tactical edge in battlefield environments.
Government agencies need to modernize legacy application architectures quickly and
cost effectively while remaining within compliance and regulatory requirements. The
Docker engine is an open source containerization technology combined with a workflow for building and containerizing applications. Containerization like that done with
Docker holds the potential for agencies to deploy scalable services, improve security
operations, and enhance application reliability – on a wide variety of platforms – to
maximize existing capacity, improve flexibility, and manage costs.
Adoption challenges
Low adoption rates of application container technology among government agencies
can be traced in part to low awareness of what application containers are, the burdens
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Training – yet another technology
One of the largest and most significant barriers to adopt containerization in the DoD
is that it is yet another technology that requires training.
In general, containers isolate software from its surroundings; however, all applications
still depend on the underlying IT infrastructure to function (i.e. routing, switching, processing, storage). Broadly put, basic IT systems continue to increase in complexity and
drive training requirements. We all know that hyperconverged infrastructures, 100 Gb
networks, and petabyte storage systems are finding a firm spot in the “systems of
systems” intertwined today.
It is often necessary to train soldiers to maintain often outdated applications, infrastructure, and security architectures. Additionally, training for computer science,
application development, development operations (DevOps), and security operations
(SecOps) must be focused on fundamentals, due to time and budget constraints,
leaving little to no room for training on emerging solutions.
Not a bolt-on technology
Docker is not necessarily something that intuitively bolts onto existing development
environments or complies with existing security tactics, techniques, or practices.
All the application dependencies are accounted for when building and configuring
Docker containers. Doing so eliminates many, but not quite all of, system environmental dependencies. As such, much of the former system dependencies are managed at the development level instead of the sysadmin level. Additionally, as of this
moment, there is no Security Technical Implementation Guide (STIG) nor any commonly accepted DoD security best practices for Docker or container technologies
in general.

of training, and how to inject container
development into traditional application
development environments.
It is a common misconception that application containers are a one-for-one
replacement for the tried-and-true virtual
hardware machine solutions. To summarize – yet not to oversimplify – containers
wrap a piece of software in a complete
file system that contains everything
needed to run. The resulting containers
ride on top of a shared operating system
and can work hand-in-hand with virtual
hardware solutions.
The Docker program performs operatingsystem-level virtualization for creating,
deploying, and running application containers. The benefit to the DoD is the
potential to rapidly innovate, develop,
deploy, and manage application-based
solutions while saving money.
www.mil-embedded.com

Automation and orchestration
A powerful feature of modern container technologies is multihost cluster orchestration: automated deployment operations, auto-scaling up and down, self-healing
functions, auto-placement, load balancing, etc. Granular container automation has a
substantial advantage over virtual machine (VM)-based app deployments. Where VMs
may take a few minutes to launch with a hosted application, containers can deploy
in seconds. However, with this level of automation comes increased complexity and
troubleshooting challenges. The configurable features are vast and can include application-specific settings. As such, more specialized training is needed to effectively
develop and deploy containerized applications.
Given the tech literacy gap and lack of familiarity with this solution, there is not
currently a no-cost or low-cost path for government adoption of a containerized application like Docker. However, it remains an option with enormous potential for the
required investment level.
Benefits of containers
Despite the challenges outlined above, expanded adoption of Docker could be transformational in improving mission capabilities in DoD. Working with Docker containers
enables developers to bundle up an application with all necessary dependencies –
such as system tools, system libraries, and settings – as one complete package making
them portable across multiple network environments. Containers effectively isolate
software from the surrounding environments, and if embraced by agencies for application development, Docker offers an ecosystem that can unlock greater containerization efficiencies and benefits.
Reduced SWaP – think tactical
Historically, tactical communications equipment has relied on a number of variables
that make it bulkier, heavier and less versatile than what agile warfighters demand. For
example, it’s not uncommon to have separated hardware dedicated to individual functions. Containerized apps realistically require a lot less resource (like memory and CPU)
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relative to traditional virtualized hardware app hosting options, meaning that
an optimized container solution could
dramatically reduce the physical app
footprint. Additionally, well-constructed
containers are portable across a myriad
of hardware platforms, to include lightweight small-form-factor computers and
Arm-processor based IoT devices. For that
reason, size, weight, and power (SWaP)
can be reduced and/or more apps can
run on the same existing hardware:
hence, doing more with less.
Automation and orchestration
Docker comes equipped with automation and orchestration capability –
called Docker Swarm, or just Swarm – that
can be enabled to provide highly available apps with self-healing, auto-scaling,
auto-replication, auto-distribution, and
load-balancing services across disparate
network architectures. A well-configured
Swarm can orchestrate the auto-placement of application instances to respond to increasing service requests,
or a node outage, without human interaction. Additionally, in many circumstances
Swarm components can be added or
removed dynamically in production without requiring a maintenance window or
disrupting services.
High availability for tactical
applications
The modern warfighter needs modern
battlefield technology that is secure,
small, quick, effective, and resilient.
Deploying applications needed for lifeor-death situational awareness is difficult, as resources are scarce in tactical
environments. Processing is a premium
at the tactical edge and real limitations
exist. It is not always feasible – and
certainly not desirable – to simply add
hardware and software (increasing
SWaP) for high availability. (Figure 1.) An
integrated container ecosystem may be
able to provide some level of application
resiliency even with limited processing
and communication transports.

›

Figure 1 | Real limitations exist when processing data at the technical edge. Users need
battlefield technology that is secure, small, and often mobile.

storage convergence, distributed file systems, and security monitoring are a few key
capabilities joining the ranks. These containerized apps, along with more automation
and configuration ability, provides programmers more options to develop effective
applications.
It is feasible with a well-configured Swarm – given the SWaP advantages of containers
combined with the automation, portability, and orchestration abilities – that a containerization application like Docker could provide a highly available multi-app hosting
ecosystem across dissimilar hardware, offering multi-instant load balanced access
and resiliency.
Broader awareness of the versatility of Docker and use cases will spur broader adoption: Once this is done, the ability to innovate quickly and develop relevant applications
inside that environment will increase dramatically. Containerization should also reduce
costs, beginning with application development, application portability, system management, and system versatility. Less time should be spent customizing applications
for specific devices and IT infrastructure and more time spent implementing features.
Potential use cases
At the tactical edge, containerization technology is optimal as it could enable end
users to dynamically deploy, manage, and secure critical applications, all built-in assurances of availability.
Military users could use containerization to “auto-magically” deploy critical apps across
any available processing asset with capacity and connectivity. Data stores could be
geographically distributed and take advantage of software-defined storage strategies
and convergence. Distributed application services could be pushed down to end-user
devices. Entire systems could be rapidly deployed and deconstructed for individual missions, temporary operational support, or even anonymous intelligence collection. MES

Users can now take advantage of a
growing library of well-supported 3rdparty software vendors offering configurable prepackaged containers;
software-defined networking (SDN),
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Industry Spotlight
REDUCED SW A P
RAD-HARD COMPONENTS

Today’s spacecraft
and satellite
requirements
giving COTS a
fresh look
By John McHale, Editorial Director
The fast growth of small satellites
and their lower life cycle and launch
costs has created a sizable market for
low-cost electronic components that
have radiation-resistant characteristics.
Designers are forced to get creative with
their design processes and business
models to meet these demands.
Artist concept of a Boeing CST-100 Starliner in Earth orbit. Curtiss-Wright Defense Solutions’
Smart Backplane technology is being used in the Starliner program. Image courtesy of Boeing.

Opportunities for designers of electronics intended for use in the radiation-filled
space environment are greater than ever with the growth of small satellites, the push
toward mega constellations, and increased funding for military and NASA programs.
An agile approach is necessary on electronics suppliers’ part, as end users want their
spacecraft – manned or unmanned – faster, with greater performance, having more
stringent radiation protection, and at times at an 80% to 90% reduction in cost, which
means more commercial off-the-shelf (COTS) components.
“Increased funding from the Department of Defense (DoD) is a positive for the military space market, as brand-new DoD satellites are being defined,” says Tony Jordan,
Senior Director of Business Development, Cobham Advanced Electronic Solutions
(Colorado Springs, Colorado). “We’ve also got a new threat in hypersonics that we
can’t identify and track using traditional systems. Industry and the DoD are developing
new methods for defeating those. There is also the promise of growth for NASA with
the current administration setting a goal to return to the moon.
“Commercial-wise it’s all about constellations that are being built to gather more
images of the earth and enable faster broadband communication,” he continues.
“Small satellites are driving a paradigm shift in the business model because they are
relatively inexpensive to launch, and inherently redundant because when one comes
down you can just throw up another satellite. This is the commercial model of replacement as opposed to the model of the exquisite spacecraft that can last for 20 years
without a repairman. The customer base understands the risk and some are willing to
embrace it while others are more reluctant. It really depends on the mission.”
While those missions – typically classified – still exist, more and more programs are
looking for ways to reduce costs to embrace new technology more quickly. Space
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electronics development times take
years to prepare and ensure the components can survive in space.
“One of the reasons rad-hard circuits lag
the commercial components by almost a
decade is that the process technologies
available do not have inherent capabilities to ensure the part can survive and operate in extreme radiation environments,”
says Anton Quiroz, CEO of Apogee
Semiconductor (Dallas, Texas).
“As commercial satellites get more and
more complex, we are seeing a general
trend of customers wanting more integration and higher-speed devices in a
smaller form factor which challenges
density and efficiency at the component level,” says Eli Kawam, Business
Development Manager in Microchip’s
Aerospace & Defense business unit
(Chandler, Arizona). “We are also seeing
our customers customize the satellites to
the specific mission (i.e. ... orbit, timeline, etc.) and by doing this they are able
to require less margin. This can result in
www.mil-embedded.com

lower radiation or quality requirements.
These programs are also more sensitive
to acquisition cost, service entry dates,
and a technology refresh plan, so they
are attempting to reduce costs by using
components with lower levels of qualification and screening. Typically, military
rad-hard applications require very high
levels of qualification and screening, up
to QML [qualified manufacturer’s list]
class V for ICs, JANS for discretes, and
class K for hybrids. In general, it’s all
about trade-offs between performance,
cost, operating lifetime, and time to
market.”
Time to market is important, especially
if you want to embrace state-of-theart tech. “That pace is so fast today
that if you have to make money with
15-life-year satellites you’re going to
be bypassed,” says Jerry Festa, Senior
Product Line Manager, Space Segment,
Curtiss-Wright Defense Solutions (C-W’s
Newtown, Pennsylvania facility). “Cost
is what’s driving space requirements to
embrace more commercial components,
that and the growth of the constellation
and small-sat markets, which have much
lower price points.”
COTS in space
The procurement term “COTS” has often
been considered taboo among space
electronics designers, as the commercial part of the phrase connotes low
quality and/or low reliability. Yet many
COTS solutions are not low-quality at all,
and in demand for critical space applications. This demand is forcing traditional high-reliability (high-rel) designers
to meet the cost constraints while
remaining radiation-tolerant.
“Space COTS has been discussed
and debated for the last 15 years and
it’s finally getting to the point where
the customer base is becoming more
comfortable with using COTS,” Festa
says. “Some RFPs mention COTS for
space and I think it’s a trend gaining
momentum. The military is usually the
last to take hold of it because of its
entrenched business model, but I think it
everybody is realizing it’s the way to go.
“With COTS you still have to mitigate
radiation effects on a limited budget
and you can’t compromise on missionsafety requirements,” he adds. “There
www.mil-embedded.com

are various satellite designs and launch
vehicle designs trying to compromise
and balance those requirements.”
“While generic plastic-packaged COTS
components offer intrinsically high levels
of quality and reliability, it is important
to note that COTS components are
not designed with the space radiation environment in mind, nor are they
built to withstand the rigors of launch
into space,” Kawam says. “Additional
engineering and logistical work is necessary to characterize their radiation
behavior and mechanical characteristics, and to evaluate workarounds for
any weaknesses.”
The challenge is that the requirements
for cost reductions are extreme in some
cases.
“In the past our customers would require
a $3 million box for geosynchronous
(GEO) applications; now for the constellations they want a low-earth orbit (LEO)
box for only $300,000,” Jordan says.
“For these requests, reliability requirements may be changed – in some cases
down from 20 years, and more in the
7- to 10-year range. They want an 80%
to 90% reduction in costs while maintaining or getting near the radiation performance of previous requests.”
“Rad-hard electronics themselves trend
about five times more expensive than
typical COTS products,” Festa notes.
“There is a bit of ‘buy and fly’ when it
comes to COTS electronics, but then
you run into reliability issues.”
A spectrum of reliability
There are multiple levels of reliability
when it comes to electronic components
for space, Jordan says. “When it comes
to supplying electronics for these satellites, we look at it as a spectrum from
pure COTS parts to industrial parts to
automotive-grade to high-rel parts.
“People ask me why not use an automotive-grade part in a satellite if it can be upscreened and is used in cars, which have
stringent reliability standards for safety
reasons,” Jordan continues. “I always
answer: Because I don’t know about the
radiation performance. The automotive industry puts in multiple controls to
reduce risk of supply-chain distribution,

but because the volumes are so high
they have to use multiple fabs for the
same parts, retooling often. Every time
you retool, risk is presented in terms of
radiation performance.
“My customer wants that radiation performance and the support that we can
provide for parts used in critical radiation environments,” he adds. “They won’t
get the same from the automotivegrade supplier when it comes to traceability, pedigree of design, radiation
performance, etc.”
To compete, the traditional rad-hard
designers have to rethink their entire
development process. “Some space
electronics manufacturers catering to
the commercial-constellation and small-
satellite market – in order to cut costs –
are stripping down the traditional highrel component design process, Quiroz
says. “They are using plastic instead of
ceramic packaging, eliminating extra
quality production processes, all while
using the same base die then releasing it
at a low price. For rad-hard testing they
see if the die has rad-hard legs to it and
then upscreen from there.”
“The military and government customers want those price and time-tomarket advantages, but not at the cost
of eliminating the radiation tolerance
of the components,” Quiroz notes.
“The challenge for high-rel component
designers is to maintain reliability – or
some measure of it – while moving to a
commercial production flow.”
It comes down to acceptable risk. “We
anticipate that space programs may
face situations where accidental damage
could happen to components that are
intended for, or already integrated into,
flight hardware,” Kawam says. “For
space programs attempting to acquire
lower cost systems using COTS components, the need for technical support
from component suppliers to meet the
mission assurance objectives should be
top of mind.”
Solution example: TalRad
“At Apogee Semiconductor we developed specialized IP for high-rel space
electronics applications, called TalRad,”
Quiroz says. “The long form is Transistor
Adjusted Layout for Radiation. It all starts
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at the transistor-level design. We partnered with TSI Semiconductors to provide the TalRad process design kit (PDK)
in TSI’s 180 nm high-voltage process.
(Figure 1.)
“We take the commercial process for a
standard transistor and reduce the total
ionizing dose (TID)-induced leakage
with minimal size impact compared to
annular transistors. It becomes more of
a rad-hard transistor that looks and feels
like a standard cell,” he adds. “With this
IP we are enabling customers to do their
own IC [integrated circuit] design. Using
the TalRad IP cuts the design time in half,
improving time to market. As opposed
to designing IP from scratch manually, we are now designing with known
foundational components in rad-hard
designs. Right now TalRad can operate
in LEO applications and we can take it
even higher.”
Solution example: Lean Rel
Cobham developed a new product line
it calls Lean Rel. “We’ve basically gone
through and optimized assembly flows,
instituted lean manufacturing practices,
removed a lot of value-added screens,
etc.,” Jordan says. (Figure 2.)
Lean Rel is comprised of microprocessors and microcontrollers, as well as
memory and interface ICs, with radiation-

›

Figure 2 | Lean Rel is comprised of microprocessors and microcontrollers, as well as memory
and interface integrated circuits (ICs), with radiation-hardened, QML-level reliability.

hardened, QML-level reliability. Cobham will release a suite of products during 2019,
with an Arm microcontroller and controller area network transceiver available now.
The LEON microprocessor, low-voltage differential signaling receiver and driver, synchronous dynamic random-access memory, NOR flash memory, voltage supervisor, and
additional product releases are planned throughout the year. Depending on quantities,
pricing for LeanREL products is less than 60% of QML variants.
Solution example: Smart Backplane
“We’ve taken a different approach to enabling COTS use in space through our Smart
Backplane design for data acquisition systems,” Festa says.
“It is based on our COTS equipment designed with standard components that are susceptible to single-event latchups (SEL). The Smart Backplane overcomes the latchup
by recycling the power. The backplane contains rad-hard components and senses the
current coming into each individual module. When a higher current indicates that a
SEL has occurred, the backplane recycles power to only the impacted module which
clears the latchup. It is essentially rad-hard equipment protecting COTS components and providing radiation tolerance. Our signal conditioning modules are made
with commercial parts. These modules are configured to meet customer requirements
in a data acquisition unit – our KAM-500 – that is then submitted to a series of spacerelated environmental acceptance testing.”
“The Smart Backplane has been radiation-tested by NASA, surviving 100 latchups
without degradation,with a total dose equivalent to five years on the International
Space Station,” Festa notes. “It is currently being used in numerous space applications
including the Boeing CST-100 manned spacecraft program (see lead photo), launch
vehicles, ISS experiments, etc.” This is important, as heritage is so crucial to the space
market, he adds.

›

Figure 1 | The TalRad solution
from Apogee Semiconductor takes the
commercial process for a standard
transistor and reduces the total
ionizing dose (TID)-induced leakage
with minimal size impact compared
to annular transistors.
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Solution example: Microcontrollers for space
Microchip’s most popular microcontrollers, Kawam says, are the ATmegaS128 and the
SAMV71, an 8-bit AVR and 32-bit ARM microcontroller, respectively. The ATmegaS128
is currently designed into a large constellation, to be launched in the near future. It
provides a common remote terminal interface for the on-board computer communications to each subsystem. The SAMV71 is being used in a broad array of applications
from star trackers to optical communications. MES
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Understanding
the test criteria
of optical-fiber
transceivers used
in space
By Jocelyn “Justin” Lauzon
Electronic devices in space are bombarded by various types of radiation including
visible, infrared, ultraviolet, x-rays, and gamma rays (Source: Reflex Photonics)
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In electronics used for space and avionics applications, failure is not an option.
Components must stand extreme heat, cold, radiation, shock, and vibration,
yet deliver reliable performance. To stand up to this kind of harsh use, devices
must be tested beyond what is specified to ensure performance in harsh
environments to avoid failure. There are a number of essential steps involved in
designing a component-test program to ensure reliability and performance.

HOW
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The advantages of optical fiber extend to space
Optical transceivers drive the transmission of data, converting signals to and from
a copper-resident format. Fiber-optic cables (FOCs), with their high-bandwidth and
low-latency signaling, can be used in the punishing space environment to provide
immunity to EM/RFI interference, crosstalk, and voltage level surges. The accuracy
and reliability of FOCs exceeds traditional cabling: Covering 1,000 feet requires four
pounds of FOC, versus 39 pounds of copper wiring, and fiber optics also consume less
energy than copper. To convert electrical signals from circuitries with copper output
to fiber optics, optical fiber transceivers are usually required.

UA
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Components and systems used in space and avionics applicatons must be able to
withstand extreme heat, cold, radiation, shock, and vibration to deliver reliable performance. Finding failures, defects, and marginal components through stringent testing
is essential; such thorough vetting leads to products with a long life and high reliability
in the field and in space. (Figure 1.)
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Figure 1 | A diagram of the
possible connections between the
causes of parts failure. Connections
are indicated with solid lines, while
a no-connection state is shown
with a dashed line. Preordained
failures have an internal mechanism
that produces the same outcome –
failing at a set rate – from the moment
of creation. (Source: AT&T Tech
Journal, 1985.)
www.mil-embedded.com

Let’s use a suitable example: A shortreach parallel multimode fiber-optic transceiver supporting a large bandwidth (up
to 28 Gbps/channel). A fact: Intrasatellite
communications require a high bit rate;
in years past, optical transceivers represented high-performing technology,
yet exhibited weakness in harsh environments. However, ruggedized, sealed
optical transceivers now survive rocketing into orbit, extreme temperatures,
and radiation. Designers and users must
test optical devices to ensure quality and
reliability.
A variety of tests must be run to ensure
that critical devices such as optical transceivers can provide reliable operation
in space, including space applications
testing (plus radiation), mechanical,
environmental, Life Tests, Live Tests, and
rigorous screening tests for ensuring the
reliability of subsequent lots.
www.mil-embedded.com

How to perform the five critical tests
In addition to a controlled setup, each test requires visual inspection for anomalies
before and after the evaluation. A significant performance degradation associated with
a test is considered a qualification failure. For the purposes of this discussion, we are
focusing on mandatory testing of fiber-optic transceivers (FOTs) intended for operation
in space or a similarly harsh environment. All devices need mechanical and environmental testing to verify long-term integrity. Mandatory tests also include Life Tests and
Live Tests. Such tests can help root out design or process flaws. Finally, even if the units
pass all of the tests, every subsequent lot of units must undergo screening tests.
Mandatory mechanical and environmental tests
Three consecutive mechanical tests are executed on the same FOTs. Before and after
completion of the mechanical-integrity evaluation, units must be visually inspected
and characterized over the operating temperature range to confirm that no significant
performance degradation occurs. Mechanical-integrity evaluation tests are executed
on nonoperating units, in the order below:
›› Vibration tests across all three axes (20 g between 20 Hz and 2,000 Hz at
sixteen minutes per axis).
›› Mechanical-shock tests of five repetitions each over all six orientations, using
500 g shock on a half-sine pulse duration of 0.5 ms.
›› Thermal-shock tests consisting of twenty cycles between 0 and 100 °C with
10 minutes dwell time and transient time of less than 5 seconds.
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Three environmental stress tests for FOTs include:
›› A temperature-cycling test to evaluate mechanical fatigue over the component’s
lifetime. For example, a mismatch of dissimilar materials subjected to thermal
expansion can cause failure.
›› A damp-heat test to ensure that a sealed FOT can continually provide resistance
to a moisture-filled atmosphere.
›› A sequence of tests, applicable only to products with a BGA [ball-grid array]
electrical interface compatible with solder reflow, is performed. These test for
possible impact to reflow profile and cold temperature storage.
Life Tests confirm reliability over the lifespan of the product
Life Tests validate long-term reliability via extensive, hastened lifetime tests with several units from different lots. Life Tests are not intended to test for up-front mortality,
for which burn-in tests would suffice. Rather, Life Tests forecast performance degradation over a product’s expected lifetime. To emulate operating for more than 20 years,
an FOT operates at a bias current exceeding operating condition by 80% for 4,000 hours
at a case temperature of 100 °C.
Live Tests evaluate performance
Live Tests, although more complex, thoroughly evaluate the performance of several
electrical and optical interface configurations. Live testing is performed with highspeed digital signals operating through every channel of the device under test (DUT).
As the DUT is stressed, transmission errors are measured to maintain a bit-error rate
(BER) that is better than 1 error in one trillion bits while operating under harsh conditions. Tested under stress, a significant signal degradation of an FOT will demonstrate
a cumulative effect from both transmitter and receiver areas that would affect the error
count. (Figure 2.)
Space applications tests
A major threat in space is radiation. Radiation testing must be split into three different
categories for evaluation, covering potential complications related to geostationary
or low-earth orbit environments. At least five units should be collected for each test.
Generator and Analyzer
10.3125 Gbps
PRBS31
4 lanes

TX

RX

SR4 Evaluation Board
Reference source

SR4 Evaluation Board
Electrical loop back
with device under test
(DUT)

SR4 module

Manual attenuator
Manual attenuator
Manual attenuator
Manual attenuator

›

Figure 2 | Live Test setup configuration. (Image: Reflex Photonics)
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Figure 3 | A highly ruggedized,
radiation-resistant optical transceiver
suitable for use in satellites. The
SpaceABLE28 model has high I/O
density with up to 28 Gbps/lane and
can handle temperatures from -40 °C
to +85 °C. (Image: Reflex Photonics)

The tests should be repeated when FOT
critical components arrive from new fabrication lots. The radiation tests are:
›› A nonoperational test with a total
non-ionizing dose (TNID) protons
(5e12 proton/cm2 total dose).
›› A live test, single-event effect (SEE),
at both room temperature and
85 °C, including heavy ions (Ho, Cu,
Ar, Ne, N, each for a total fluence of
1 x 107 ions/cm2).
›› A biased and unbiased test with
total ionizing dose (TID) of gamma
rays (100 krad cumulative dose).
The number of errors/events caused by
live radiation tests must be compared to
those occurring at acceptable levels. For
nonoperational tests, the performance
of FOTs before and after the application of radiation dosages are compared
and can only differ negligibly to pass.
A ruggedized FOT that is sealed with
encapsulation material must undergo
an outgassing test. Live thermal vacuum
tests, maintaining a vacuum of at least
5 x 10-5hPa for at least twenty thermal
cycles extending from -40 °C to 85 °C,
ramp temperature at ~5 °C/minute,
with 5-minute dwell times, must also be
successfully completed. Other tests for
space applications include decompression tests, which can also be used to
qualify parts for avionics applications.
Decompression tests demonstrate that
performance is not affected at pressure levels emulating a 2,438-meter or
8,000-foot altitude, ramping to 15,850
meters or 52,000 feet in less than 15 seconds and remaining there for one hour.
(Figure 3.)
www.mil-embedded.com

ADVANCING THROUGH
THE FIVE CRITICAL TESTS
DE-SIGNED TO DEMONSTRATE
RELIABILITY IN HARSH
ENVIRONMENTS RESULTS
IN FIBER-OPTIC TRANS-
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CONSIDERATIONS FOR MANY
CRITICAL APPLICATIONS.

Screening Tests ensure ongoing
accuracy
Finally, Screening Tests of six thermal
cycles ramping at 8 °C/minute with
5-minute dwell times are completed for
continuous assurance of quality commercial off-the-shelf (COTS) devices. Added
to thermal cycling is a burn-in with a
duration of 168 hours and a case temperature of 100 °C, operating at normal
bias current. After a new FOT design is
qualified via the aforementioned testing,
units from subsequent production lots
are validated with the screening process.
Temperature cycling tests tend to reveal
assembly defects, whereas burn-in tests
exhibit infant mortality rates.
Because failure in applications such as
space, avionics, and defense is unacceptable, components and systems used in
these areas must stand extreme heat,
cold, radiation, shock, and vibration to
deliver reliable performance. Finding failures, defects, and marginal components
through stringent testing is essential and
leads to products with a long life and
high reliability in the field and in space.
Advancing through the five critical tests designed to demonstrate reliability in harsh
environments results in fiber-optic transceivers that meet or exceed operational
requirements. Such assurance typically
outweighs cost-saving considerations for
many critical applications. MES
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Development
of the nextgeneration
OpenVPX-based
embedded
system standard –
A tri-service
convergence of
approaches:
Part 3 of 3
By Mike Hackert (NAVAIR),
Ben Peddicord (CCDC), and
Dr. Ilya Lipkin (AFLCMC)

Something exciting is happening in the service representative community. Representatives from three different programs,
one from each of the U.S. Department of Defense (DoD) services, have come together with a common objective to solve
their respective acquisition problems with an agreed-upon, open architecture standard. Here is the final part of a 3-part
article covering the SOSA [Sensor Open System Architecture] Consortium’s efforts. Read Part 1 in the March 2019 issue
and Part 2 in the April/May 2019 issue of Military Embedded Systems.
In order to make SOSA [the Sensor Open System Architecture consortium] successful,
the founders needed to get involvement by a number of stakeholders, with buy-in
from the end user or acquisition community. Someone had to agree to use and specify
hardware development using SOSA. So far, the customers or end-user representatives
from each of the services includes Air Force’s AFLCMC, the Army’s Combat Capabilities
Development Command (CCDC, formerly CERDEC), and the Navy’s Naval Air Systems
Command (NAVAIR), all of which are responsible for acquiring technology for their
respective service of the Department of Defense (DoD). Representatives from the
key defense-industry suppliers are also noted among the members who are actively
participating. [Note: See Open Group’s listing of participants in the SOSA Consortium
(www.opengroup.org/sosa) to see the breadth of representation across the industry.]
Participation is also being amplified by maintaining a close liaison with standards
committees whose requirements are being assembled by SOSA. This includes collocating meetings with the VITA industry standard group, a number of whose members
participate in SOSA, making this a convenient arrangement.
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Technical subject matter experts (SMEs)
are involved to define the requirements
such as the “SHALLS” included as part
of the standard. This effort includes a
number of people whose names are
easily recognized from the leadership
of such efforts as development of the
OpenVPX, VITA 46.11, MORA, and
VICTORY standards. Representatives
from the science and technology community are also serving as SMEs to support
development on an as-required basis.
SMEs may also include open-architecture
experts who can advise SOSA regarding
what does and does not work from a
www.mil-embedded.com

standardization perspective as well as
historical perspective. SOSA has also
taken the additional step of bringing together the appropriate business people
who can clarify what the value proposition
is for SOSA. Businesses need to justify
their participation in SOSA’s development; this clarification can include increased sales as well as creation of an
ecosystem for new hardware, similar to
the way the IBM PC standard created the
consumer market of today. All of this has
to be done while the SOSA organization
ensures that its standard remains on track
to deliver that value proposition to both
the customer and the supplier.
SOSA has organized itself to be successful by addressing each of the key
elements composing the standard as
well as providing an effective leadership structure. That organization structure, shown in Figure 1, illustrates how
those elements are being practically
addressed. SOSA has five working
group as well as a number of focused
subcommittees within these working
groups or bridging them when necessary;
these may change over time depending
on the current development need. An
example of one of the current “bridging”
subcommittees under the hardware
working group is a group organized to
address systems-management standardization of the logic that gets created as
part of embedded system integration,
with others including cybersecurity and
system drivers. Simple examples taken
from existing systems include logic to
create the built-in-test (BIT) tables/fault
logs and configuration tables (which
falls somewhere between firmware
and application like software). These
standing working groups include (going from high-level management and
organization to more specific or detailed)
the Business Working Group, the Architecture Working Group, the Software
Working Group, the Hardware Working
Group, and the Electrical/Mechanical
Working Group.
The Business Working Group can be
regarded as the glue that holds SOSA
together: Its charter is to analyze and
be aware of market forces that affect
SOSA, establish plans to ensure its success, and effectively create and grow the
SOSA market. Duties may include basic
www.mil-embedded.com
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Figure 1 | SOSA Committee structure.

marketing ranging from information-gathering to communications to all stakeholders.
This group may also aim at customers who are targeted for application of SOSA, as
well as businesses who should become part of the growing ecosystem of suppliers
and users of SOSA. The Business Working Group also informs the SOSA working
groups of the market opportunities and impact of their potential standardization
direction and provides guidance to the SOSA working groups to ensure that development progresses in the right direct to ensure the maintenance and growth of SOSA’s
value proposition.
The next working group, the Architecture Working Group, defines and develops the
architectural products that communicate the vision of SOSA. It works closely with
the Business Working Group, especially where roles may seem similar or closely
related. Part of the internal focus of this group is to ensure that other working group’s
development is synched up, properly captured, and adherent to DODAF framework
principles. This working group has been developing common architectural decomposition that is agnostic to software/hardware instantiations; it has also worked on
aggregating common capabilities between sensor domains and modules, defining
a common terminology dictionary across and within domains, and ensuring consistency of the SOSA effort across all working groups. Some of the current activities are
cybersecurity, developing a consumer product matrix, and ensuring that alignment
between selected specifications, working group activities, and selected standards all
interoperate within SOSA. Its focus is both internal – for use within the consortium to
guide its direction towards successful application and growth – as well as external, to
attract other interested parties including the user community and the companies that
represent the market ecosystem.
The next three working groups is where the more traditional process of standards
development is being performed. The Hardware Working Group’s objective is to
create a standard that fulfills the vision of common, modular units of hardware functionality providing interchangeability, interoperability, upgradeability, and scalability.
These units are in fact plug-in modules or circuit card assemblies, which fit in a traditional chassis and consequently leverage the existing embedded-system COTS [commercial off-the-shelf] industry. The linkage to the market is clear, which explains the
large participation in this working group by the typical embedded system designers
and developers. A simple example of the working group’s products is standardization
of the interfaces on a single-board computer and a network switch. Its progress and
accomplishments are readily evident in its recently released snapshot. Similar to the
approach of HOST [Hardware Open Systems Technologies] and CMOSS [C4ISR/EW
Modular Open Suite of Standards], SOSA pulls together industry standards where
available and when not available, create the necessary “SHALLS.” The objective of
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and the approach being applied by the Software and Electrical/Mechanical Working
Group is similar to that of the Hardware Working Group.
The Software Working Group intends to apply existing standards (e.g., FACE [the
Future Airborne Computing Environment standard], the Air Force’s Open Mission
Systems (OMS) [1], Model Based Engineering (MBE), National Security Agency (NSA)
REDHAWK [2], Army Modular Open RF Architecture (MORA), Fires Radar Open System
Technologies (FROST) [3], and Vehicle Integration for C4ISR/EW Interoperability
(VICTORY) standards) or develop where necessary to achieve agile, affordable, reusable, software-based capabilities supporting multiple platforms and variants. Currently
there are about 25 sensor software modules that are being standardized to cover
EO/IR [4], electronic warfare (EW), communications, radar, and signal-intelligence
(SIGINT) domains based on commonality of existing capabilities, thereby enabling multimodal sensor development. Furthermore, this working group is developing a common data

structure, data model, and C2 mapping
between higher-level open architectures;
STANAG-4586 would be one example for
interoperability of the sensors. Additional
work within the Software Working Group
is to integrate lower-level software specifications that are in the gray zone between
hardware and software such as chassis
manager, drivers in common, Application
Programming Interfaces (API), cybersecurity, and the like.
The Electrical/Mechanical Working
Group intends to define standardized
interfaces between the SOSA systems
and the particular platform on which
the system is intended to interface. The
goal of this working group is to develop common connectors for C4ISR. For
example, this working group adopted
SAE-6129 and SAE-6169 for EO/IR
mechanical and electrical specifications
and expanded them to carry radar,
SIGINT, EW, and communication system
interconnects. These capabilities were
tested during initial flight of the Air
Force Research Lab (AFRL) AgilePOD at
Wright-Patterson Air Force Base (AFB),
where several sensors were swapped
on a flightline rapidly between takeoffs and landings on a DC-3, as a steppingstone for later flights on an MQ-9.
The next step for this working group is
development of a small class of sensor
interconnects for smaller unmanned aircraft systems (UASs) along with medium
sensor packages. At the end of the process these specifications will enable a
Universal Serial Bus (USB [5])-like interconnect between vehicle and sensor
being bolted on and not baked in (as the
current family of sensors is today).
Going forward with SOSA
SOSA has become the nexus of convergence for addressing a number
of different but related applications
requiring embedded system development as well as pulling together a wide
range of stakeholders and experts from
all corners of the market and intended
application spaces. This includes the
end-user community including the Air
Force’s AFLCMC-related programs, the
Navy’s HOST program and its major programs, and the Army’s CMOSS solution.
Involvement from all areas mean that
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the effort is clarifying expectations and
mention requirements. This involvement
is also being solidified by a three-service
MOA that will codify the agreements to
cooperate in the development ongoing
in SOSA and will be a show of commitment for anyone signing on.
SOSA has also achieved a minimum critical mass of participation necessary to
be promulgated as an independent consortium. Now signing on are the system
integrators who know what it takes to
build up components and make them
into a useable system. SMEs on the applicable technology are already lined up
and are participating in and contributing
to the development ongoing on each
of the Working Groups (e.g., Business,
Architecture, Hardware, Software, and
Electrical/Mechanical). Lastly, component
vendors are assisting in enabling a path
to faster upgrade of technology and
are influencing the development of the
market ecosystem to better satisfy the
end-customers’ needs for transitioning

greater capability on shorter timelines at lower cost. With this, industry will be able to
leverage government investment to focus their own investments.
SOSA has gone well past simply defining its problem statement (which is in fact a
significant accomplishment in any case and often is the hardest part of solving a
problem). It achieved a major milestone when it was made a separate consortium
under the Open Group in November 2018. It also achieved a significant milestone
with the release of its hardware snapshot in the same time frame. That said, SOSA is
ready to ramp up its development effort, for which lots of volunteers are critical. All
interested parties/stakeholders are invited to participate. MES
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Utilizing two removable SSDs, the Phalanx II is a rugged Small
Form Factor (SSF) Network Attached Storage (NAS) file server
designed for manned and unmanned airborne, undersea and
ground mobile applications.
w w w . p h e n x i n t . c o m

Since 1961 the name VERO has been synonymous with high quality
electronics packaging; VEROTEC continues to design, manufacture
and integrate a comprehensive range of electro-mechanical products
including card cages, instrument cases, rack cases, fan trays,
backplanes, power supplies, bus-based systems and components.
www.mil-embedded.com
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Editor’s Choice Products

6U SBC uses NXP Secure Boot and Trust 2.0 architecture
The rugged C114 6U VME single-board computer (SBC) from Aitech Defense Systems
integrates the QorIQ T1042 multicore processor in an embedded system. Aitech’s C114 is
backward-compatible with the company’s earlier generation PPC-based C106 and C108
boards, while boosting data security by using the NXP Secure Boot and Trust 2.0 architecture.
The C114 has 4 GB of DDR3L SDRAM [synchronous dynamic random-access memory];
its 512 kB of high-speed MRAM [magnetoresistive random-access memory] enables unlimited
writes as well as long-term data retention. The board comes with as much as 64 GB of MLC
(multi-level cell) NAND flash and 256 MB of program store NOR flash but can be supplied with other memory options upon request
to match existing SBCs. Onboard I/O includes up to two dual-channel, dual-redundant MIL-STD-1553B ports; two USB 2.0; four
Gigabit Ethernet ports; and CANbus. It also features as many as 10 RS-232/422/485 serial ports and between 8 and 16 individually
configurable, RS-422 differential discrete I/O lines. Two ANSI/VITA 20-compliant PMC/XMC sites enable the addition of onboard
memory, FPGA, coprocessor, and graphics or I/O resources.
Aitech Defense Systems Inc. | www.rugged.com

Compact military/rugged/cybersecure serial over USB unit
The MILTECH 16SER from Techaya Rugged Design serves as a robust commercial
off-the-shelf (COTS) solution for rugged serial connectivity, which can be used in a
wide range of military and commercial applications, including unmanned aerial vehicles
(UAVs), land autonomous vehicles (UGVs), robots, and mobile equipment fielded in harsh
environments. It is a MIL-STD rugged, military-grade serial over USB unit sporting 16 serial
ports over USB. The portable rugged serial unit was developed specifically for the new
cyberthreats experienced by today’s networks, providing new security features and
capabilities for protecting critical systems.
Developed for portable military and harsh-environment applications, the MILTECH 16SER features mechanical packaging
enhancements designed for MIL-STD-810F airborne and ground environmental compliance and high reliability. The unit has been
hardened to improve ingress, impact, and shock/vibration protection; it also has eliminated all moving parts through passive
cooling. Interface is achieved through sealed MIL-STD circular connectors, while 24 VDC power makes it compatible with
network device and power systems. The MILTECH 16SER is intended to expand serial port density in space-constrained airborne
and ground vehicle environments.
Techaya Rugged Design | www.techaya.com

PXIe solution at the subsystem level
Astronics’ PXIe-6943 Digital Test Instrument (DTI) for PXI Express is designed for both legacy
digital replacement and new test stations to be built for digital test including aircraft/avionics,
weapons systems, spacecraft, semiconductors, and medical devices. The PXIe-6943 DTI provides
32 high-performance digital I/O channels in a single-wide PXI Express compatible module. It operates
at data rates as fast as 50 MHz with 1 ns edge placement, variable slew rates, and <3 ns channel-tochannel skew.
The PXIe-6943 DTI strives for reliability with cooling, monitoring, and protection: The pin electronics
devices on the PXIe-6943 employ a large heat sink, and there is also on-board temperature monitoring
that protects the pin electronics from overheating and provides over-temperature shutdown. All
channels can source and sink current as well as dissipate heat, providing loading and high slew rates.
Built-in scalability and modular design enable configurations from 32 to 416 single-ended channels
in 32-channel increments. Multiple PXIe-6943 DTIs can operate both as independent, 32-bit digital instruments, or as a digital
subsystem with as many as 416 channels.
Astronics | www.astronics.com
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6U CompactPCI 3rd-gen Intel core i7/i5 processor blade has PCIe x16
ADLINK Technology’s cPCI-6525 is a 6U CompactPCI processor blade in single-slot (4 HP) width form
factor featuring a single 22 nm FC-BGA 3rd-generation Intel core i7 processor with quad cores mated
with the Mobile Intel QM77 Express chipset. The cPCI-6525 supports dual-channel DDR3-1333/1600
ECC SDRAM with one channel in a SO-CDIMM socket and one channel of soldered onboard memory
(total memory capacity up to 16 GB). The cPCI-6525 has two GbE controllers (Intel 82574IT) providing
two GbE ports on the front panel (switchable to rear) and two Intel 82574IT GbE controllers providing
two ports for rear I/O. For expansion flexibility, the cPCI-6525 routes one PCIe x16 gen 2 (convertible
to two PCIe x8 gen 2) and one PCIe x4 to rear I/O.
Additional I/O functionality of the cPCI-6525 includes three USB 3.0 ports and one RS-232/422/485
serial port via RJ-45 connector on the front panel. Onboard storage capabilities include a SATA 6
Gb/sec direct connector for a 2.5-inch drive and CFast slot via adapter board. The cPCI-6525 is also
equipped with an Atmel AT97SC3204 Trusted Platform Module (TPM) to meet security requirements. Rear I/O functionality
includes two GbE ports via two Intel 82574IT GbE controllers for PICMG 2.16 support, two GbE ports (switchable from front
panel), six USB 2.0, PS/2 keyboard/mouse, three serial ports, two DVI interfaces, and HD audio.
ADLINK Technology | www.adlinktech.com

Fiber-optic IMU for higher accuracy for UAVs, dismounted soldier
applications
EMCORE engineers developed the EN-300 Precision Fiber Optic Inertial Measurement/Navigation
Unit for unmanned aerial vehicles (UAVs), dismounted soldier applications, aeronautics and aviation,
and GPS-denied environments. The system was designed with higher-accuracy inertial system to
be form-, fit-, and function-compatible with a legacy equivalent, but with the upgraded performance
needed for navigation, precise targeting, and line-of-sight stabilization. The EMCORE EN-300 uses the
company’s proprietary integrated optics devices to enhance performance, while the internal signal
processing provides full standalone or aided navigation. The system also comes with an option to
provide standard IMU [inertial measurement unit] delta velocity and delta theta.
The EMCORE EN-300 provides optional full navigation capability including coning, skulling compensation, and sophisticated
Kalman filtering. The unit is also able to statically find North to less than one degree through gyrocompassing. EN-300 features
also include three-axis, precision closed-loop FOG using EMCORE’s FOG transceiver and factory programmable I/O that includes
options for IMU, navigation, or combined data.
Emcore Corp. | www.emcore.com

SDR forms the RF-to-baseband signal processing core of a
wireless communications hub
Avnet’s PicoZed SDR 2x2 is a software-defined radio (SDR) that combines the
Analog Devices AD9361 integrated RF agile transceiver with the Xilinx Z7035 Zynq-7000
all-programmable system-on-chip (SoC). In a handheld form factor, PicoZed SDR provides
frequency-agile wideband 2x2 receive and transmit paths in the 70 MHz to 6.0 GHz range,
making it suitable for fixed and mobile SDR applications. PicoZed SDR forms the RF-tobaseband signal-processing core of a wireless communications system and integrates the
RF signal path and high-speed programmable logic in a fully verified system-on-module
(SOM). With available carrier cards for fast prototype and supported by robust simulation and code-generation tools that
integrate with Xilinx Vivado Design Suite, PicoZed SDR enables a reduction in design cycles of SDR products.
The SDR is industrial temperature rated and tested against MIL-STD 202G methods for thermal, vibration, and shock.
It is designed with a -2LI version of the Zynq SoC (low power, mid-speed, industrial temp), DDR3L, and high-efficiency voltage
regulators. The SDR also has the capability to move data quickly with dual-Gigabit Ethernet, USB2.0, four 6.6 Gb/s serial
links (PCIe x4, SFP+, others), and high-speed LVDS I/O for custom interfaces.
Avnet | www.avnet.com
www.mil-embedded.com
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GIVING BACK

Project Sanctuary
Each issue, the editorial staff of Military Embedded Systems will highlight a different charitable organization that benefits the military, veterans, and their families. We are honored to cover the technology that
protects those who protect us every day. To back that up, our parent company – OpenSystems Media –
will make a donation to every group we showcase on this page.
This issue we are highlighting Project Sanctuary, an organization that strives to aid military families with health and wellness
concerns. By addressing mental health first, according to the organization, the program says that it takes its families “from battleready to family-ready.”
In 2007, Heather Ehle used the knowledge of health care and family counseling she had gained as an R.N. to establish Project
Sanctuary, with the aim of creating a program to support both veterans and their family units. Led by veterans and her board of
directors, Ms. Ehle structured Project Sanctuary as an evidence-based program that encompasses spiritual, physical, and emotional healing for veterans and military families.
Project Sanctuary’s approach begins with crisis intervention (if needed) and therapeutic family retreats, moving on to aiding the
families as they navigate military and veteran benefits, helping them obtain counseling, giving assistance in achieving financial
goals, and supporting them in securing day-to-day necessities.
The program also endeavors to guide these families to practice self-advocacy and remains involved with families for at least two
years as they continue to reintegrate into the community and heal as a family.
Project Sanctuary is a 501(c)(3) organization based in Colorado, although it serves veterans and families across the U.S.
For more information on Project Sanctuary, please visit https://projectsanctuary.us/.

WEBCAST

WHITE PAPER

Affordable safety-critical systems: The basics
Sponsored by Wind River
Software components used in safety-critical systems need
to be modular, upgradeable, and customizable to meet the
needs of various hardware platforms, but defining the right
software requirements and avoiding hidden costs remains a
challenge.
This webcast will guide avionics suppliers on the issues that
must be addressed in order to achieve affordability targets
and program profitability. Participants will discuss: Optimizing
corporate investment by creating and developing standardized software products that can be reused on multiple platforms and customer environments; how to achieve long-term
profitability by consolidating different platforms and understanding certification requirements; and enhancing innovation capabilities by using technologies with high Technology
Readiness Levels (TRLs).
View archived webcast:
http://ecast.opensystemsmedia.com/806
View more webcasts:
http://opensystemsmedia.com/events/e-cast/schedule
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Empowering future-proof
test organizations through
standardization
By National Instruments
Test organizations in the defense and
aerospace industries must continually
balance their needs for test coverage, schedule, and budget.
The ability to modernize test and design cycle approaches with
standardized test architectures, more emulation and simulation,
and new and improved systems and data-management tools may
mean the difference between struggling to survive and thriving
with a sustainable competitive advantage for companies.
Organizations can standardize their test regimens by using the
same technology and tools across the development cycle and
across applications and job sites. Using a platform-based approach
featuring commercial off-the-shelf (COTS) technology, companies
can perform the tests they need while staying on schedule and
on budget.
Read the white paper: https://bit.ly/2YnRmOB
Read more white papers:
http://mil-embedded.com/white-papers/
www.mil-embedded.com

THE LATEST, MOST INNOVATIVE
PRODUCTS AND TECHNOLOGY

THE RESOURCE GUIDE PROVIDES INSIGHT
ON EMBEDDED TOOLS AND STRATEGIES FOR
MILITARY-SPECIFIC TECHNICAL SUBJECTS
The September 2019 Military Embedded Systems Resource Guide will focus on embedded
hardware and software used in military applications. Our Special Report will examine the role of
shipboard electronics, while additional features will report on test and measurement trends in
the industry. We’ll focus the Industry Spotlight on the always-relevant issue of obsolescence and
counterfeit parts in the supply chain.
The September 2019 Military Embedded Systems Resource Guide will also highlight such key
electronics-buying categories as avionics, communications, cybersecurity,
displays, electronic warfare, hardware and software, obsolescence management,
operating systems and tools, RF and microwave, safety certification of parts,
unmanned systems, and wireless. Don’t miss this special jam-packed issue.

mil-embedded.com

Breakthrough
Performance…

Weight No More!

Wideband RF Signal Recorders

Rugged ½ ATR Built for SWaP

Designed for harsh environments and weighing only 18 pounds, the
new Talon RTX SFF series captures real-time RF bandwidths of a
gigahertz or more. Complete with a removable QuickPac™ drive pack
holding terabytes of data, these units offer flexible I/O options and
sustained real-time recording rates up to 4 GB/sec!
The RTX SFF series is the latest in our COTS Talon recording systems
that deliver the industry’s highest levels of performance in the harshest,
space-constrained environments. You’ll get high dynamic range,
exceptional recording speeds and ample storage capacity for extended
missions—all in this compact solution.
• Sealed, rugged, ½ ATR chassis for MIL-STD 810 and 461
• Multi-channel recording, A/Ds from 200 MS/s to 6.4 GS/s

Model RTX 2589 with removable QuickPac drive

• Easily removable 61 TB SSD QuickPac drive pack
• Ideal for UAVs, military vehicles, aircraft pods and more
• Operating temperature from -40°C to +60°C
• sFPDP and Ethernet models available

Download the FREE Development
Tactics & Techniques for SFF
Recorders White Paper
www.pentek.com/go/messff

All this plus FREE lifetime applications support!
Pentek, Inc., One Park Way, Upper Saddle River, NJ 07458
Phone: 201-818-5900 • Fax: 201-818-5904 • email: info@pentek.com • www.pentek.com
Worldwide Distribution & Support, Copyright © 2019 Pentek, Inc. Pentek, Talon and QuickPac are trademarks of Pentek, Inc. Other trademarks are properties of their respective owners.

