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By John McHale, Editorial Director

EDITOR’S PERSPECTIVE

Multicore, COTS certification, open architecture  
the hot topics at European avionics event

Discussions on safety certification, cer-
tifying commercial off-the-shelf (COTS) 
hardware and software to Design Assur-
ance Level – A (DAL-A), and leveraging 
open architecture standards for avionics 
took place among embedded computing  
suppliers attending the Aviation Electronics  
Europe show and its sister conference 
the Avionics & Space Testing Expo – both 
held this spring in Munich.

[In the interest of full disclosure, it should 
be noted that I am a member of the 
Advisory Committee for both events.]

In the main session of the Aviation Elec-
tronics Europe conference, Alex Wilson 
of Wind River shared how the Future 
Airborne Capability Environment (FACE) 
open architecture standard can apply 
to European avionics systems develop-
ment: “It provides an opportunity for 
non-U.S. suppliers to [go for] U.S. pro-
grams,” Wilson said in his presentation. 
Understanding FACE, and complying 
with it, is particularly important as many 
U.S. aircraft programs may either require 
FACE in the future or at least show a 
path for upgrading to FACE-compliant 
systems, he added.

Wilson went on to say that the number 
of alternative standards is small and 
that FACE is well-suited for adoption 
by NATO, as it is becoming a de facto 
 standard with U.S. adoption. 

FACE enables reuse of software compo-
nents, which is also beneficial to those 
manufacturers and designers who need 
to meet such safety-certification require-
ments as DO-178B/C and DO-254. 
Safety certification was extensively cov-
ered at the event, including an entire 
workshop covering safety certification 
and multicore. 

“The use of multicore processors has 
shifted from a study phase and into ini-
tial development phases,” says Laurent 
Meilleur, Vice President of Strategic 

Markets for DDC-I, Inc., in Scottsdale, 
Arizona. “There is a mix of multicore 
technologies, where RTOS [real-time-
operating system] vendors are taking 
different approaches and relying upon 
different technologies – which may 
greatly influence the performance and 
level of certification challenges for these 
RTOS users. These technical differences, 
along with processor use and other fac-
tors, are the reasons why we are seeing 
a shift in jockeying amongst the RTOS 
vendors in avionics industry.”

The multicore shift is also driving growth 
among suppliers of COTS RTOSs.

“The reasoning is simple,” Meilleur con-
tinues. “First, multicore in safety-critical 
requires the systemwide management 
of processor and resource management.  
Second, it is very hard for even the largest  
avionics companies to create a business 
case that would support the develop-
ment costs, risks, and lifetime burdens 
of developing a multicore RTOS environ-
ment on their own.”

The multicore activity is also helping 
drive the push toward certifying COTS 
hardware to DAL-A, which has not 
always been a popular choice.

“Just ten years ago it was difficult to cer-
tify civil avionics software using C++, but 
today that’s been resolved via DO-332,” 
says Vance Hilderman, CEO of safety- 
critical engineering consulting firm 
AFuzion, Inc. “Similarly, many systems 
are DAL-A, which requires redundancy to 
achieve. That redundancy is more likely 
to have common single-point failure 
areas when relying solely on unique cus-
tomized solutions each time. One answer 
is COTS. From the new multi-core DAL 
RTOSs to fully integrated single-board 
computers, COTS components are on 
the increase even for DAL-A.”

Sometimes the objection to COTS at 
DAL-A depends on the civilian authority; 

Europe and the U.S. have slightly dif-
ferent methodologies regarding some  
hardware components – such as FPGAs –  
and whether the components are being 
certified on military versus civilian aircraft.

“In the European Union (EU), it is com-
monplace for military systems to require 
formal certification – where in the U.S. it 
is rare for military systems to truly man-
date the formal certifications processes,” 
Meilleur says. “On the commercial side,  
there are only minor differences be tween 
the EU and the U.S. Much of Asia 
(e.g., China, South Korea, India, etc.) is 
expanding its certification experience 
and knowledge at a very high rate. It is 
interesting to note that as a whole, the 
Asian countries are very progressive in 
using higher-level languages, test tools, 
and the like.”

“Asia is mostly copying the U.S., but 
EASA [European Aviation Safety Agency] 
has gradually – for its strongest focus 
which is civilian by far – adopted a more 
conservative stance toward DO-178C 
and DO-254 interpretation, whereas the 
FAA has become more accommodating 
in some areas,” Hilderman says. “This 
trend continues, with the FAA examining 
new ‘Overarching Conditions’ which 
may in the near future provide U.S. avi-
onics developers various forms of credit 
for proven experience and histories.” 

Globally, safety certification is evolving 
as the avionics become complicated 
and embrace more commercial soft-
ware and hardware standards, creating 
more challenges for safety certification 
compliance.

“The avionics development ecosystem 
is undergoing massive changes,” 
Hilderman says. “The core documents 
are relatively unchanged but the sys-
tems, safety, and verification process 
are being continually refined and reinter-
preted to North American and European 
standards.”

http://www.mil-embedded.com


Tanks make good targets. They are large, 
heavy, slow, and hard to maneuver. They 
have to monitor their surroundings night 
and day to lumber through the terrain 
and engage or avoid their adversaries, 
as the situation warrants. In the urban 
battlefield so common in today’s asym-
metrical conflicts, these vehicles also 
need to deal with improvised explo-
sive devices (IEDs), snipers, and suicide 
bombers and must distinguish between 
hostile civilians and innocent bystanders.

That’s why tomorrow’s combat vehi-
cles will be equipped with an array of 
optical, thermal, acoustic, and perhaps 
even electronic warfare (EW) sensors 
that hoover up vast quantities of envi-
ronmental data in order to maximize 
360-degree situational awareness and 
find the enemy before themselves be- 
ing found. 

As vehicle sensors increase in numbers 
and sophistication, processing band-
width must expand to keep ahead of 
the data curve. The faster the data can 
be ingested, sampled (if analog), and 
distributed to processing resources, the 
higher fidelity the signals will be, the 
more precise the measurements based 
on them will be, the more complex 
algorithms can be run, the more targets 
or images can be distinguished, and 
the faster the response time will be to 
respective threats. 

Ethernet to the rescue
What’s better than high-speed Ethernet 
to distribute vast quantities of data col-
lected by high-bandwidth sensors to 
processing resources? In its trajectory 
from the 1970s until today, Ethernet 
has gone from just a few Mbits/s to a 
Gigabit and on to 10 Gbits/s. Just over 
the horizon is a 40-Gbit/s standard. 
Ethernet’s 40-year-old technology is well 
understood, ubiquitous, and affordable. 
Best of all, from a military point of view, 
industry standards have been devel-
oped to allow Ethernet’s use in the most 

extreme military environments and to 
ensure reliability as well as performance.

High-speed Ethernet is also a must-have 
in the connected world, as the glue 
holding together various legacy vehicle 
data bus domains and linking directly 
to Ethernet-speaking sensors. The tech-
nology is also fundamental to the Internet 
of Things (IoT), whereby machines talk 
to machines as well as to their human 
minders. Nevertheless, today’s vehicle 
graphics processors typically feature, at 
most, one 1-Gigabit Ethernet port.

Other COTS elements
Commercial off-the-shelf (COTS) graphics  
and vision processors are rising to the 
challenge of high-bandwidth sensors. 
The latest generation of systems-on-
module (SoMs) combines massively par-
allel graphic processing units (GPUs), 
traditional central processing cores, 
large memory stores, and I/O including 
connectivity to such channels as con-
troller area network bus (CANbus) and 
MilCAN, as well as Ethernet.

This type of processing power in such 
a small package is sufficient to enable 
functions such as image recognition; 
target detection; and image correction,  
fusion, and tracking in a small but 
rugged vehicle computer. 

What’s more, multiple SoMs could be 
ganged together in a force-multiplier 
effect while still meeting the military’s 
demand for minimal SWaP-C (size, weight,  
power, and cost). Or the modules could 
be used in smaller vehicles and autono-
mous vehicles as mission computers as 
well as graphics processors. 

Links like CANbus collect vehicle data 
such as speed, location, heading, and 
engine and transmission system temper-
atures from the vehicle control system 
and fold it into the graphics data to 
provide context for graphics and vision 
processing. 

By Charlotte Adams  
An Abaco Systems perspective on embedded military electronics trends 

FIELD INTELLIGENCE

High-speed Ethernet meets the 
armored cavalry

An example of a board with this capability 
is Abaco Systems’ GVC1000, which fea-
tures the NVIDIA Jetson TX2 SoM – with 
256 CUDA cores, dual Denver cores, and 
four ARM A57-class CPU cores, capable 
of producing over 1 TFLOPS (Tera-
Floating-Point-Operations-Per-Second) 
of performance – in a ruggedized pack - 
age with two 10-Gbit/s Ethernet ports 
and a choice of either two MilCAN or 
CANBus ports. (Figure 1.)

GPU-accelerated computing promises 
to advance the offensive and defensive 
capabilities of modern combat vehicles. 
Heterogeneous architectures combine 
the best of both worlds. Their massively 
parallel graphics processors can handle 
the thousands of simultaneous, repeti-
tive operations involved in signal and 
image processing, while their CPU cores 
manage the simpler cores, analyze the 
results, and dispatch the solutions to the 
correct destinations.

The most powerful SoMs promise not 
only to make manned combat vehicles 
more capable, but also to make autono-
mous ground combat vehicles more of a 
force to be reckoned with. One or more 
of these modules could allow the exe-
cution of algorithms that would enable 
enhanced vision-based machine intel-
ligence and real-time decision-making 
capabilities.

www.abaco.com

By Aaron Frank and Ivan Straznicky 
An industry perspective from Curtiss-Wright Defense Solutions
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Figure 1  |  Abaco’s GVC1000 provides 
connectivity to different types of video 
and graphics applications.

›
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How rugged is “rugged”? The answer to  
that question should have a clear and 
consistent answer that gives system inte-
grators the confidence and surety that a 
specific module from a commercial off-
the-shelf (COTS) supplier will perform 
and survive in the conditions their appli-
cation requires. All too often though, 
claims made by COTS vendors that their 
module will meet a certain range of dura-
bility (temperature, shock, and vibration) 
are not based on a common, industry 
standard that enables the customer to 
make meaningful comparisons between 
different boards from different vendors. 

In general, it can take multiple years 
from when a system integrator starts 
developing a specific set of modules to 
when the system actually goes through 
qualification and then enters deploy-
ment. Because of this extended time 
frame, a latent thermal or mechanical 
design issue could remain undiscovered 
for a very long time. The later a problem 
is uncovered, the more expensive it is to 
fix. While it may be impossible to test 
for every possible scenario, the more 
robust the up-front module qualification 
is, the more information can be provided 
to the system integrator. Provided with 
that data, the likelihood of a system inte-
grator encountering a module level reli-
ability issue is greatly diminished.

Additionally, few COTS suppliers have 
the means to define long-term reliability 
when faced with the repeated temper-
ature cycling conditions of deployed 
platforms. Today’s airborne systems, for 
example, experience a regular and recur-
ring pattern of temperature extremes  

that microscopically stresses electronic 
assemblies in ways that can cause fail-
ures over time. Complicating matters is 
the simple fact that there is wide varia-
tion among COTS suppliers as to what 
qualification is actually performed on 
their rugged modules. 

The good news is that such a dura-
bility standard already exists: The VITA 
Standards Organization’s ANSI/VITA 47 
targets the Environments, Design and 
Construction, Safety, and Quality for 
Plug-In Units. Even better, the standard 
is currently being updated to address the 
ruggedization requirements of emerging 
new COTS applications, such as space 
and unmanned underwater vehicles 
(UUVs). VITA 47 includes the environments  
specified with different levels for differ- 
ent ruggedness grades: operating tem-
perature, nonoperating temperature, 
temperature cycling, vibration, and oper-
ating shock. For the popular conduction-
cooled module format, the levels for 
these environments vary in severity from 
ECC1 to ECC4 (as shown in Table 1). One 
of the purposes of VITA 47 is to provide 
more commonality to the ruggedization 
and qualification process by detailing 
pass/fail criteria for different environ-
mental conditions. This makes it possible 
to standardize the specific environmental 
conditions that a module is being sub-
jected to when it undergoes qualification.  

One notable aspect of VITA 47 is that it 
defines a method for determining long-
term reliability due to thermal cycling. 
VITA 47 defines a series of 500 thermal 
cycles. For ECC4 level testing these cycles 
range from -55 °C to +105 °C, and the 

associated test subjects modules to more 
than seven weeks of continuous thermal 
stress. Following VITA 47 guidance, inte-
grators can correlate the thermal testing 
data to their platform long-term reli-
ability targets, which, depending on the 
target platform, can equate to five, 10, or 
15 years of active service life.  

It’s time for VITA 47 to be embraced 
throughout the embedded market. 
Doing so will help eliminate market 
uncertainty through the use of a com- 
mon standard to define environmental 
testing, safety, and quality require-
ments. As Jerry Gipper, VITA’s Executive 
Director, puts it, VITA 47 makes it 
“easier and faster for users to deter-
mine if a specific product will meet 
their environmental requirements. This 
enables users to verify that a specific 
plug-in module is applicable to a target 
application and will result in the desired 
system reliability.”

Curtiss-Wright has integrated the 
VITA 47 Standard – including ECC4 – 
into its standard reliability-testing prac-
tices. Full test reports are available for 
select products.  

For system integrators, when asking 
how rugged a module is, the answer 
shouldn’t be “That depends on your 
definition of rugged.” VITA 47 gives 
the COTS industry the tools to provide 
customers with greater ruggedization 
plus knowledge and confidence about  
products’ reliability. It’s time to put 
those tools to work.

www.cwcdefense.com

Table 1  |  VITA 47 ruggedness requirements.›

Environmental 
class

Cooling method Operating temperature 
class (4.1)

Nonoperating 
temperature class (4.2)

Temperature 
cycling class (4.3)

Vibration 
class (4.4)

Operating 
shock (4.5)

ECC1 Conduction-cooled 
(Reference VITA 48.2, 
VITA 46, IEEE 1101.2)

CC1 C1 C1 V3 OS2

ECC2 CC2 C2 C2

ECC3 CC3 C3 C3

ECC4 CC4 C4 C4

By Aaron Frank and Ivan Straznicky 
An industry perspective from Curtiss-Wright Defense Solutions

MIL TECH INSIDER

It’s time for VITA 47: Raise the bar on 
defining ruggedization, reliability
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Engility wins $170 million NASA contract for 
safety and test systems
Comtech Mobile Datacom announced that it has won a five-
year contract to continue its sustainment support for the U.S. 
Army’s Project Manager Mission Command (PM MC) – Blue 
Force Tracking (BFT-1) program. BFT-1 is a battle command 
real-time situational awareness and control system.

Under the terms of the BFT-1 sustainment contract, Comtech 
will perform engineering services, satellite network operations, 
and program management through a hybrid firm fixed price/
time and materials contract with cost reimbursement CLINs 
[contract line-item numbers]. The base performance period 
began during April 2017 and ends during April 2018.

The contract provides for four twelve-month option periods 
exercisable by the U.S. Army, with a not-to-exceed value of 
$42.7 million. 

DEFENSE TECH WIRE

By Mariana Iriarte, Associate Editor

NEWS   |   TRENDS   |   DOD SPENDS   |   CONTRACTS   |   TECHNOLOGY UPDATES

NEWS

Comtech awarded $42.7 million contract for Army 
Blue Force Tracking support
Comtech Mobile Datacom announced that it has won a five-year 
contract to continue its sustainment support for the U.S. Army’s 
Project Manager Mission Command (PM MC) – Blue Force 
Tracking (BFT-1) program. BFT-1 is a battle command real-time 
situational awareness and control system.

Under the terms of the BFT-1 sustainment contract, Comtech 
will perform engineering services, satellite network operations, 
and program management through a hybrid firm fixed price/
time and materials contract with cost reimbursement CLINs. 
The base performance period began during April 2017 and 
ends during April 2018.

The contract provides for four twelve-month option periods 
exercisable by the U.S. Army, with a not-to-exceed value of 
$42.7 million. 

Figure 2  |  The Arleigh-Burke class guided-missile destroyer launches a 
Standard Missile-6 (SM-6) during a live-fire test of the ship’s Aegis weapons 
system. Photo courtesy of the U.S. Navy.

Figure 1  |   Virginia-class fast-attack submarine transits bay. Photo courtesy of 
the U.S. Navy/Mass Communication Specialist 2nd Class Brian G. Reynolds.

UTC Aerospace Systems begins work on acoustic 
arrays for Navy submarines
UTC Aerospace Systems has announced the start of manufac-
turing on the first Large Vertical Array (LVA) acoustic structures 
for Virginia-class submarines. 

The start of work – to be performed at UTC’s Aerostructures 
Engineered Polymer Products (EPP) division in Jacksonville, 
Florida – follows several years of collaboration between EPP, 
the U.S. Navy, and prime contractor General Dynamics Electric 
Boat on a design and development program.

The submarines’ LVA is a hull-mounted acoustic array, which 
works with other onboard systems and sonar-processing capa-
bilities to enable a submarine to virtually see other subma-
rines and surface ships in its vicinity. The LVA then develops a 
detailed tactical picture enabling the submarine to perform its 
missions based on the information. 

Navy tests SM-6, on track to achieve FOC 
The Navy reports four successful flight tests of the surface-to-air 
Standard Missile-6 Block 1 off Hawaii’s coast.

The Raytheon-made SM-6 missile provides over-the-horizon 
engagement capability when launched from an Aegis warship; it 
uses the most recent hardware and software missile technology 
to provide the needed capabilities against evolving air threats.

These latest tests marked the next step toward the SM-6 Blk I’s 
achievement of Full Operational Capability. These initial trials 
used the latest SM-6 Blk I software, which includes air warfare, 
ballistic missile sea-based terminal defense, and anti-surface-
warfare capabilities. 
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BAE Systems garners U.S. Treasury contract to 
safeguard nation’s financial systems
The U.S. Department of the Treasury has selected BAE Systems 
to be among a group of federally-approved contractors to sup-
port the agency’s Office of Terrorism and Financial Intelligence 
(TFI) in safeguarding the U.S. financial system against threats 
posed by rogue nations, terrorist facilitators, drug cartels, and 
other threats to national security. The maximum life cycle value 
of all task orders to be awarded under the contract is estimated 
at $135 million.

BAE Systems and the other contractors will be allowed to com-
pete for future task order contracts to assist TFI in researching, 
analyzing, and documenting complex financial, trade, and 
other business activities to support federal financial investiga-
tions and prosecutions.

IARPA kicks off quantum enhanced computing 
program
The Intelligence Advanced Research Projects Activity (IARPA) has 
announced a multiyear effort to develop algorithms and hard-
ware to harness quantum effects to surpass conventional com-
puting. Technology developed under the Quantum Enhanced 
Optimization (QEO) program will provide a plausible path to 
performance beyond what is possible with today’s computers.

Quantum computing is different from common digital com-
puting in that digital computing requires that the data be 
encoded into binary digits or bits, each of which is always in 
one of two definite states (0 or 1); in contrast, quantum com-
putation uses quantum bits, which can be in superpositions – or 
multiples – of states at one time.

Dr. Karl Roenigk, QEO program manager at IARPA, says of 
the program, “The goal of the QEO program is a design for 
quantum annealers that provides a ten-thousandfold increase 
in speed on hard optimization problems, which improves at 
larger and larger problem sizes when compared to conven-
tional computing methods.” 

NEWS

Figure 4  |   Illustration of the EA-18G GROWLER aircraft. Image courtesy of the 
U.S. Navy.

Figure 3  |  An F-35A Lightning II team parks the aircraft to conduct 
operational testing at a later date. Photo courtesy of the U.S. Air Force/Airman 
1st Class Connor J. Marth.

NextGen jammer completes CDR, on track to meet 
warfighter requirements
In late April, engineers at the Airborne Electronic Attack Systems 
and EA-6B program office (PMA-234) completed a critical design 
review (CDR) for the AN/ALQ-249 Next Generation Jammer 
(NGJ) Increment (Inc) 1 Mid-band program at Naval Air Station 
Patuxent River, Maryland.

Officials determined the CDR established that the design and 
development are on track to meet warfighter requirements, 
also noting that fabrication, demonstration, and test could pro-
ceed. The system is now in the Engineering and Manufacturing 
Development (EMD) phase with Raytheon Space and Air 
Systems, the pods’ prime contractor; and Boeing, the EA-18G 
GROWLER aircraft integration prime contractor.

The system will address emerging advanced threats and 
increased threat density using the latest Active Electronically 
Scanned Array (AESA), digital, and software-based technolo-
gies, officials say. 

Navy signs $142 million contract for tactical 
combat-training system
The U.S. Navy has signed a contract worth $142 million with 
Leonardo DRS and Rockwell Collins to develop its Tactical 
Combat Training System Increment II (TCTS Inc. II). The ini-
tial contract sets out the development of an airborne, ground, 
and ship-based encrypted training capability that will inte-
grate with already-fielded equipment and combat systems to 
support the training of U.S. Navy and Marine Corps aviation 
forces. The initial development program includes options for 
low-rate and full-rate production.

The objective of the TCTS Inc. II program is to provide the 
first certified, multilevel security (MLS) training equipment 
packaged in both airborne and ground equipment, which 
will enable tethered and autonomous operations. MLS will be 
interoperable between combinations of 5th-generation and 
4th-generation aircraft, which are used for training in a simu-
lated, high-threat combat environment.

The MLS uses the existing training range frequency spec-
trum for enhanced live-player training fidelity and to increase 
the number of players able to participate in Live, Virtual and 
Constructive (LVC) aircraft training. 

DEFENSE TECH WIRE
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the company’s long-term strategic plan for the electronic warfare (EW) market. I also 
manage technology investment planning as well as development of new pursuits and 
capabilities that Harris can bring to the warfighter. 

MIL-EMBEDDED: What factors drive signal-processing requirements in military 
EW applications?

NIGARA: There are multiple factors. The first is just that the absolute rate at which 
the density in signals in the environment is increasing. More and more every day, there 
are new signals – whether commercial or military – that are clogging up the spectrum 
that we have to operate within. It’s getting increasingly more difficult to find even 
pockets of the spectrum that used to be dedicated for military-use only, but now are 
being either re-allocated or in some cases actually sold off to commercial applications, 
so there is no empty space within the spectrum. That’s one of the challenges that we 
face as an industry. 

Another factor is the rate at which technology is advancing. Many of these capabili-
ties, that once were limited in their applicability to only military-type applications, are 
becoming more and more commercially available. Another challenge – one that has 
always been the case for EW and goes along with the electromagnetic spectrum 
density problems – is that for EW, the timeliness of our operations within the spec-
trum is absolutely critical. One of the things that drives signal processing to be on 
the bleeding edge is the fact that nearly all our systems have to operate in real time. 
They have to make decisions autonomously with very little to no delay. These reduced 
latency demands force system designs to embrace state-of-the-art signal processing 
to rapidly analyze the environment and decide what to do.

The diversity of signals within 
the electromagnetic spectrum, the 
re-allocation of signals, and sharing 
between the commercial and military 
world has presented a myriad of 
technological hurdles for engineers 
to overcome. Anthony Nigara, 
Director of the Electronic Warfare 
Mission Solutions sector at Harris 
Corp., discusses these challenges 
as well as potential solutions to give 
warfighters a strategic edge in a 
multidomain battle. 

MIL-EMBEDDED: Please provide a 
brief description of your responsibilities 
at Harris and your group’s role within 
the company.

NIGARA: My primary responsibilities 
as the Business Area Director are day-
to-day execution of the programs within 
the business and my portfolio, as well as 

Electronic  
warfare 
challenges in 
a multidomain 
battle
By Mariana Iriarte, Associate Editor

Anthony  
Nigara

EXECUTIVE INTERVIEW
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MIL-EMBEDDED: What types of 
requirements are driving military EW  
signal-processing applications?

NIGARA: The requirements regarding 
the signals and signal types that we 
have to handle continuously evolve; we 
never see anything removed from this 
list. It’s always growing. You always have 
to handle all of the legacy, plus any new 
technology, which tends to put stress on 
system designs because you have to be 

constantly backwards-compatible with every possible type of signal. As the spectrum 
broadens, the points at where it starts, where it ends, and which area we need to 
operate in are constantly being challenged. 

As the electromagnetic spectrum becomes more and more densely populated with 
signals, this tends to stress not only the signal processing, but also data management. 
In other words, what do you do with all that information? There are storage limitations 
as well, so where do you keep this information? Do you keep it onboard the platform 
or within the system, or do you ship it somewhere else via communication links? 
It’s stressing many pieces, not just the EW systems.

MIL-EMBEDDED: EW and unmanned systems are playing a role in a multidomain 
platform; how is Harris’ technology addressing the challenges of size, weight, and 
power (SWaP) in this arena? 

NIGARA: It’s really a paradigm shift for us and for the industry, because we were able 
to take more of our traditionally sized products and really shrink them down into a full 
system that fits in the palm of your hand. For unmanned aerial systems (UASs), Harris 
offers its Disruptor SRX product line, which is a small-form-factor EW system. 

MIL-EMBEDDED: How is “software-defined” technology solving the current 
challenges?

NIGARA: Software-defined enables us to close the gap between changes in what 
the adversary is doing within the spectrum and our reaction to those changes. That’s 
where software-defined signal processing and software-defined EW systems come 
into play because we can do upgrades in near-real-time. This ability enables us to 
rapidly and efficiently redeploy capabilities to existing hardware that’s already out in 
the fleet and in operational use. 

At Harris we tend to structure our EW systems in a modular way so that from a hard-
ware, software, and system perspective, we can compartmentalize various functions. 
For example, we can upgrade one algorithm without affecting the rest of the system. 
This approach enables us to rapidly deploy that change to the field.

MIL-EMBEDDED: Are there any challenges remaining when using  
software-defined technology? 

NIGARA: It’s a constantly evolving field with challenges still emerging within the 
electro magnetic spectrum. At some point, no matter how forward-looking you try to 
be, you’re going to hit the limits of the physical hardware – whether it’s the processing 
or the memory or something in a deployed system. By continuing to upgrade and 
make every possible enhancement to a given system, we extend that lifetime as long 
as absolutely possible. That said, there will still come a time when you have to swap 
out a processor or other component.

The key to that is staying modular and we bring that through all of our product lines 
such as the Disruptor, which has a design that separates out the RF sensor processing 
from the digital subsystem, enabling users to upgrade the digital portion without 
replacing the entire system. Even from a hardware perspective it’s modular in design. 
The end goal is to be able to easily upgrade the hardware without replacing the 
entire system.     MES

Anthony Nigara is a subject-matter expert in the management and development 
of advanced electronic warfare systems for a variety of U.S. Department of Defense, 
intelligence, and other customers requiring advanced electronic warfare capabilities. 
These systems span the entire spectrum of technology readiness from initial concept 
and algorithm development to rapid system prototyping and testing, system 
maturation, production, and sustainment.

Figure 1  |  The Harris’ Disruptor 
SRx system enables multifunctional 
capability for electronic warfare 
applications. Photo courtesy of 
Harris Corp.

›
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Dominance of the electromagnetic spec- 
trum is a multifaceted technique, primarily  
used today by the military to improve 
the ability to sense and understand the 
surrounding environment and to char-
acterize how adversaries are using the 
spectrum – where they’re located, what  
types of signals they’re using, why they’re  
using them. 

Are our adversaries using the spectrum 
to communicate or using a radar to 
sense what we’re doing? Is a jamming 
signal attempting to disrupt our ability 
to use the spectrum? These are just a 
few of the common questions the ability 
to sense the environment can answer.

“From an intelligence, surveillance, and 
reconnaissance (ISR) perspective, there 
are three key elements to spectrum 
dominance: the ability to use the spec-
trum as necessary, denying other actors 
the ability to use the spectrum, and to 
understand at any given time what’s 
transpiring within the spectrum,” says 

Mike Mabry, who works within the Chief Engineers Organization under Lockheed 
Martin’s C4ISR [command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance] group.

Adversaries’ capabilities are increasing, which “ultimately drives how much we 
engage with the spectrum,” Mabry adds. “We try to understand the capabilities out 
there so that we can figure out what we need to deal with to maintain the position 
of spectral dominance.”

Spectrum dominance is “driven by the fact that everything we do is based on lever-
aging networked sensors and communications to share information across the battle - 
space,” says Josh Niedzwiecki, director of Adaptive Sensors for BAE Systems.

“We need precision navigation and timing information for precise engagements of tar-
gets, high-fidelity data exchange, and communication so that we can share situational 
awareness across the battlespace,” Niedzwiecki says.

Situational awareness “is a very difficult problem,” Mabry acknowledges. “It’s critical 
to understand what’s going on within the environment, especially now that capabilities 
are starting to merge both physically as well as operationally. For example, if you’re 
trying to mix both communications and potentially collections operations onboard a 
single platform, or even use the same antenna infrastructure and they leverage the same 
radio-frequency (RF) distribution, it adds a level of complexity. To achieve exquisite per-
formance, you need capabilities across the full envelope of operational regimes. Doing 
this while operating on platforms along with other systems that need to operate to keep 
the system afloat or airborne is a big challenge.”

Paradigm shifts 
underway for 
electromagnetic 
spectrum 
dominance
By Sally Cole, Senior Editor 

The electromagnetic spectrum is 
no longer primarily just a means for 
the military to communicate or sense 
the environment – it’s becoming 
 a full-on warfare maneuver space.

ENABLING SPECTRUM 
DOMINANCE

Special Report
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“Reprogramming my signal that I’m 
using to communicate or operate in real 
time means that the traditional para-
digm is shifting.” 

What does that mean? “In the past, you 
may have learned that an adversary uses 
a particular command-and-control com-
munications waveform and radio archi-
tecture,” Niedzwiecki explains. “And 
because those were purpose-built elec-
tronics, the signals you observed didn’t 
change for many years … so you could 
use the awareness the first time you saw 
the signal, and go back into the lab and 
build techniques to operate either to 
detect and locate that signal or do elec-
tronic warfare (EW) against it.”

But this is a painstakingly slow pro-
cess that can take months, or even 
years. “In the past, it was okay because 
those assets were proliferated over 
many years – sometimes a decade,” 
Niedzwiecki continues. “Now, with SDR 
reprogrammable systems, waveforms 
can change instantly – in a matter of sec-
onds or minutes. This is driving a need 
for our signals intelligence (SIGINT) and 
spectrum awareness sensors to become 
much more adaptive – to identify sig-
nals they haven’t seen before and char-
acterize them on the fly. For electronic 
warfare, you want to be able to react to 
those signals on the fly.”

Electromagnetic spectrum as a warfare maneuver space
The whole netcentric warfare concept is “driving the way we fight, and our adversaries 
are becoming more savvy about the proliferation of RF technology,” Niedzwiecki says. 
“It’s making it much easier for even asymmetric adversaries to easily build capability 
to deny your use of that spectrum and to clutter it with devices.” 

For example, you can easily go buy a software-defined radio (SDR) on the Internet and 
then very quickly program up a transmit waveform to jam the electromagnetic spec-
trum, at a cost of only a few thousand dollars. “This landscape is driving a need to look 
at the electromagnetic spectrum differently than we have in the past,” Niedzwiecki 
continues. “It’s not just a means to communicate and sense the environment – we 
actually need to learn how to fight within this environment.”

The Pentagon has been talking about making the electromagnetic spectrum another 
warfare maneuver space, along with the usual arenas of land, sea, and air. “One of the 
challenges is that with the growth of the telecom industry, there are a lot of devices 
using that radio spectrum and cluttering it with signals,” Niedzwiecki adds. “So we’d 
need to coordinate among all of the blue force assets [a term used to denote friendly 
forces] in-theater to operate within that fixed set of radio spectrum. Our adversaries 
are also using the spectrum, as well as other ‘gray users,’ including entities such as 
commercial infrastructures, cellular infrastructures, Wi-Fi, and all of the other stuff 
going on within the spectrum.”

Software-defined systems
There’s a real concern that as technology advances within the commercial sector, 
“software-defined systems are becoming much more prevalent,” Niedzwiecki says. 

“... WITH SDR 

REPROGRAMMABLE SYSTEMS, 

WAVE FORMS CAN CHANGE 

INSTANTLY – IN A MATTER 

OF SECONDS OR MINUTES. 

THIS IS DRIVING A NEED FOR 

OUR SIGNALS INTELLIGENCE 

AND SPECTRUM AWARENESS 

SENSORS TO BECOME MUCH 

MORE ADAPTIVE – TO IDENTIFY 

SIGNALS THEY HAVEN’T SEEN 

BEFORE AND CHARACTERIZE 

THEM ON THE FLY.”  

– JOSH NIEDZWIECKI, BAE SYSTEMS
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So BAE Systems’ sensors and systems are becoming more software-programmable by 
leveraging a software-defined RF sensor architecture. “Software-programmable means 
that we can reprogram our techniques on the fly, just like adversaries. It’s also driving 
us within the SIGINT space to develop open architecture systems,” Niedzwiecki notes 
(Figure 1).

What does this involve? “We use COTS [commercial off-the-shelf] processing compo-
nents, general-purpose computer processors, as well as field-programmable gate arrays 
(FPGAs) that are programmable parts to create an environment in which BAE Systems 
or other companies can write applications or techniques that operate on different sig-
nals,” Niedzwiecki says. “And they can quickly and rapidly integrate them into that 
architecture. The government is pushing for this, so we’re operating in an environment 
that leverages software-defined, open architecture, and a COTS hardware baseline.”

Lockheed Martin is also embracing COTS solutions: “We lean heavily toward lever-
aging commercial technology, when appropriate,” notes Maybry. “Sometimes com-
mercial technology can be adapted to ruggedized environments, but we need to buy 
into a longer-term perspective and really understand the technology-refresh roadmap 
that goes along with it.” 

Multiple operating systems on a device
Another approach to attempt to keep pace with the rapidly evolving threat is to 
enable multiple operating systems on those devices. “Think of it as a cellphone that 
can simultaneously operate Apple’s iOS and Google’s Android at the same time,” 
Niedzwiecki says.

Why is this important? “If you look across the entire defense and intelligence infra-
structure, many investments are being made to develop techniques to operate against 
different signal types within ‘government-defined frameworks’ or operating systems,” 
Niedzwiecki says. “Today, most of the sensors being deployed use different com-
panies’ proprietary frameworks. If a new signal comes up, and another part of the 
defense community already has a technique for that signal, you still have to spend 
development dollars and time – months to a year – to integrate that capability into 
your existing deployed sensor.”

A framework with multiple operating systems running simultaneously makes it 
 possible to “leverage all existing techniques and integrate them into the sensor when 
the  mission requires it,” Niedzwiecki adds.

Next-gen tech
Machine learning and artificial intelli-
gence, as well as RF convergence, are 
among the future-looking technology 
thrusts for spectrum dominance. 

“Within the commercial sector, compa-
nies like Google and Facebook – with 
big data analytics – are pouring R&D 
[research & development] into artificial 
intelligence. Now, the defense com-
munity is starting to leverage it heavily 
and investing in R&D as well, because 
it ties into the Third Offset Strategy of 
leveraging the next generation of tech-
nology to enable an advantage over 
adversaries,” Niedzwiecki says. “We’re 
executing a wide range of programs 
within the SIGINT, communications, and 
EW spaces to leverage machine learning 
and artificial intelligence to enable our 
sensors to be smarter and to charac-
terize the environment and see things 
that we haven’t seen before. And to be 
able to adapt automatically and operate 
against new signals – on the fly.” 

Artificial intelligence is being explored in 
a range of ways for spectrum dominance. 
“It’s a piece to this puzzle around big 
data analytics,” Niedzwiecki points out. 
“How do I take all of my sensors’ views 
of the environment and look at data 
over days or weeks to start to identify 
patterns of an adversary, and then use it 
to predict future behavior or activities? 
Another dimension, the one my team 
is specifically much more focused on, 

Figure 1  |  An introduction to electronic warfare. Photo courtesy of BAE Systems.›
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is leveraging artificial intelligence very 
close to and within the sensor so that 
while you’re collecting the data, using 
your observation of the signal environ-
ment to very rapidly change what you’re 
looking at, how you’re looking at it – 
you’re changing frequency and band-
width, and the direction of where you’re 
looking much more rapidly, just given 
the signal environment. So that’s where 
we’re applying artificial intelligence 
within the sensor to close the loop on 
the platform and optimize resources in 
real time.” 

RF convergence is another key emerg- 
ing next-gen technology. “A software-
defined sensor platform’s architecture 
is common whether I’m doing SIGINT 
to characterize the radio spectrum, or 
using a radio to communicate on that 
spectrum, or doing electronic warfare to 
disrupt an adversary’s use of that spec-
trum,” Niedzwiecki explains. “All three 
of these functions leverage a very similar 
architecture, so there’s now a push in 
the industry to converge them. Instead 
of your unmanned aerial vehicle (UAV) 
having a dedicated radio device, a dedi-
cated signals intelligence sensor, and 
a dedicated electronic warfare sensor, 
there’s a desire to converge those into a 
common hardware set to allow you to do 
multiple functions simultaneously. These 
functions can then be better integrated 
with each other and reduce the overall 
size, weight, and power (SWaP) required 
on a tactical platform.” 

Lockheed Martin is also responding to 
a desire to converge capabilities and to 
become more adaptable “in the form 
of radar, intelligence, and communica-
tions functions, all within one system,” 
Mabry says. “Systems need the ability 
to respond and adapt. We’re evaluating 
this right now to see how it impacts ISR 
operations. There’s also a need to sub-
sequently coordinate all of this evolving 
and adapting capability. Cognitive pro-
cessing is starting to make an impact, 
as targets and the environment become 
more complex, so we’re exploring how 
applying machine learning can help us 
deal with the complexity of needing to 
do all of these functions simultaneously 
and all blended together.”

Existing commodity hardware and soft-
ware capabilities “are providing some 

of the requisite building blocks for assembling these integrated capabilities, Mabry  
adds. “It’s absolutely playing a role in current ISR technologies.” 

Challenge: Rapidly evolving threat signals
How is spectral dominance being used today? While Niedzwiecki can’t discuss  specific 
examples, he acknowledges that – in general within the tactical SIGINT realm –  
systems can only handle a fixed number of signals, which are defined in the spec. 

“Today, if we’re in-theatre and see a new signal type, we need to go back to the lab 
and build a purpose-built set of hardware specifically designed to address that signal,” 
he explains. “It can take months to two years to develop, integrate, test, and mature 
that technology. Sometimes it gets deployed in a Navy application as a roll-on piece of 
equipment that goes on the ship, or as a roll-on box that goes in an Air Force platform. 
Operationally, this approach is becoming less and less acceptable because of threat   
signals’ rapidly evolving pace and because threat signals are changing. It’s one of the chal-
lenges that some of this next-generation capability is targeted at mitigating.”       MES
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pixels and higher resolution, leads to a larger quantity of data that these  systems need 
to handle.  

How to properly handle this increasing amount of information and make it effective 
is an important consideration in critical object detection, classification, and threat 
assessment throughout military and defense applications.  

As data requirements grow, critical questions regarding the ability of embedded 
 systems to quickly and efficiently process the information, and then properly identify 
objects, come into play (Figure 1): 

 › Objects are often partially obscured or occluded from visual imaging, 
both on purpose and unintentionally – how does a system “fill in the blanks” 
to ensure that it can accurately classify an image and make the correct threat 
determination?

 › Environmental factors, such as fog, rain, and adverse lighting 
(such as at dusk or with a lens bloom) can affect image recognition – how does 
a system counteract these unavoidable situations to ensure images are being  
registered appropriately?

GPGPUs used in vision systems have evolved for use in embedded systems that can operate as the brain does, making “neural” 
connections that apply learned inferences to image recognition and data-processing requirements. Photo courtesy Aitech.

Mundane process or not, managing 
data in military environments is not an 
exercise to be taken lightly. Thankfully, 
computing technology has taken over 
the heavy lifting of this security task. 
However, the increased use of displays 
and electronics has created a unique sit-
uation that could actually impair the sys-
tem’s ability to perform the needed data 
computation in a timely and safe fashion.

Better images mean more data
From situational displays to tactical 
ones, the number of panels being used 
in military and defense applications is 
growing exponentially. This equates to 
more data and images that need to be 
managed. Not only that, the increasing  
quality of images, which translates to more  

The evolving 
role of GPGPUs in 
critical military 
intelligence 
By Doug Patterson

For office workers, staring at 
a screen for hours a day can seem 
mundane, creating a feeling of 
tiredness or boredom. They escape 
by taking a break, walking away, 
and coming back in a few minutes 
after resting their eyes. Think that 
would fly in a military surveillance 
environment, where personnel must 
continually scan images to identify 
potential threats or persons of 
interest? Definitely not.

ENABLING SPECTRUM 
DOMINANCE
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 › Enemy combatants (or, conversely, 
pedestrians) can be improperly 
classified if data is slow or of a 
low quality – how can a system 
confidently auto-identify persons of 
interest and recommend suggested 
actions?

The struggle to balance processing
The computing systems of today are 
struggling to keep up with the growing 
amounts of data that needs to be pro-
cessed, while still making accurate con-
nections between images, threats, and 
classifications.  

At the heart of the system is the CPU, 
whose cores are being overburdened  
with running at a very high rate to process   

Figure 1  |  Proper identification of enemy combatants relies on critical data processing 
that can discern images and recognize hidden objects, even in adverse lighting conditions. 
Photo courtesy Aitech.
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image data while performing task- 
oriented functions. The constant increase 
in applications and features just keeps 
adding to the CPU load. The local cache 
and main memory are pushed to the 
limit, with a critical bottleneck looming 
within the embedded system.  

This reality means that systems are lim-
iting computing power and being forced 
to use lower resolution images as well 
as lower frame-rate cameras. Instead 
of employing best-in-class electronics, 
designers are dumbing down the sensors,  
pulling back on functionality through- 
out the system or even making data 
inputs smaller to keep up with the com-
pute environment and avoid overloading  
the system.

These should not be areas of compro-
mise, since lower quality of images and 
fewer frames per second typically lead 
to inaccurate identification and classifica-
tion of objects. Threats that could have 
been easily identified using better-quality 
images may go undetected. These limita-
tions mean a slower response and infor-
mation that is not in real time.  

Do we need to compromise?
GPUs that have been adopted from 
the graphics-intense gaming industry 
have proven to be an integral method 
of offloading the high data- and image-
processing requirements of today’s 
military systems. They balance system 
requirements and free up the CPU to 
perform operational functions, instead 
of processing all data points that come 
through the system.

Even though they have been around for a 
while, GPUs are just now gaining traction 
in many practical military applications 
that use modern, rugged embedded sys-
tems, especially with the growing need 
for real-time situational awareness on the 
battlefield. To understand why GPUs are 
finally being considered in military appli-
cations, let’s think about older display 
technologies.  

If a diagonal line was drawn, and was 
pixelated, the system blurred the line to 
straighten it, but that used a significant 
amount of CPU time. For example, image  

gradients and shading are being handled by the GPU instead of the system’s CPU. 
The GPU handles this processing in the background, thereby freeing up the CPU to 
handle operational tasks and balancing the overall system load.  

Differences in processing function
A CPU is structured with a few complex cores and uses serial processing, whereas 
the GPU uses parallel processing and many, many smaller cores (numbering in the 
hundreds) that can be rearchitected to process multiple data elements simultaneously. 
There is no bottleneck.

If we are using only a CPU as the main computing engine, eventually it will choke.  
By pushing some of the computation-intensive portions of an application to the GPU, 
while the rest run on the CPU, system load is far more balanced.

Because it has evolved into an extremely flexible and powerful processor the GPU is 
capable of handling certain processes faster than the CPU due to:

 › Programmability
 › Precision (floating-point operations)
 › Performance – numerous, smaller cores to process parallel workloads

In the computer industry, GPUs are used not only for graphics rendering but also in 
game physics calculations (physical effects such as debris, smoke, fire, and fluids). This 
model has also been used to accelerate nongraphical applications in computational 
applications that use mathematical algorithms.

CUDA (Compute Unified Device Architecture) is a parallel computing platform and 
application programming interface (API) model created by NVIDIA that addresses 

Figure 2  |  Example of the CUDA processing flow. Graphic courtesy of Aitech/Tosaka – 
CC by 3.0›
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complex computing problems. (Figure 2.) So, the faster the CPU and GPU work in 
tandem, the better the computing performance. 

It enables software developers to use a CUDA-enabled GPU for general-purpose   
processing – an approach known as GPGPU [for “general-purpose graphics 
 processing unit].

These rugged GPGPU systems used for military applications are packing high power-
to-performance ratios into compact, rugged form factors that can offer as much as 
1 TFLOP of processing with only a 7.5 W draw, in some instances. One example: 
Aitech’s next generation A176 combines NVIDIA’s Jetson TX2 along with a number 
of I/O options and an internal SATA SSD with secure/quick erase that is aimed at  
in-the-field, in-flight, and on-the-move military applications (Figure 3).

Deep learning and neural networks
The evolution of using GPGPUs in military applications takes the form of deep learning, 
of which CUDA is an integral part. Specifically, deep learning helps the embedded 
system operate as the brain does, making “neural” connections that apply learned 
inferences to image recognition and data-processing requirements. The decisions the 
system makes are based on learned actions developed over time, where various inputs 
have been prioritized and fed into the system, much like neurons prioritize information 
fed into a human brain.  

In essence, the system can self-adapt to proceed in logical steps that help increase 
object recognition and threat detection.

GPGPUs offer the user many advantages, from handling increased graphics output to 
operating as DSP engines, taking on the cumbersome task of image characterization 
as well as identification. This continuous learning process provides a solid output for 
the system to act on. The system thinks: Have we identified a friend or foe, and what 
actions need to be taken?

Working like the brain, this type of processing uses sophisticated pattern recogni-
tion in a multilayered, neural network approach. It enhances system intelligence and 
 efficiency by allowing images to be identified more easily, while assigning context to 
the image itself for an even deeper understanding.

Take an image of car, for example: The computer processes what it understands, then 
parses the information down and looks for known patterns.  

As it works through the computations, it rearranges data and then weights each attri-
bute based on importance, so it can identify the image, whittling down the options 
using learned decisions. Each node in the system looks at multiple inputs and feeds 
its own output to several other nodes:

1. A car rides on the ground, therefore this is not an aircraft (image in context).
2. A car has four wheels, therefore this is not a motorcycle or tank 

(pattern recognition).
3. A car has a closed structure, therefore it is not a truck (discerning specific 

attributes).
4. And so on, until the system identifies the make, model, and even color of 

the vehicle.

Figure 3  |  Compact, high-performance, 
rugged GPGPU systems are providing 
increased intelligence to military 
personnel for situational awareness on 
the battlefield.

›

The key: The learned intelligence the 
system gains from the exceptional pro-
cessing speed enabled by the GPGPU.

Recognizing what’s to come
As military applications use more dis-
plays, and those displays provide more 
data, which is then continually fed into 
embedded systems, the need to properly 
manage this information is only going  
to increase.  

Today’s military services are demanding 
the highest performance in rugged 
systems. Multicore GPGPU systems fit 
this model with higher data-processing 
capabilities, a parallel computing archi-
tecture, and better handling of complex 
computations that provide increased 
system intelligence for more intuitive 
feedback.    MES
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SPECIFICALLY, DEEP LEARNING HELPS THE EMBEDDED SYSTEM 
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In May, Inmarsat – a global telecommunications company – launched its fourth Global 
Xpress satellite. The launch was accomplished via a “Falcon 9 rocket from the historic 
Launch Pad 39A at NASA’s Kennedy Space Center in Florida; SpaceX launched the 
Boeing-built Inmarsat-5 F4 (F4) to add further capacity and coverage to the Global 
Xpress network, as well as in-orbit redundancy,” Cowen-Hirsch says. 

What the Inmarsat-5 satellites provide is communications coverage through fixed and 
steerable beams. As the demand for coverage surges, those beams can be adjusted 
in real time. Boeing and Inmarsat teamed up to provide military Ka-band and com-
mercial Global Xpress services to the U.S. government, according to a statement 
released by Boeing. 

With the Boeing/Inmarsat partnership, the Inmarsat-5 satellites will enable users’ 
capabilities that include “secure voice and high-speed communications applications 
between land, sea and air services, and multinational coalitions,” according to Boeing.

What Global Xpress ensures is the “the maximum rate of portability and availability 
possible in Ka-band. When combined in a hybrid network with Inmarsat L-band, 
Broadband Global Area Network (BGAN), it delivers signal resilience and frequency 
diversity to support even extreme situations, such as adverse sea conditions.” The 
goal, according to Inmarsat: “to take advantage of both Ka-band and L-band to get 
critical information through.” (See Figure 1).

Whether it’s on the move or at military base, warfighters “need to be able to have the 
same degree of capability and that’s for all types of operation,” Cowen-Hirsch says. 
This is because military operations can be unpredictable and “they really need global 
connection. They need to be able to have, whether it’s a training in [the] CONUS  

Today’s warfighters on the move and in 
the field must be able to count on their 
communications tools; the same as if 
they were at home base or some other 
fixed position. 

“Military users have to access the same 
degree of capability on the move as 
they would if they were stationary, for 
all operational stages,” says Rebecca 
Cowen-Hirsch, Senior Vice President 
of Government Strategy and Policy for 
Inmarsat’s U. S. Government Business 
Unit in Washington, D.C. 

When it comes to military communica-
tions the reality is that users “can no 
longer count on predetermined areas 
or fixed locations, not with the present 
demands of – for instance – airborne 
intelligence, surveillance, and recon-
naissance (AISR) missions, both manned 
and unmanned,” she adds. Knowing that 
they can be deployed at a moment’s 
notice, “mobility is a capability that is 
very important in the design of satellite 
communications.” 

Secure satellite 
communications 
for warfighters 
on the move
By Mariana Iriarte, Associate Editor

Mobility, beyond-line-of-sight 
(BLOS) capability, and data security 
requirements drive military satellite 
communications development 
today. Enabling these capabilities 
will provide warfighters with reliable 
and consistent communications 
throughout a mission, whether 
stationary or mobile. 

Inmarsat-5 F4 launches into space on May 15, 2017 from the  
Kennedy Space Center aboard a SpaceX Falcon 9 rocket. Photo courtesy of SpaceX.
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[continental United States] or a mission in 
the middle of the Pacific at sea, or whether 
it’s traversing from across the Atlantic into 
Central Command Area of Responsibility, 
they need to be able to have that global 
connection and capability.”

BLOS communications connectivity 
is key 
Military operations and missions are 
notoriously unpredictable, so companies 
like Inmarsat and Boeing plan ahead to 
mitigate any loss of connectivity and 
retain reliability, especially when dealing 
with BLOS operations. 

BLOS operations “demand both ubiq-
uitous and uniform coverage,” Cowen-
Hirsch says. “For example, when users 
take off in one location and fly across 
ten different consecutive spot beams in 
our system, they will not lose connec-
tivity, and they will not have to manually 
relocate their antenna-pointing. This is 
done autonomously, so that the system 
automatically and seamlessly traverses 
through the spot beams.”

Figure 1  |  Inmarsat Global Xpress is interoperable with military satellite communications. Image courtesy of Inmarsat.›
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For the president of the United States, 
BLOS communications will enable 
communications with leaders around 
the world. In 2014, Raytheon won the 
contract that started the ball rolling 
on that capability. The U.S. Air Force 
Life Cycle Management Center/ 
HNSK at Hanscom Air Force Base in 
Massachusetts is the contracting activity 
for the Family of Advanced Beyond 
Line-Of-Sight Terminal (FAB-T) pro-
gram, according to information from  
Raytheon. FAB-T delivers secure, airborne  
communications. 

In 2015, the FAB-T program achieved 
Milestone C and engineers proceeded 
with the low-rate initial production 
of communication terminals for the 
program. Under contract, Raytheon 
engineers are producing airborne and 
ground terminal variants. In a statement 
released by Raytheon, officials explained 
the terminals provide “access to and 
command and control communication 
links to the Advanced Extremely High 
Frequency (AEHF) satellite communica-
tions system.”

BLOS communications for Inmarsat fall  
into the company’s SATCOM solution, 
which “enables you the ubiquity of cov-
erage,” Cowen-Hirsch notes. The way  
Inmarsat approaches BLOS with “Global 
Xpress spot beam architecture that sup - 
ports a  uniform distribution of power 
allows for consistent, uninterrupted con-
nectivity anywhere around the world.  
Our ‘SATCOM as a Service’ capability  
delivers guaranteed data rates to satisfy  
mission requirements at a moment’s 
notice. With solid Service Level Agree-
ments (SLA) and Committed Information 
Rates (CIR), users get what they ask for, 
and the quality of the acquired service 
is assured.”

In the past, “Some historical broadcast 
fixed satellite services that have ade-
quately responded to prior needs by 
supplying available bandwidth leased 
on a regional basis,” Cowen-Hirsch 
explains. However, the military needs on-
demand access and a reliable network. 
Inmarsat’s technology can allow users 
to “strategically leverage complemen-
tary commercial satellite communication 

capability. This boosts the effectiveness, flexibility and redundancy of military satellite 
communication (MILSATCOM) systems for dynamic and global unmanned missions. 
This advanced capability is in contrast to broadcast-centric fixed transponder leases 
that require precommitment from agencies to acquire large amounts of bandwidth in 
a piecemeal approach and forces them to ‘guess’ as to how much bandwidth they will 
need and over which region.”

Mobile User Objective System (MUOS) satellites 
In April 2017, users saw the fifth Lockheed Martin-built MUOS satellite operational 
and delivering BLOS communications for troops. These satellites also enabled com-
munications for legacy ultra-high-frequency (UHF) radios. (See Figure 2).

The Navy has been looking to replace legacy systems and make the network 
16  times faster, with the service’s Program Executive Office for Space Systems and 
its Communications Satellite Program Office heading the program in San Diego. At 
Lockheed Martin’s Sunnyvale, California, facility, engineers have been working to test 
and assemble all five MUOS satellites that are now on-orbit. 

The system delivers narrowband communications, according to information from 
Lockheed Martin. Two payloads onboard the satellites support the Wideband Code 
Division Multiple Access (WCDMA) waveform capabilities as well as the UHF satellite 
communications system. 

On the ground, General Dynamics – under contract with Lockheed Martin – leads the 
ground segment of the system with four ground station facilities around the world. 
Each station is equipped with freestanding antennas that receive radio “calls” that are 
sent through the MUOS satellites, according to General Dynamics. 

Figure 2  |  MUOS-5 is the final satellite that completes the U.S. Navy’s network 
of orbiting satellites and relay ground stations for mobile military forces. Photo courtesy of 
Lockheed Martin.

›

Mil Tech Trends SECURE SATELLITE COMMUNICATIONS

22   June 2017      MILITARY EMBEDDED SYSTEMS www.mil-embedded.com

http://www.mil-embedded.com


Representatives of the Army Forces 
Strategic Command and the Navy worked 
together to configure two of MUOS-5 
communication payloads, thereby pro-
viding additional support for the Navy’s 
legacy UHF satellite communications 
 mission, according to General Dynamics. 
The collaboration provides narrowband 
UHF communications for the military. 

The whole point is to provide uninter-
rupted connectivity and support new 
WCDMA waveform capabilities, as well 
as its legacy UFH satellite communica-
tion counterpart, says Mark Woempner, 
director of Narrowband Communications 
Systems at Lockheed Martin, in a state-
ment released by Lockheed Martin. 

While the MUOS network is not fully 
operational yet, according to a release 
by Lockheed Martin, the company says 
that once it is functional users will be 
able to handle more than 10 times the 
communications capacity of its legacy 
system that it is replacing. The fifth 
MUOS satellite is currently in transition 
after completing its post-launch trials 
earlier this year. 

The satellite “completed orbit raising 
and successfully deployed its solar 
arrays and antennas for mission opera-
tions on October 30, 2016,” according 
to Lockheed Martin. This was the same  
satellite that had experienced an 
anomaly during its orbit raising in June 
2016; despite this initial difficulty, how-
ever, Navy and Lockheed Martin engi-
neers were able to isolate the issue and 
“deliver MUOS to operational orbit 
using alternative propulsion.”

Security of highest importance
Underpinning all of this data communi-
cation is the expectation of the highest 
levels of security. “The security elements  
of bandwidth demands are the same, 
whether it’s a narrow-band data rate 
requirement or a high-throughput capa- 
bility for wideband applications,” Cowen- 
Hirsch says. “Either way, we take the 
same defense-in-depth approach and 
we design that into our system.”

For the warfighter, having secure com-
munications while on the move to not 

just ensure their safety, but also enable communications without interference, loss of 
service, and high throughput information – wherever they may be – is crucial. 

The challenge to strengthen security capabilities to enable secure satellite commu-
nications will continue: “We are constantly evolving in advance or in anticipation of 
any particular threat,” Cowen-Hirsch says. “Given the unique, geographically based 
military challenges of the modern age, users seek protected tactical waveforms (PTW) 
[waveforms designed with frequency-hopping spread spectrum (FHSS) to provide 
greater antijamming capability].” 

Inmarsat continues to invest in new capabilities built to augment MILSATCOM with 
broader protection and more antijam (A/J) resistance, and to enhance diversity, 
 resilience, and protection, she adds.     MES
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the need for robust technologies often conflicts with the need for performance. New 
technologies can provide opportunities for great success and for spectacular failure. 
This last point is especially true if new features within the devices are not well under-
stood, or if the automatic features of design tools trap the unwary. 

In general, radiation effects can be placed into two broad categories. Wear-out caused 
by total ionizing dose (TID) takes place gradually over the course of a mission as a 
part repeatedly encounters particles that ionize the semiconductor material. In more 
complex integrated circuits such as memories and microprocessors, changes at the 
transistor level turn into functional failures when increased propagation delay, reduced 
drive strength, or an inability of a digital device to switch state makes a part inoper-
able. Single-event effects (SEE) occur when a single, highly ionizing particle inter-
acts with a semiconductor. The resultant charge reorganization can last somewhere 
between a few nanoseconds and a few microseconds with effects that vary from small, 
benign transients, to catastrophic failure of the device. 

At geosynchronous orbits, SEE are usually initiated by galactic cosmic rays that have 
traveled for light years to cause problems in your parts. While within the earth’s mag-
netic field, SEE are caused primarily by protons that undergo a nuclear reaction with 
the silicon making up the semiconductor to create the daughter products that leave 
the damaging ionization track.

Frequently, the problem of radiation effects has been mitigated through the use 
of radiation-hardened (RH) parts. The rapid development of the commercial semi-
conductor industry, however, makes it difficult for RH parts to keep pace with the 
higher memory densities and increased processing performance in commercial off-
the-shelf (COTS) parts. In many cases no RH equivalents are available. For these COTS 

High-performance computing 
in satellites requires the use of 
advanced, commercial off-the 
shelf (COTS) technologies in an 
environment that has previously been 
the domain of parts produced in 
rad-hard foundries. The challenges 
of this environment require careful 
implementation of both hardware 
and software techniques to pro- 
duce space assets with advanced 
capabilities and the operational 
reliability required by the warfighter.

Space is a difficult place to do business.  
While charged particles trapped in the 
Van Allen belts can produce dazzling  
aurora effects for earth-bound observers, 
degradation due to the natural radia-
tion environment can be a critical factor 
in determining the operational life of 
equipment used in commercial and 
military missions. Unfortunately, in the 
harsh radiation environments of space, 

Ensuring 
readiness of 
parts for space
By David Hansen

 The European Space Agency’s Gaia star-mapping satellite has a DDC/Maxwell space-qualified single-board 
computer aboard. Composite photo of Gaia courtesy of ESA/ATG medialab; background: ESO/S. Brunier
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cycle. Periodic resynchronization (scrub-
bing) purges latent errors by clearing the 
contents of all three processors. In the 
event of an error, the upset processor is 
disabled until it can be scrubbed. How- 
ever, the system continues to operate 
normally, because the voted output 
continues to be valid. By varying the 
scrub rate, the system upset-rate can be 
 tailored to the mission requirements. 

Both the volatile and nonvolatile memory 
are commercial devices protected by 
error correction codes. The SDRAM uses 
Reed-Solomon configured as 64 data 
bits and 32 check bits; this configuration 
detects and corrects any two-device fail-
ures. EEPROMs have historically shown 
immunity to SEU, and as a result the 
EEPROMs can operate with less robust 
ECC and are implemented with single-bit 
error correction. On the other hand, the 
EEPROMs have a lower TID tolerance 
and are packaged using DDC’s RadPak 
technology to shield the die and reduce 
the dose inside the package. 

A handful of rad-hard parts are used in 
select functions where the cost of devel-
oping solutions from commercial parts is 
too difficult or expensive to be practical. 
These functions include the 1553 inter-
face and the field-programmable gate 
array (FPGA). Because of their flexibility, 
FPGAs provide a fast route to devel-
oping rad-hard computing solutions. In 
the case of the SCS750, the flip-flops in 
the FPGA are TMR protected and used 
to support the voting circuitry for the 
processors and error correction for the 
memories (SDRAM and FLASH). 

The flash memory revolution
Flash memory is everywhere: mobile 
phones, automobiles, industrial robotics, 
and the list goes on. The reasons to pull 
flash memory into space missions are 
fairly obvious. Along with high-volume 
production comes the advantage of a 
sizeable industrial base producing highly 
reliable parts. With extremely high densi-
ties (several up to hundreds of Gb) flash 
NAND are appealing as mission enablers.

However, the additional capabilities 
do not come without a few additional 
quirks. Unlike older technologies like 

parts to be used, some level of radiation mitigation has to be considered that takes 
into account how the parts, the environment, and the protection will interact.

High-performance computing = high-capability missions
A variety of techniques and a mixture of COTS and RH parts can enable reliable com-
puting performance (Figure 1). At the heart of the single-board computer (SBC) are 
three Power PC processors arranged in a triple mode redundant architecture (TMR). 
Detection hardware compares each output from all three processors every clock 

Figure 1  |  A summary of mitigation techniques used in the SCS750.›
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SRAM, NAND devices are subject to bad bits naturally arising during normal operation 
conditions. Even in terrestrial environments, ECC is required to achieve good endur-
ance and retention characteristics. On Earth, single corrupted bits occur due to charge 
leakage in a memory cell; in space, however, the upset mechanisms are more diverse. 
Multiple-bit upsets and functional interrupts need to be taken into account. As always, 
though, the solution can be tailored to the mission. In gentler orbits, a robust ECC 
such as a BCH code can take care of the error rate, while in harsher environments the 
ECC code for errors may need to be combined with a TMR architecture (or redundant 
copies) to handle functional interrupts.

Like many COTS parts, flash memories are susceptible to TID degradation at doses 
well below those required for many missions. These effects are typically worse for 
multilevel cell (MLC) devices where multiple bits are stored in a single data cell and 

the tolerance to a threshold shift is much 
smaller. As a result, space designers tend 
to gravitate toward single-level cell (SLC) 
devices, which operate with significantly 
more margin. TID tolerance can vary sig-
nificantly depending on the feature size. 
In many cases, total dose effects may be 
mitigated by adding additional shielding 
to the device package. 

The new frontier
While military electronics no longer 
lead the market in innovation, different 
techniques have made it possible to use 
commercial parts in systems that require 
high reliability. One unexpected conse-
quence of this new reality is a change in 
qualification processes in recent years. 
In the past, all parts going to space 
were expected to be bulletproof; now, 
in contrast, designers have come to 
grips with the challenges of using com-
mercial parts. They’ve compensated 
for this shift by either using heavily 
redundant designs or mounting low-
cost, short-duration missions. A promi-
nent example of the heavily redundant 
approach comes from SpaceX, whose 
Dragon supply ship can lose an engine 
yet still successfully complete its mission. 
Moreover, the low-cost/short-duration 
category is typified by the advent of 
the CubeSat. In both cases, the new 
approach has opened the door for low-
cost, high performance missions, which 
promise exciting new capabilities and 
discoveries in the years to come.     MES
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Traditionally, satellite programs have been high-cost ventures with very low tolerance 
for risk. This is a direct consequence of the nature of geosynchronous (geo) satellites. 
These are large (typically 1,000 to 10,000 kg), expensive to produce, and challenging 
to transport to space. Once in orbit, typical lifetimes are eight to 10 years, limited by 
onboard power. Changing or repairing a design while in orbit is generally not feasible 
due to the twin difficulties of getting there and then doing the work in a vacuum. The 
need for sufficiently thorough and accurate preflight testing strains program schedules 
and budgets.

Geo satellites have been used for communications, broadcast, and weather moni-
toring. In recent years, however, opportunities have grown from the advent of newer 
imaging technologies, advancements in communications technologies, and the drive 
for mass internet connectivity. To realize these opportunities, engineers are using low 
Earth and middle Earth orbit satellites. These small orbiters can have shorter life spans 
due to advancements in reusable rockets and reductions in overall costs. 

The entrepreneurs pursuing these NewSpace opportunities are willing to balance 
greater risk with lower cost of development and shorter time to market. However, 
because NewSpace is still about launching complex devices into space and relying 
upon their proper functioning, cost and time reduction at minimal risk will remain 
highly beneficial.

Reducing costs with instrument calibration
Testing is an essential part of any satellite program. One way to improve total pro-
gram cost is to reduce the cost of test. Eliminating tests may seem tempting, but 
the risk of device failure increases significantly. Maintaining instrument and system 
accuracy reduces the cost of test and shortens the program schedule in multiple ways. 
For example, the acceptable margin for a satellite payload system is defined by the 

What is now known as “NewSpace” 

introduces business challenges 

that older satellite programs did 

not encounter. One example is the 

creation of constellations of low 

Earth orbit (LEO) satellites – much 

smaller and lighter (<1000 kg) 

than traditional geosynchronous 

satellites – in a highly competitive, 

cost-conscious, commercial 

environment. In part, achieving 

success in this new realm requires 

the ability to meet strict time 

schedules and program budgets. 

Test throughput and cost of test are 

major contributors to these strictures. 

Regular verification of test equipment 

performance versus specifications 

ensures repeatable measurements 

and successful acceptance testing, 

which can significantly reduce 

the time and cost of test.

Using calibration 
to reduce the cost 
of satellite design 
and test
By Scott Leithem
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signals with VNA measurements, consider  
using external attenuators, couplers, or 
preamplifiers to better control the signal 
power levels.)

It may be necessary to account for the 
additional noise, drift, and complexity 
that modifications will introduce. During 
in situ normalization procedures for gain 
and linearity measurements, accuracy 
is improved through estimation and 
mathematical removal of some system-
atic measurement errors, including the 
linearity or “dynamic accuracy” of the 
VNA’s receiver.

The traceable standard used to nor-
malize to the device under test is either 
a mechanical kit or electronic calibration 
module (ECal). Often, these modules 
are assumed to be stable over time. 
To investigate whether this was true, 
Keysight led a case study focused on 
testing the performance of 2,000 ECal 
modules, including those from custom- 
ers testing high-powered components. 
The results: ECal modules that had not 
been calibrated for three years were 
three times as likely to be out of toler-
ance than those calibrated annually.

Figure 1 shows an example test result 
with a Smith chart displaying complex 

allowed margin for each of its components. If test-system uncertainty drifts, then each 
component must have a tighter acceptable margin, a move that incurs additional time 
and cost during component development.

Maintaining system performance using traceable standards and calibration minimizes 
the time spent validating test results and troubleshooting instrument inconsistencies 
at each stage of the design-and-test life cycle. 

Traceability is in fact the primary way to ensure instrument accuracy. During calibra-
tion, instrument accuracy and performance are verified using traceable standards, 
which are instruments with known measurement uncertainties that can be traced 
directly back to the international system of units (via national metrology institutes). 
Calibration is typically performed at regular intervals recommended by the manu-
facturer. Maintaining those intervals is crucial to ensuring that the instruments are 
performing with traceable accuracy.

One advantage of using the original equipment manufacturer (OEM) to calibrate the 
instrument is the in-hand availability of procedures such as automatic replacement of 
internal components that wear out more quickly. Also, if an instrument fails verification 
testing within its specifications or guardbands, the OEM can make proprietary adjust-
ments to bring performance back within test limits.

Examining the benefits of calibration
As an example, consider the measurement of gain, amplitude, and phase linearity 
through the high-power amplifier in a satellite transponder. A vector network analyzer 
(VNA) is often used to characterize the nonlinear behavior of these amplifiers. The 
accuracy of this measurement is paramount to the design of the amplifier and the inline 
components that depend upon its performance. (Note: When managing high-powered 

Figure 1  |  Smith chart showing 
Ecal modules within tolerance and out 
of tolerance.

›

MAINTAINING INSTRUMENT 

AND SYSTEM ACCURACY 

REDUCES THE COST OF 

TEST AND SHORTENS THE 

PROGRAM SCHEDULE IN 

MULTIPLE WAYS. 
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impedance. The blue line is a newly 
manufactured ECal module and repre-
sents the impedance used for normal-
ization procedures; the orange line is 
the actual result for an out-of-tolerance 
module. Performing any normalization 
with the latter module would add signifi-
cant error to the measurement, ultimately 
impacting cost of test through system 
failures, rework, and retesting.

Adhering to recommended 
calibration intervals
Consider another example: a passive 
in termodulation (PIM) measurement of 
the satellite-payload system. PIM is a prob- 
lem because it limits payload receiver  
sensitivity and creates interfering signals 
in channels adjacent to the downlink. 
Nonlinear mixing of two high-powered 
signals at junctions between passive 
components (e.g., cables, connectors, or 
filters) generates intermodulation distor-
tion (IMD). This IMD is difficult to remove 
because the signals are often generated 
after the signal-conditioning elements in 
the payload receiver chain.

The test for PIM is performed using two 
signal generators: a PIM-free power 
combiner, to create a potential for PIM 
in the uplink receiver channels; and a 
signal analyzer to monitor the resulting 
PIM in the downlink. Varying the fre-
quencies and tone spacing of the signal 
generators enables the signal analyzer 
to detect PIM. The sensitivity and non-
linear performance of the signal analyzer 
must not inhibit the ability to see the 
PIM results.

Third-order intercept (TOI), a measure  
of the analyzer’s linearity, must be 
moni tored through regular instrument 
calibration to ensure that the analyzer’s 
internally generated distortion does not 
mask the generated PIM. Regular cali-
bration will minimize the impact of ana-
lyzer sensitivity on measurement results, 
especially if the service provider veri-
fies the noise floor of the analyzer at all 
 payload downlink frequencies.

To minimize the risk of these specifica-
tions drifting out of tolerance, a one-
year calibration cycle is recommended 
for high-performance signal analyzers. 

Additionally, because PIM measurements on satellite transponders require a high- 
performance signal analyzer, the use of two signal generators to verify the TOI is 
essential. The reason: a single signal generator producing a two-tone signal intro-
duces IMD products that are much larger than the internal distortion of the high-
performance signal analyzer. (Note: if the calibration report lists only a single signal 
generator used for TOI verification testing, then TOI was either not verified or was 
verified incorrectly.)

Figure 2 shows the proper setup for verification testing of signal analyzer TOI. The 
signal generators and power sensor/power meter should be within their calibration 
cycles and have traceable measurement uncertainties. This ensures consistent results, 
especially when using multiple signal analyzers in multiple test stations.

Reduce cost, risk
Keeping pace with new satellite applications requires modernization of the processes 
used to design and launch satellites. Reducing the cost of test can significantly enhance 
the total cost envelope of a satellite program, enabling profitable ventures in these new 
applications. Ensuring accuracy by maintaining regular calibration of the key param-
eters, as in the preceding examples, helps reduce risks in NewSpace ventures.    MES
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Figure 2  |  TOI distortion verification test setup for carrier frequencies greater than 3.6 GHz.›
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The traditional space industry is a place where products require high reliability and extensive testing; companies 
that have already established heritage and expertise dominate the industry. The recent emergence of Space 2.0 
(as the emerging private or commercial spaceflight industry is often referred to now) provides even more opportunities. 
Contractors interested in pursuing opportunities in the Space 2.0 market should seek to partner with established Space 1.0 
component manufacturers who can leverage their experience and expertise with traditional space products. In the end, it 
is these experienced companies that are in the best position to enable Space 2.0 contractors to be successful.

The principle of quality over quantity 
has been the cornerstone of the space 
industry: Since the dawn of space explo-
ration in the 1950s, traditional spacecraft 
have been designed with an emphasis 
on quality, meaning that engineers use 
only radiation-tolerant components 
after putting the parts through extensive 
testing. In the past decade, however, a 
new trend called “Space 2.0” or “New 
Space” has emerged. The strategy is 
to deploy a large number of redundant 
and relatively inexpensive satellites 
rather than a few robust and costly sat-
ellites. This method is rapidly gaining 

popularity and finding traction in companies and organizations, whether they seek 
to deploy global communications infrastructure or create imaging systems with very 
high revisit rates. 

In each case, radiation tolerance – the ability of components and systems to withstand 
the damaging effects of radiation in space – is a significant factor that engineers must 
consider. Unsurprisingly, it can be a problem. Cheap commercial parts are not typically 
tested or characterized for space radiation; often, important radiation data is unavail-
able for the satellite developers who need it. 

To mitigate the risk that radiation effects will cause widespread disruption to satellite 
operations, satellite-systems designers can benefit from partnering with component 
manufacturers who have deep experience with traditional radiation-tolerant space 
components; this way, the newcomers will gain knowledge about testing these com-
mercial parts and obtaining accurate radiation data. (Figure 1.)
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The traditional approach – Space 1.0
Two fundamental issues confront de- 
signers of space hardware: radiation 
effects in space and the high opportu-
nity cost associated with on-orbit failure. 

Two types of radiation damage to elec-
tronic components are of concern. The 
long-term accumulation of ionizing radia-
tion and spontaneous single event upsets 
(SEUs) caused by particle radiation can 
both be fatal to spacecraft. Designers 
of traditional spacecraft mitigate both 
effects by either choosing components 
whose radiation effects have been char-
acterized or sourcing components that 
have been deliberately hardened to 
withstand the destructive effects of radi-
ation in space.  

The high cost of launching satellites, their 
long development time, and the imprac-
ticality of performing servicing missions 
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have given rise to the requirement to use components with the highest screening 
levels (such as QML Class V). For a part to be qualified as reliable in these harsh envi-
ronments, it must receive millions of device-hours of meticulous testing. For example, 
some families of field-programmable gate arrays (FPGAs) in the space industry have 
over 35 million device-hours of testing. 

Radiation characterization and reliability testing are expensive and time-consuming, 
resulting in components that are significantly more expensive than their commercial 
equivalents. In addition, components with a sufficiently robust radiation and reliability 
pedigree are often one or more generations behind their commercial equivalents.

The new approach – Space 2.0
While cheap commercial plastic-package parts have no place in deep space and flying 
on critical military and defense space missions, they can be acceptable for low Earth 
orbit missions in certain situations. For some space programs, the use of fully qualified 
components is simply unaffordable. Using commercial off-the-shelf (COTS) parts is 
often the only way to meet both the performance and cost requirements of a mission. 
For example, rather than purchasing components with a high degree of reliability 
and radiation testing, some modern constellations comprised of hundreds or thou-
sands of satellites actually plan to create redundancy at the system level by deploying 
numerous satellites serving the same purpose. 

Opportunities and issues
Some large-scale New Space constellations have been proposed recently by 
major companies. In February 2017, satellite telecom startup OneWeb – embold-
ened by the oversubscribed $1.2 billion Softbank-led investment that occurred in 

December 2016 – was on the verge of 
adding another 2,000 satellites to its 
previously proposed constellation of 
several hundred satellites.[1] In February 
2017, imaging company Planet made 
history by launching the largest micro-
satellite payload yet: 88 microsatellites. 

In recent years, the U.S. military has also 
shown an interest in commercial parts. 
For mission-specific small satellites, the 
military’s use of commercial parts will be 
conducive to reducing launch costs and 
minimizing the time between the deci-
sion to manufacture and the launch. In 
a military context, spreading a  capability 
across multiple assets makes it signifi-
cantly more difficult for an enemy to attack  
the capability, thereby providing an 
additional incentive for military planners 
to consider constellations of redundant, 
relatively inexpensive satellites. 

Evidently, this idea of large satellite con-
stellations built with cheaper commercial 
components is quickly gaining popularity 
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and has already seen investment from 
many sizable companies such as Google 
and SpaceX. Yet there are even more 
potential customers observing the effec-
tiveness and results of these New Space 
missions; everyone is waiting to see if it 
is worth investing in Space 2.0. 

In a recent Forbes article titled “How 
to Win Big Investing In the Space 2.0 
Boom,” angel investor Brandon Farwell  
stated that the recent success of New 
Space projects has “catalyzed the interest 
in space by the VC community.”[2]

However, a big problem with the 
Space 2.0 strategy occurs when there 
is a common failure mode that escapes 
commercial testing in a manufacturing 
lot. That failure mode in one part type 
will then affect not just one system on a 
satellite, but potentially the whole fleet. 

Although failure of a single satellite may 
not diminish the functionality of the 
constellation, large-scale catastrophic 
failures are still possible and the require-
ment for reliability testing and radiation  
characterization is still present. For space  
companies that seek to design New 
Space constellations, the main issue is 
that commercial component manufac-
turers typically don’t have the expertise 
and resources to test their parts in harsh 
radiation environments and provide 
radiation data. 

Traditional space manufacturers: 
The perfect resource 
Space contractors interested in pursuing 
opportunities in the Space 2.0 market 
should seek to partner with established 
Space 1.0 component manufacturers 
that can leverage their experience and 
expertise with traditional space products 
to assemble and test cheaper commer-
cial equivalents of their radiation- tolerant 
devices. These companies are in the best 
position to use their heritage, prowess, 
and understanding of what’s required 
for reliability, radiation, and packaging 
to offer solutions to Space 2.0 compa-
nies. Most importantly, they can make 
radiation data for non-space-grade com-
ponents available to New Space satel-
lite system and subsystem contractors 
for use during device selection.   MES
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Radiation is the emission of energy as 
electromagnetic waves or as moving 
subatomic particles. We encounter 
many types of radiation in our everyday 
lives including sound, light, radio waves, 
wireless signals, etc. While these forms 
of radiation are generally low energy 
and benign, there are some forms of 
higher energy radiation that can cause 
damage to materials through the pro-
cess of ionization. Ionizing radiation 
can produce charged particles in matter 
through which the radiation passes. 
These charged particles pose a threat to 
semiconductor material.

While there are very few natural sources 
of ionizing radiation on Earth, there are 
two main sources of ionizing radiation 
in near-Earth space. The main source of  
radiation near Earth is the sun. The second 
main source of radiation in near-Earth  

space is galactic cosmic rays (GCR), which emanate from outside our solar system. In 
space, ionizing radiation typically takes the form of highly energized particles con-
sisting of protons, electrons, and heavy ions. The energy levels of these particles can 
range in intensity from kilo-electron-volts up to giga-electron-volts. Protons, origi-
nating from solar activity and GCRs, are trapped in the Van Allen radiation belts – 
doughnut- or torus-shaped regions of particles trapped in the Earth’s magnetic field. 
Electrons are also found as trapped particles in the Van Allen belts. Heavy ions, which 
also originate from solar activity and GCRs, are essentially atomic nuclei with the 
electrons stripped off. They occur in space with a distribution similar to the natural 
distribution of elements on Earth. 

Solar activity, such as solar flares and coronal mass ejections, can increase the amount 
of radiation near Earth and affect the amount of radiation encountered by a space 
vehicle near Earth. On the other hand, solar winds – streams of charged plasma ema-
nating from the upper atmosphere of the sun – can shield the Earth from GCRs and 
reduce the amount of radiation near Earth. 

There is typically an 11-year cycle between maximum and minimum solar activity: 
Seven years of maximum solar activity can increase trapped proton populations in 
the Van Allen belts, but shield the Earth from GCRs, followed by four years of solar 
minimum activity, which can reduce the trapped proton populations in the Van Allen 
belts, but also brings reduced shielding from GCRs. (Figure 1.) 

Thanks to its proven reliability, cost-effectiveness and size, weight, and power (SWaP) optimization, commercial  
off-the-shelf (COTS) equipment is becoming increasingly attractive to system designers for use in space applications. 
As COTS equipment extends into mission-critical functions, the risks to the COTS electronics posed by space radiation 
need to be understood and mitigated. 

Two main sources of ionizing radiation in space: the sun and galactic cosmic rays (GCRs). 
Photos courtesy of NASA.
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The other major influence that can affect how much radiation a space vehicle encoun-
ters is the vehicle’s orbit or trajectory. The vehicle’s trajectory in relation to the 
Van Allen belts and the Earth’s magnetic fields can have a significant effect on the 
intensity of radiation it experiences.

Radiation’s effects on semiconductor material 
When an integrated circuit (IC) is penetrated by an ionizing particle, the particle’s energy 
is deposited in the IC’s semiconducting material. When a large number of ionizing par-
ticles pass through an IC’s semiconductor material over time, the deposited energy 
can damage the crystalline structure and affect the performance of that semiconductor 

material. This accumulated damage is the 
total ionizing dose (TID) and measured in 
Rads or Grays (Gy). 

If a single ionizing particle passes through  
semiconductor material and deposits 
enough energy in an active area of the cir-
cuit, the result can be an immediate and 
undesirable effect on the operation of 
the IC, called a single event effect (SEE).  
SEEs that can occur in modern electronic 
components are single event upsets 
(SEU), single event latchups (SEL), sin- 
gle event transients (SET), single event 
burnouts (SEB), and single event gate 
ruptures (SEGR). 

Undesirable effects
An SEU is the unintentional change in 
the state of a memory cell. For example, 
an SEU can cause a bit-flip, or a single bit 
in RAM changing its value from “0” to 
“1”. After an SEU, the incorrect bit value 
may or may not affect the operation of a 
unit depending on what it is being used 
for. The value in the bit can be reset 
again through normal operation.

An SEL occurs when an ionizing par-
ticle creates an unexpected path in the  
semiconductor material of the IC that  

Figure 1   |  Artist’s rendering of magnetic fields and Van Allen belts. (Image courtesy of NASA.)›
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upset rate using the Bendel A model of 
the KAD/ADC/141/PT100 module for 
the ISS orbit. 

The output of the PUP (Proton Upset) 
module in CREME-96 showed that the 
KAD/ADC/141/PT100 module can ex- 
pect to see approximately 2.97040E-03  
SEL events per day, or one event every 
336.65 days. These are proton induced 
upsets and based on the ISS orbit with a 
shielding of 118 mils of aluminum.

 › Heavy ion induced upset rate 
example

The FOM method [2] was used to esti-
mate the heavy ion induced upset rate 
for SELs in the KAD/ADC/141/PT100 
module at the nominal ISS orbit. First, 
the FOM for the KAD/ADC/141/PT100 
module was calculated by assuming 
the 200 MeV test results represented 
the limiting proton cross-section for 
the device. Next, the C value for the 
ISS orbit needed to be calculated using 
existing component test data. The 
resulting data showed that the KAD/
ADC/141/PT100 module should experi-
ence approximately one SEL type event 
every 353.44 days due to heavy ions in 
the ISS orbit.

enables current to flow. This self-maintaining current path is created by a parasitic 
bipolar transistor being turned on and manifests as an increase in current drawn by the 
circuit. It may or may not affect the functionality of the circuit. This increased current 
can lead to excessive heat dissipation in an electronic component, and can result in 
permanent damage if the SEL is not mitigated by power-cycling the IC.

Radiation-mitigation techniques
The question then arises: What can or should be done to mitigate against SEEs? 
Generally speaking, a system requirement for operation in space is a particular level 
of reliability that ensures the system will actually operate in a radiation-filled environ-
ment. Historically, systems that were designed for use in space took the radiation envi-
ronment into account during the design phase. However, this is not always the case 
today when modifying COTS equipment for use in a space radiation environment. 
First, the system integrator should determine whether the radiation environment 
requirements are met using the equipment as is. If not, reliability can be increased 
using redundancy or extra shielding. However, this approach will result in a mass gain 
that may break other requirements. 

Case study: testing a COTS data-acquisition system
An example of COTS hardware that has been qualified for operation in a space 
 radiation environment is Curtiss-Wright’s Acra KAM-500 data acquisition unit (DAU). 
Testing was carried out on a number of different KAM-500 modules used in the DAU to 
characterize their susceptibility to both SEU and SEL-type upsets. The KAD/ADC/141/
PT100 KAM-500 module is a 16-channel RTD type sensor module that provides  
constant current excitation and monitors voltage across PT100 sensors. 

In May of 2016, this module was tested at the Paul Scherrer Institut (PSI) in Switzerland. 
(Figure 2.) During the test, the module’s entire double-sided PCB was exposed to a 
200 MeV proton beam while operational. The currents of the voltages used to power 
the module were monitored and the module was automatically power-cycled if any of 
the currents exceeded a threshold. Every time the module was power-cycled was con-
sidered a SEL type event. In addition, the readings the module took of the attached 
PT100 sensors (simulated using precision 100 Ohm resistors) were monitored for accu-
racy. If one or more channels showed a value outside of the expected accuracy, that 
event was considered an SEU.

The module was exposed to a proton beam with an average flux of 3.09E+6  
protons/cm2·s up to a fluence of 1E+10 protons/cm2. During this exposure, there were  
20 SEL-type events and zero SEU-type events detected. 

Calculating on-orbit error rates for SEL-type events 
The following examples illustrate how the Bendel A and Figure of Merit (FOM) methods  
were used to estimate on-orbit SEE event rates.

 › Proton induced upset rate example

The Bendel A method [1] was used to estimate the proton induced upset rate for SELs 
in the KAD/ADC/141/PT100 module at the nominal International Space Station (ISS) 
orbit. In order to use CREME-96 (a tool to predict SEE rate) to estimate the upset 
rate, the A parameter must be determined. This can be done by iteratively solving 
the Bendel A formula until a value for A is found that satisfies the experimental results 
that were seen, e.g., 20 events. To do this, first the cross-section for 20 events was 
calculated for a fluence of 1E+10 protons/cm2. Next, the cross-section was calculated 
using the Bendel A formula with different values of A until a cross-section equal to 
the experimental cross-section was achieved. This was done using a script, the output 
of which indicates that an A value of 13.6511854 MeV results in a cross-section of 
2.000E-9 cm2. Next, CREME-96 was used to calculate the expected proton induced 

Figure 2  |   Example of proton test setup 
at PSI. Photo: Curtiss-Wright.›
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Mitigation techniques
Understanding the risks posed by the 
environment is important when using 
COTS equipment in space. Mitigation 
strategies can then be formulated that 
best meet the reliability needs of the mis-
sion without negatively affecting other 
considerations, for example, adding  
significant weight to the systems.

One mitigation technique against SEL 
events is to monitor the current draw 
on voltage rails to detect spikes and 
then power-cycle only the affected cir-
cuitry. A technique used for SEU events 
is to continuously refresh all RAM in the 
system such that any errors are flushed 
out quickly. 

It is possible to characterize existing 
COTS electronics for the low Earth 
orbit (LEO) space radiation environment 
through a single high-energy proton test 
at the PCB or system level. The results of 
these tests can guide the space vehicle 
system designer in determining the need 

for mitigation techniques to increase the reliability of a COTS-based system through 
careful system design or unit level redesign.

The previous example is one in which testing was undertaken on a COTS module to 
determine an on-orbit SEE event rate using the Bendel A and FOM analysis tech-
niques. The data garnered from these analyses can then be used to calculate what 
mitigation techniques, if any, are required to meet a minimum level of reliability in 
radiation-prone environments.    MES
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Rackmount cases for protection of 19-inch electronics
The ZARGES MITRASET aluminum rackmount case is aimed at protecting 19-inch electronics in 
all environments, from the desert to the Arctic. The structural rigidity of the case eliminates the 
distortion that sometimes results from exposure to high temperatures; the case also features 
two two-inch interchangeable lids, half-turn latches, and watertight construction.

The aluminum cases feature electromagnetic interference (EMI)/radio frequency (RF) shielding, 
I/O panels, and custom reinforcement as needed. ZARGES intended the rackmount cases to be 
used in such applications as high EMI, those with ambient extremes; secure communications 
in the oil/gas/utility industries; land, air, and seaborne military communications; broadcast field 
stations; and product engineering programs with tight size, weight, and power (SWaP) budgets. 

Additional features include IP 65 protection class through seam-welded housing and lids with peripheral seals and toggle-
action snap fasteners. The cases can be ordered in 50 different sizes.

ZARGES | www.zargescases.com | www.mil-embedded.com/p374235

TCP and UDP accelerator with network security capability
Intilop’s transmission control protocol (TCP) and user datagram protocol 
(UDP) accelerator with network security capability performs functions of firewall 
and other monitoring functions at full line rate. The full TCP/UDP offload (TOE) core 
performs protocol offload of all phases of TCP/IP [Internet protocol] software in high-
performance field-programmable gate arrays (FPGAs) without central processing 

unit (CPU) involvement. The security add-on module performs port filtering, blocking, monitoring, and related functions in FPGA 
hardware at line speed, thereby relieving the CPU from these tasks. The security module can be removed from the base-TOE 
core. These functions are performed in 100 nanoseconds at full 10 Gbps and 40 Gbps line rate with ultra-precision and zero jitter. 

In traditional systems that use only TCP software for protocol processing and network security processing, the CPU can 
become bogged down under high traffic rates, especially at 10G and 40G rates causing traffic backups and sometimes missing 
some critical security events. According to Intilop, its TOE core can be used as a standalone solution, without additional 
security, for many other network acceleration applications. The TCP/UDP accelerators have more than seven years of mature 
TCP-compliant architecture. The security module for the latest Intilop 40G TOE is planned for introduction later in 2017.  

Intilop  |  www.intilop.com  |  www.mil-embedded.com/p374220

Editor’s Choice Products

NovAtel’s OEM7700 uses 555-channel architecture for  
space-constrained applications
The multifrequency OEM7700 receiver from NovAtel offers what it calls precise point 
positioning (PPP) for space-constrained applications. Advanced interference mitigation 
features are available for performance in challenging environments. The OEM7700 
provides a way to bring Global Navigation Satellite System (GNSS)-capable products to 
market quickly as it has a variety of interface options for system integration. The receiver uses a 555-channel architecture and 
can be configured in multiple ways. NovAtel’s OEM7TM firmware provides users with the ability to configure the OEM7700 for 
their application needs. 

The OEM7700 is scalable to offer sub-meter to centimeter-level positioning, and is field-upgradable to all OEM7 family 
software options. These options include ALIGN for precise heading and relative positioning; GLIDETM for decimeter-level 
pass-to-pass accuracy; and SPAN GNSS+INS for continuous 3-D position, velocity, and attitude. Users can also use NovAtel 
CORRECT with real-time kinematics (RTK) firmware for centimeter-level real-time positioning, or go base-free for centimeter 
and decimeter PPP solutions using TerraStar corrections. The OEM7700 is capable of tracking all current and forthcoming 
GNSS constellations, including GPS, GLONASS, Galileo, BeiDou, QZSS, and IRNSS. 

NovAtel  |  www.novatel.com  |  www.mil-embedded.com/p374219
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Radio test system offers fault detection and operational verification
The CTS-6000 from Astronics Test Systems combines nine instruments into one radio test 
set to offer fault detection and operational verification of radio communications systems in 
the factory, at the depot, or deployed in the field. The operational-level test system is designed 
for use by the military, law enforcement, search and rescue, and private security applications.  
The handheld tester is ruggedized with a 10.1-inch sunlight-readable display. Over the-air 
testing also enables the user to verify equipment operation remotely and may be operated 
using standalone and automated modes. 

The CTS-6000 offers synthetic instrument architecture to provide a migration path for customization, upgrades, and 
alignment with future radio communications technologies. The synthetic test instrumentation includes RF signal generator, 
RF receiver, RF power meter, RF analyzers, AF signal generator, audio meters [SINAD/distortion, frequency, audio filters], 
oscilloscope, reference oscillator, and tracking generator. Units are available as a standard off-the-shelf product or in a 
version customizable by OEMs.

Astronics Test Systems | www.astronicstestsystems.com | www.mil-embedded.com/p374216

Editor’s Choice Products

Dual-guard and quad-diode appliance 
for data transfer
The Tresys XD Bridge – designed as a dual-guard, quad-diode 
appliance – provides strong security at each system layer: 

hardware, operating system, and filters. The XD Bridge’s 1 Gb network interfaces deliver high throughput and low-latency 
data transfer. Designed for a variety of cross-domain and data diode applications, the XD Bridge delivers secure data transfer 
between systems of differing security levels. The XD Bridge is top-secret SCI and below interoperability (TSABI)-certified 
at PL-5 with ICD503 assessment pending, with SABI [secret and below interoperability] certification also pending. It is listed 
on the UCDSMO (formerly UCDSMO Baseline). 

The XD Bridge supports both unidirectional and bidirectional transfer modes. With its standard 1U rack-mountable 
configuration and minimal administration requirements, the XD Bridge can be deployed in enterprise applications, remote 
operations, or isolated environments. Filters are available for file transfer with deep content inspection and sanitization and 
streaming protocols such as full-motion video. The product’s design supports rapid development of data-filtering capabilities, 
including custom security policies and filters.

Tresys  |  www.tresys.com  |  www.mil-embedded.com/p374217

Chassis adds IP67 integration for military applications
The ADLMES9200 IP67 chassis is a successor to ADL Embedded Solutions’ 
ADLMES8200 IP65 chassis system. Additional features include lower weight, lower 
cost, and IP67 integration for rugged military and industrial applications. Design features 
for military/defense systems include MIL-STD 810 tolerance and MIL-STD 461/704/1275 
compliance capability. The ADLMES9200 is compatible with ADL’s range of Intel-based 
PC/104 and 3.5-inch single board computers (SBCs), which range from the low-power 
ATOM to the latest Intel Core i5/i7 processors. Power-supply options for the chassis 

include ADL’s range of long-life supplies (MTBF > 500,000 hours), with options for MIL-STD 461/704/1275-compliant filtering. 

The chassis design uses an electromagnetic-compatible gasket, which eases IP67 ingress protection, as well as assembly. 
Full design and development services are available for chassis customization, cabling, cable reduction, thermal management, 
integration, and modeling support. Applicable applications for ADLMES9200 include ground vehicles, mission and payload 
computing, and secure communications; the chassis is aimed at size, weight, and power (SWaP)-constrained mobile, 
airborne, and vehicle systems.

ADL Embedded Solutions  |  www.adl-usa.com  |  www.mil-embedded.com/p374218
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By Stephanie Chiao, Per Vices

Radar technology has been undergoing a period of resurgence driven by the demand for high-powered, cost-effective, 
compact technology for military and commercial applications. This has also led to the re-evaluation of how technology 
should be used to achieve robust and economical radar solutions.

The emergence of software-defined 
radar technology

Further, groundbreaking technology 
such as unmanned aerial vehicles (UAV), 
autonomous cars, as well as a variety of 
commercial applications, rely on solid-
state radar, where programming and 
fabrication have been re-engineered to 
suit the needs of the market.

As a result, robust new technologies, 
including ones used by the military for 
stealth and jamming, are forcing tra-
ditional radar technologies into obso-
lescence. Another contributing factor 
is the resurgence of radar accelerated 
by cutting-edge antenna techniques, 
sophisticated digital processing, and 
agile radio-frequency (RF) transceivers.

To respond to intelligent and complex 
radar waveforms and systems, we are 
now seeing the emergence of cognitive 
radio and cognitive radar that has been 
enabled by software-defined radio (SDR) 
systems. 

Radio goes digital
SDR can be defined as radio technology 
where some or all of the physical layer 
functions are defined by software. This 
means that the specification, perfor-
mance, and function are all achieved 
through software alone, without any 
changes to the physical hardware. As a 
result, it is a highly adaptable and flexible 
technology. 

SDR systems place some or all of the 
complex signal handling that is related 
to communication transmitters and 
receivers in a digital space. At its most 
basic form, an SDR may simply consist of 
an analog-to-digital converter chip that 
is connected to an antenna.

All signal detection and filtering are han-
dled by software alone. However, SDR 
has evolved to do much more, as it can 

also be used to build a smart cognitive radio (CR) and enhance radar technology. 
CR can be regarded as an intelligent, adaptive radio and network technology enabled 
to automatically detect available channels and change transmission parameters in a 
wireless spectrum. This ability, in turn, will enable more communication to occur con-
currently to enhance radio operating behavior and spectrum utilization.

MIMO makes the difference
MIMO (multiple-inputs/multiple-outputs) uses multiple antennas at both the source 
(transmitter) and the destination (receiver). To achieve wireless communications where 
multiple antennas are needed for the transmitter and the receiver, the data received 
from the antennas at each end of the communication circuit are fused together to 
minimize errors while optimizing data speed. This configuration enables reduced size 
and weight, creating the ultimate form of compact and powerful radar. But it does not 
stop there: MIMO not only significantly improves the ability to scale, it also reduces 
power consumption and overall costs. 

With MIMO radar, the user can leverage spatial diversity with multiple receive and 
transmit antennas – which can operate on multiple frequencies concurrently without 
interference – that utilize algorithms to achieve compound resolutions by calculating 
radar reflections.

Design and fabrication of radar
Recent advancements and applications of radar technology might be possible 
with legacy systems. However, it is MIMO with SWaP-C (size, weight, power, and 
cooling) considerations, along with advances in digital computation, driving the SDR’s 
rapid adoption in the radar market. This is primarily due to its capability and cost- 
effectiveness. Further, new semiconductors and fabrication techniques are being 
developed continuously to help the radar industry scale even further.

Modular radar design
Performance, flexibility, and scalability are all critical factors when designing radar 
platforms. SDR systems enable all three. Customizable SDR technology means that 
designers can count on relatively quick and easy development of lightweight and 
high-performing radars. Furthermore, SDR-based radar solutions can be adapted to fit 
anything from standard vehicles, such as connected cars, to counter-UAV airborne sys-
tems. These solutions will include smaller adaptable field-programmable gate arrays 
(FPGAs) and processor technologies to build modular platforms.

As everyday devices get smarter, the convergence of SDR and radar technologies can 
also provide for low-cost alternative technology options: For instance, SDR/radar can 
also be used to control a swarm of military robots or military installations.

While this scenario may sound like science fiction, it is very much a reality. As radar 
continues to go through a period of acceleration, SDR is expected to provide the 
foundation for it to build on and grow.

Stephanie Chiao is the product marketing manager at Per Vices Corp. in Toronto.
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By pairing sensors on an unmanned 
ground vehicle (UGV) with one or more 
unmanned aerial systems (UASs), South-
west Research Institute (SwRI) researchers 
in San Antonio, Texas, can create an “eye 
in the sky” to improve situational aware-
ness in extreme environments. 

The technology enables UGVs to pilot 
UASs in hazardous environments – 
whether difficult terrain, in the middle 
of a battlefield, or extreme hot and cold 
temperatures – which provides critical 
situational-awareness data to enable 
safer maneuvers. 

SwRI’s system involves sensors mounted 
on a ground vehicle to perceive obsta-
cles within its path, along with sensors 
aboard an aerial vehicle to help detect 
low terrain that may be obstructed by 
objects in front of the ground vehicle’s 
sensor path. Sensors on the ground 
vehicle also help the aerial vehicle navi-
gate and sense tall objects that might 
affect its flight path.

The UGV’s control system is capable of 
controlling one or more UASs, which 
means that the system can then use the 
combined data from the on-ground and 
in-sky perception sensors to determine 
the best paths for the ground vehicle and 
its remotely controlled drones (Figure 1).

“We developed this capability to sup-
port defense clients seeking solutions 
to the challenges of UGVs navigating in 
extreme environments,” says Ryan Lamm,  
director of the Applied Sensing Depart- 
ment for SwRI.

The system “directly addresses mobility 
limitations of UGVs, and is application- and 
mission-independent,” he says. “Many  
military applications are envisioned for 
UGVs – including route clearance; casu-
alty evac ua  tion; logistics and transport; 
and intelligence, surveillance, and recon-
naissance (ISR).”

One example of the mobility limitations 
that SwRI’s system addresses is when nav-
igation sensors on UGVs have difficulty 
seeing negative obstacles while operating 
within complex terrain, Lamm points out, 
because the sensors typically aren’t able 
to be mounted high enough on UGVs 
to perceive the depth of the negative 
obstacle until it’s too late to react.

By offboarding the sensors to a UAS, the 
UGV can get a view from above. “Today, 
payload capacities of small UASs are 
limited. The system that we developed 
allows the sensor processing to be done 
onboard the UGV – reducing power re- 
quirements and increasing the flight time 
of the UAS, and thereby extending the 
mission,” he explains.

It’s also possible to offload the navi-
gation of the UAS by having the UGV 
teleoperate it to fulfill its mission. “One 
intelligent autonomous robot is essen-
tially in control of one or more less intel-
ligent UASs,” Lamm says. By having the 
UGV controlling itself and the UASs, it 
makes the UGV’s world model – situ-
ational awareness – more complete. 

So what types of embedded computing 
and processing does this require? “Its 
processing requirements aren’t that 
extensive,” Lamm says. “The system spe-
cifically offloads the processing to the  

UGV, which typically has access to more 
power and computing capacity.” 

Does the system use commercial off-the-
shelf (COTS) components? “Absolutely. 
The system leverages COTS components, 
but its algorithms are custom,” he adds.

While pairing remote-controlled ground 
with air vehicles isn’t exactly new, SwRI’s 
approach is novel because it provides 
a completely autonomous solution that 
allows the systems to benefit from each 
other’s capabilities. Previous systems 
relied on humans remotely controlling 
one or both vehicles.

Autonomous control allows a vehicle’s 
onboard control system to perform its 
mission independent of a human oper-
ator, providing a safe alternative in dan-
gerous environments. 

How big is the challenge of pairing the 
UGV and UAS? “There certainly are 
challenges to successfully integrate a 
remote mobile aerial sensor into a world 
model for a UGV,” Lamm notes. “A few 
examples include latency in updating the 
model, the rapidly changing position of 
the remote sensor, and ensuring the vehi-
cles know each other’s relative position.”

The system’s most surprising capability? 
“The enhanced situational awareness 
that can be achieved by fusing in various 
sensor perspectives,” Lamm says. “The 
UGV can recognize navigation hazards of 
the UAS, and the UAS can recognize navi-
gation hazards for the UGV. By fusing this 
model of the environment together, the 
UGV can place the UAS in unique posi-
tions to give it the information it needs to 
complete its overall mission.”

This technology has immediate military 
applications; it is also guiding SwRI as it 
develops future commercial solutions for 
remote inspections control.

For more information, visit www.swri.org.

Figure 1  |  Southwest Research Institute 
researchers developed technology that 
allows unmanned ground vehicles to pilot 
one or more unmanned aerial systems 
for improved situational awareness. 
Photo courtesy of SwRI.

›
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aware of the problem. Rondeau wants 
everyone to be as comfortable as pos-
sible in this arena in order to navigate 
the cyber-physical world. 

The yearlong campaign runs through 
November with the Bay Area SDR 
Hackfest, a series of events, beginning 
with a roadshow reaching out to the 
tech community to raise awareness. The 
mission, according to the site, is to pro-
vide an understanding that the cyber 
and physical world truly intersect. The 
goal of the Bay Area event is to better 
comprehend the “complex relationships 
we are creating within the EM [electro-
magnetic] spectrum, and examine in 
particular the cyber-physical intersection 
of software defined radio and remotely 
piloted aircraft.”

This Hackfest is divided into three sec-
tions: Hacker space, speaker series, and 
missions – all culminating in the final 
Hackfest to be held November 13 through 
17 at the NASA Ames Con vention Center. 
During the event in November, expert 
speakers will take the stage and enlighten 
the crowd on SDR, unmanned aerial vehi-
cles (UAVs), and cybertechnology. During 
the Hackfest missions, DARPA is asking 
the teams to find solutions to goals based 
on UAVs using SDR tech. 

For more information and 
information on how to get involved, 
visit https://darpahackfest.com. 

U.S. Defense Advanced Research Projects Agency (DARPA) representatives have hit 
the road in a yearlong campaign to raise awareness of what the agency calls the cyber-
physical world, a world filled with an untold number of connected devices. DARPA’s 
Software Defined Radio (SDR) Hackfest hopes to propel the rise in demand for and 
interest in the electromagnetic spectrum as well as raise awareness around spectrum 
vulnerabilities. 

The physical world – inundated with computers, smartphones, smart cars, even smart 
home appliances – are all connected to the cyberworld, and the electromagnetic 
spectrum must handle each of these signals. In a release, DARPA Program Manager 
Tom Rondeau explains that through the Hackfest program he wants to “engage and 
enable a community of interested engineers and scientists working towards the future 
confluence of radio and information technology.” 

Rondeau started his own blog series documenting Hackfest and providing much-
needed information on the topic. The introduction to the site details the project’s 
goals and missions, which are geared toward raising awareness and bringing together 
communities. The Hackfest, in particular, is a way for “free and open source software 
projects to engage and enable communities,” he says.

How does SDR technology fit into this arena? Software-defined radios, designed to 
send and receive a multitude of waveforms while also switching between waveforms 
in real time. Now the devices have become cognitive enough to autonomously adjust 
their parameters and learn from the results obtained, yielding outcomes military leaders 
want for to enable secure communications without the possibility of interference. 

The Hackfest site sets the stage of where SDR technology stands today: Engineers 
are using software radio technology in more and more applications, including wire-
less communications and radar systems. Today, information security and cellular 
technology designers leverage SDR technology due to its scalability and modularity, 
particularly in securing the immense amount of data running through the Internet.

This isn’t the first Hackfest-related roadshow from DARPA and Rondeau. In February 
this year, the DARPA Brussels Hackfest focused on radio frequency (RF) interference 
issues, specifically for commercial communications. While DoD and DARPA have a 
keen interest in interference issues, Rondeau notes that “these issues are problematic 
due to the risk they pose for disrupting communications and the operations that rely 
upon them.” 

During the Brussels Hackfest attendees learned that using electromagnetic spectrum 
means also dealing with security issues, network routing, authentication, antenna 
placement, and of course power and battery requirements. This is where industry col-
laboration comes into play: As the site emphasizes, companies must work together 
because “the design, deployment, and maintenance of wireless systems and networks 
require the development of a huge number of tools, including software management 
for code development and debugging, diagnostic tools for addressing problems when 
devices are fielded, and user interfaces to lower the barriers to using these devices.” 

This situation shows why collaboration is necessary. The electromagnetic spectrum 
is vast; many, many experts are needed to work together to take this technology to 
the next level. However, in order to get all these people to step up, they must first be 

Engineers are using 

software radio technology 

in more and more 

applications, including  

wire less communications 

and radar systems. 

 By Mariana Iriarte, Associate Editor

DARPA’s road show to awareness: 
SDR Hackfest
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CHARITY

Mission 22
Each issue in this section, the editorial staff of Military Embedded Systems will highlight a dif-
ferent charity that benefits military veterans and their families. We are honored to cover the 
technology that protects those who protect us every day. To back that up, our parent company – OpenSystems Media – will make 
a donation to every charity we showcase on this page.

This issue we are highlighting Mission 22, an organization that seeks to increase awareness about the number of former soldiers 
who do not survive life as a civilian. According to the organization, every day, 22 American combat veterans commit suicide, a 
result of untreated or improperly treated post-traumatic stress (PTS) and traumatic brain injury (TBI). 

Elder Heart is the 501(c)(3) behind Mission 22; its board of directors is comprised of former Special Forces operators Magnus 
Johnson and Mike Kissel and Infantryman Brad Hubbard. Elder Heart founders Johnson, Kissel, and Hubbard – noting a lack 
of awareness of the problem of veteran suicide in the general public – formed Mission 22, a program of awareness aimed at 
reminding people of the challenges facing returning veterans every day. Using hashtags and media support, the effort encour-
ages people to post images of “22” – from street signs to house numbers to custom art – on their social media and tell people 
why they’re doing it.

Mission 22 has two primary goals: The founders want to expand their resources for veterans’ families and communities to “Save 
the 22” veterans who might otherwise take their own lives this year. Secondly, the organization wants to erect a memorial in 
Washington, D.C., to memorialize the homefront victims of wars, who gave their lives for their country just as surely as those 
killed in action.

For more information, please visit www.mission22.com. 

WHITE PAPER

VME Forever!
By Abaco Systems

Despite the number of articles pub-
lished over the last decade questioning 
VME’s future, the volume of VME boards 
still being shipped today is significant. 
Despite the VME naysayers and doom merchants, there are 
many positive aspects of an architecture that has proved hugely 
successful over many years, particularly in the defense and aero-
space markets.

Whereas cellphones have a lifecycle measured in little more 
than months, the typical military program sees deployment 
and sustainment over years – and often decades. That makes 
what will happen in the defense market far easier to foretell: In 
20 years, military organizations will still be buying VME boards.

Read the white paper: http://mil-embedded.com/
white-papers/white-paper-vme-forever/

Read more white papers:  
http://whitepapers.opensystemsmedia.com

Too hot to handle: Enabling efficient thermal 
management in military electronics
Sponsored by Elma Electronics, National Instruments, 
and Themis Computer

Commercial processors and field-programmable gate arrays 
(FPGAs) promise and deliver performance advantages for mili-
tary communications systems, sensor applications, radar, and 
electronic warfare (EW) programs at a lower price point than 
custom-designed systems. 

To reach this level of performance, however, these parts must 
generate a lot of heat; even with power-saving techniques 
added by the chip manufacturers, the thermals still are too high 
for use in military battlefield systems. In this e-cast, industry 
experts will cover methods for removing heat in military signal-
processing systems, from small form factors to larger designs.

View archived e-cast: ecast.opensystemsmedia.com/732

View more e-casts:  
http://opensystemsmedia.com/events/e-cast/schedule
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IT MAY BE ITS ALL-WEATHER IMAGING CAPABILITY

IT MAY BE ITS REVOLUTIONARY TURRET

IT MAY BE ITS 40MM CANNON

IT MAY BE ITS ULTRA-QUIET AUXILIARY POWER UNIT

The world’s most advanced armored fighting vehicle is also the most 

digital. It can capture, process and store 6 TBs of sensor-acquired 

information, transmitting it over a 20 Gb/s Gigabit Ethernet open 

architecture backbone. It is equipped with a state-of-the-art, scalable 

ISTAR package that more than doubles the range at which targets can be 

identified and tracked.

The technology it deploys is not only advanced, but proven. Not only 

reliable, but ruggedly reliable. And not only for today, but for its lifetime.

THE WORLD’S MOST ADVANCED ARMORED FIGHTING 

VEHICLE IS ALSO MADE MISSION READY BY  

TECHNOLOGY FROM ABACO SYSTEMS

ABACO SYSTEMS: EMBEDDED IN THE WORLD’S MOST CRITICAL MISSIONS SINCE 1986.

WE INNOVATE. WE DELIVER. YOU SUCCEED.

abaco.com  |  @AbacoSys
©2016 Abaco Systems. 
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Intelligently record wideband signals continuously...for hours

Pentek, Inc., One Park Way, Upper Saddle River, NJ 07458 
Phone: 201-818-5900 • Fax: 201-818-5904 • email: info@pentek.com • www.pentek.com
Worldwide Distribution & Support, Copyright © 2016 Pentek, Inc. Pentek, Talon, SystemFlow, Sentinel and QuickPac are trademarks of Pentek, Inc. Other trademarks are properties of their respective owners.

Capture. Record. Real-Time. Every Time.

Download the FREE High-Speed Recording Systems 
Handbook at: www.pentek.com/go/mestalon
or call 201-818-5900 for additional information.

Capturing critical SIGINT, radar and communications signals 
requires hardware highly-optimized for precision and performance. 
Our COTS Talon® recording systems deliver the industry’s highest 
levels of performance, even in the harshest environments. You’ll 
get extended operation, high dynamic range and exceptional 
recording speed every time!

• High-speed, real-time recording: Sustained data capture 
 rates to 8 GB/sec 
• Extended capture periods: Record real-time for hours or  
 days with storage up to 100+ TB 
• Exceptional signal quality: Maintain highest dynamic range 
 for critical signals 
• Flexible I/O: Capture both analog and digital signals
• Operational in any environment: Lab, rugged, fl ight-certifi ed,
 portable and SFF systems designed for SWaP
• Out-of-the-box operation: SystemFlow® GUI, signal 
 analyzer and API provide simple instrument interfaces
• Intelligent recording: Sentinel™ Intelligent Scan and 
 Capture software automatically detects and records 
 signals of interest 

Eight SSD QuickPac™ canister, 
removable in seconds!
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