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>>foreword       thinking

During his opening keynote for the 
Embedded Systems Conference (ESC) in 
April, Al Gore appealed to the engineers 
in the audience: “Embedded systems can 
be the most powerful solution to this 
[climate change] crisis.”

He’s right. Intelligent industrial embed-
ded systems hold the key to improving 
energy usage – not only to help the envi-
ronment (important), but also to improve 
the outlook for your firm and your job 
(really important).

First movers aren’t always guaranteed 
a win in the market, but last movers are 
pretty much guaranteed to die trying. 
While debating moral imperatives and 
the accuracy of scientific data might be 
entertaining, bickering about what hap-
pens when your firm is late to market with 
energy-saving solutions is not pleasant. 
Ignore the lessons of a generation ago and 
the signs of an emerging opportunity at 
your own financial risk.

Calls for energy conservation began dur-
ing the oil crisis in the late 1970s. Many 
purport that crisis was artificial because 
we didn’t run out of oil as projected. But 
I pumped gas for a living at the time and 
can tell you people believed it was a cri-
sis – in the form of long lines and high 
prices.

Fifteen years after the U.S. Environmental 
Protection Agency formally started its 
ENERGY STAR program in 1992, it’s 
now strongly established, and you’d be 
idiotic to attempt going to market without 
it in many product categories. Market-
ing effects and social change don’t hap-
pen overnight, but they can have a major 
impact after a generation or two.

The idiot light went on for me while 
roaming the floor at ESC. I had heard the 
techno-speak, but hadn’t connected the 
dots. Bob Heile, executive director of the 
ZigBee Alliance, flipped one switch when 
he remarked, “Five states – California, 
Texas, Florida, Ohio, and Connecticut – 
are already energy negative or are going to 
be in the next 18 months.” Steve Nguyen 
of Echelon flipped another, stating that 
“70 percent of all electricity consumed in 
the U.S. is used by commercial buildings, 
and 70 percent of that amount is used by 
lighting and heating, ventilating, and air-
conditioning systems.”

Building power plants isn’t the answer for 
lots of reasons, and you have to put poli-
tics and environmental concerns aside for 
a second to understand why. We’re not out 
of power across the board, but we need a 
touch more peaking capacity during hours 
of critical usage on hot days or a touch 
less demand during those hours.

Enter ZigBee, LonWorks, and Pyxos (see 
Echelon’s article on page 24), INSTEON, 
Z-Wave, powerline communication, and 
similar communication technologies, plus 
microcontroller and system-on-chip tech-
nology. The real goal isn’t to sell smart 
light switches or thermostats managed 
from a cool remote control, or to read 
power meters remotely instead of via 
drive-by, or to reduce power in a motor. 
Those are all important enablers, but 
that’s all they are – just enablers. 

The goal is for utility suppliers to reach over 
a network into your building and slightly 
tweak your energy usage. In exchange 
for that access, you get a discount on util-
ity rates and save on usage. If an artificial 
light dims during full ambient daylight, 

will anyone notice? If temperatures go up 
two degrees between 2 p.m. and 5 p.m., is 
that a big deal? This is “little-bang” change 
on lots of enabled devices across the grid. 
Echelon is walking the talk – they cut 
usage by 30 percent through implementing 
LonWorks on 1,100 devices in their corpo-
rate headquarters building without disturb-
ing occupants.

I’m a stone-cold, steely-eyed capital-
ist mercenary, but I’ll help the Earth if it 
helps me financially. I’ve downsized from 
a 1997 4WD Tahoe to a 2007 Saturn VUE 
Green Line – not to reduce my carbon 
footprint, but to escape maintenance bills 
and the specter of $5-per-gallon gas. The 
finances made it compelling to switch.

When buzz and financial compulsion for 
consumers meet, the opportunity in design 
for energy efficiency becomes clear. 
California and Ontario, Canada have 
advanced metering initiatives in place. 
Utilities like Southern California Edison, 
Pacific Gas & Electric Company, and 
San Diego Gas & Electric Company are 
moving toward smarter buildings designs, 
many with LonWorks networks. Itron, 
CenterPoint Energy, and IBM are push-
ing to quickly get meters (like the one 
from Itron and Cannon Technologies on 
this issue’s cover) on ZigBee. The eco-
nomics are shifting, money is waiting 
to be made, and the design for energy effi-
ciency “show” is already in progress.

As much as most of us dislike change, there 
is no security in sitting still, and design 
for energy efficiency has “opportunity” 
written all over it. For moral or monetary 
reasons, design for energy efficiency 
makes sense. E-mail me your thoughts at 
ddingee@opensystems-publishing.com. 
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By Don Dingee
>>foreword       thinking

During his opening keynote for the 
Embedded Systems Conference (ESC) in 
April, Al Gore appealed to the engineers 
in the audience: “Embedded systems can 
be the most powerful solution to this 
[climate change] crisis.”

He’s right. Intelligent industrial embed-
ded systems hold the key to improving 
energy usage – not only to help the envi-
ronment (important), but also to improve 
the outlook for your firm and your job 
(really important).

First movers aren’t always guaranteed 
a win in the market, but last movers are 
pretty much guaranteed to die trying. 
While debating moral imperatives and 
the accuracy of scientific data might be 
entertaining, bickering about what hap-
pens when your firm is late to market with 
energy-saving solutions is not pleasant. 
Ignore the lessons of a generation ago and 
the signs of an emerging opportunity at 
your own financial risk.

Calls for energy conservation began dur-
ing the oil crisis in the late 1970s. Many 
purport that crisis was artificial because 
we didn’t run out of oil as projected. But 
I pumped gas for a living at the time and 
can tell you people believed it was a cri-
sis – in the form of long lines and high 
prices.

Fifteen years after the U.S. Environmental 
Protection Agency formally started its 
ENERGY STAR program in 1992, it’s 
now strongly established, and you’d be 
idiotic to attempt going to market without 
it in many product categories. Market-
ing effects and social change don’t hap-
pen overnight, but they can have a major 
impact after a generation or two.

The idiot light went on for me while 
roaming the floor at ESC. I had heard the 
techno-speak, but hadn’t connected the 
dots. Bob Heile, executive director of the 
ZigBee Alliance, flipped one switch when 
he remarked, “Five states – California, 
Texas, Florida, Ohio, and Connecticut – 
are already energy negative or are going to 
be in the next 18 months.” Steve Nguyen 
of Echelon flipped another, stating that 
“70 percent of all electricity consumed in 
the U.S. is used by commercial buildings, 
and 70 percent of that amount is used by 
lighting and heating, ventilating, and air-
conditioning systems.”

Building power plants isn’t the answer for 
lots of reasons, and you have to put poli-
tics and environmental concerns aside for 
a second to understand why. We’re not out 
of power across the board, but we need a 
touch more peaking capacity during hours 
of critical usage on hot days or a touch 
less demand during those hours.

Enter ZigBee, LonWorks, and Pyxos (see 
Echelon’s article on page 24), INSTEON, 
Z-Wave, powerline communication, and 
similar communication technologies, plus 
microcontroller and system-on-chip tech-
nology. The real goal isn’t to sell smart 
light switches or thermostats managed 
from a cool remote control, or to read 
power meters remotely instead of via 
drive-by, or to reduce power in a motor. 
Those are all important enablers, but 
that’s all they are – just enablers. 

The goal is for utility suppliers to reach over 
a network into your building and slightly 
tweak your energy usage. In exchange 
for that access, you get a discount on util-
ity rates and save on usage. If an artificial 
light dims during full ambient daylight, 

will anyone notice? If temperatures go up 
two degrees between 2 p.m. and 5 p.m., is 
that a big deal? This is “little-bang” change 
on lots of enabled devices across the grid. 
Echelon is walking the talk – they cut 
usage by 30 percent through implementing 
LonWorks on 1,100 devices in their corpo-
rate headquarters building without disturb-
ing occupants.

I’m a stone-cold, steely-eyed capital-
ist mercenary, but I’ll help the Earth if it 
helps me financially. I’ve downsized from 
a 1997 4WD Tahoe to a 2007 Saturn VUE 
Green Line – not to reduce my carbon 
footprint, but to escape maintenance bills 
and the specter of $5-per-gallon gas. The 
finances made it compelling to switch.

When buzz and financial compulsion for 
consumers meet, the opportunity in design 
for energy efficiency becomes clear. 
California and Ontario, Canada have 
advanced metering initiatives in place. 
Utilities like Southern California Edison, 
Pacific Gas & Electric Company, and 
San Diego Gas & Electric Company are 
moving toward smarter buildings designs, 
many with LonWorks networks. Itron, 
CenterPoint Energy, and IBM are push-
ing to quickly get meters (like the one 
from Itron and Cannon Technologies on 
this issue’s cover) on ZigBee. The eco-
nomics are shifting, money is waiting 
to be made, and the design for energy effi-
ciency “show” is already in progress.

As much as most of us dislike change, there 
is no security in sitting still, and design 
for energy efficiency has “opportunity” 
written all over it. For moral or monetary 
reasons, design for energy efficiency 
makes sense. E-mail me your thoughts at 
ddingee@opensystems-publishing.com. 
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To get a firsthand look at the current state 
of affairs in the RFID market, I spent a 
couple days at RFID World in Dallas this 
March. I left having learned quite a bit – 
some things I expected, and some I didn’t.

One unexpected but welcome develop-
ment for me was only hearing the name 
Wal-Mart four times during the show. Last 
year, it was apparent that many vendors 
had been running around in response to the 
Wal-Mart RFID mandate without know-
ing exactly what to do or how to do it, but 
knowing they had to do something. This 
year, most vendors seemed to have a more 
clearly defined sense of purpose, looking 
for ways to match technology to needs.

Several vendors sounded the theme that 
barcodes shouldn’t be replaced just for the 
sake of switching to RFID. RFID users 
should be looking for process enhance-
ments creating value that would be dif-
ficult to deliver with barcodes. In fact, 
the bigger the existing barcode usage in 
a supply chain, the slower it’s likely to be 
replaced by RFID.

Tracking gets traction
One class of RFID applications tapping 
into potential for quick ROI is asset track-
ing. Some vendors are using longer-range 
active tags coupled with reader portals. 
Fluensee is selling their AssetTrack 
Express starter kit, which provides a 
$10,000 entry point for 250 tags, a reader, 
and asset-tracking software to help realize 
ROI right out of the box. “We’re looking 
at high-value, returnable, reusable assets 
that have as much as a 20 percent loss 
ratio without tracking,” said Tim Harvie, 
CEO of Fluensee.

Real-Time Location Systems (RTLSs) 
are also getting a lot of attention, combin-
ing RFID, GPS, and wireless networks 
like Wi-Fi. Robert Anderson, director at 
3M Track and Trace Solutions, suggests, 
“While RFID shows where [an item] 
was yesterday, RTLS shows where it is 
right now.” Ekahau demonstrated how 
their example of small RTLS devices can 
attach to McKesson’s portable IV pumps 
using Wi-Fi to piggyback on a hospital’s 
wireless data network.

Intelleflex is using battery-assisted 
passive tags to redefine both asset and 
people tracking, creating managed read-
ers using XML and Low Level Reader 
Protocol (LLRP) to build portals with up 
to 50 m range for reading tags in yards 
or entryways. Additionally, RF code 

has beacon tags and readers for locat-
ing assets. Zebra Technologies presented 
their WhereNet RTLS systems for use in 
Ford’s Kanban replenishment systems.

RFID hits the floor
The computer industry has portrayed the 
forklift upgrade negatively, but in the RFID 
space, it’s a good thing. I noticed several 
instances of smart forklift components with 
integrated RFID reader, wireless network-
ing, and vehicle computer technology at 
work. Chris Kelley, director of RFID busi-
ness development at Intermec, calls this 
the forklift of the future, showing an adapt-
able forklift backrest developed jointly 
with Cascade, as illustrated in Figure 1. 
PSION Teklogix, LXE, and others also 
exhibited RFID-enabled forklifts.
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To get a firsthand look at the current state 
of affairs in the RFID market, I spent a 
couple days at RFID World in Dallas this 
March. I left having learned quite a bit – 
some things I expected, and some I didn’t.

One unexpected but welcome develop-
ment for me was only hearing the name 
Wal-Mart four times during the show. Last 
year, it was apparent that many vendors 
had been running around in response to the 
Wal-Mart RFID mandate without know-
ing exactly what to do or how to do it, but 
knowing they had to do something. This 
year, most vendors seemed to have a more 
clearly defined sense of purpose, looking 
for ways to match technology to needs.

Several vendors sounded the theme that 
barcodes shouldn’t be replaced just for the 
sake of switching to RFID. RFID users 
should be looking for process enhance-
ments creating value that would be dif-
ficult to deliver with barcodes. In fact, 
the bigger the existing barcode usage in 
a supply chain, the slower it’s likely to be 
replaced by RFID.

Tracking gets traction
One class of RFID applications tapping 
into potential for quick ROI is asset track-
ing. Some vendors are using longer-range 
active tags coupled with reader portals. 
Fluensee is selling their AssetTrack 
Express starter kit, which provides a 
$10,000 entry point for 250 tags, a reader, 
and asset-tracking software to help realize 
ROI right out of the box. “We’re looking 
at high-value, returnable, reusable assets 
that have as much as a 20 percent loss 
ratio without tracking,” said Tim Harvie, 
CEO of Fluensee.
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3M Track and Trace Solutions, suggests, 
“While RFID shows where [an item] 
was yesterday, RTLS shows where it is 
right now.” Ekahau demonstrated how 
their example of small RTLS devices can 
attach to McKesson’s portable IV pumps 
using Wi-Fi to piggyback on a hospital’s 
wireless data network.

Intelleflex is using battery-assisted 
passive tags to redefine both asset and 
people tracking, creating managed read-
ers using XML and Low Level Reader 
Protocol (LLRP) to build portals with up 
to 50 m range for reading tags in yards 
or entryways. Additionally, RF code 

has beacon tags and readers for locat-
ing assets. Zebra Technologies presented 
their WhereNet RTLS systems for use in 
Ford’s Kanban replenishment systems.

RFID hits the floor
The computer industry has portrayed the 
forklift upgrade negatively, but in the RFID 
space, it’s a good thing. I noticed several 
instances of smart forklift components with 
integrated RFID reader, wireless network-
ing, and vehicle computer technology at 
work. Chris Kelley, director of RFID busi-
ness development at Intermec, calls this 
the forklift of the future, showing an adapt-
able forklift backrest developed jointly 
with Cascade, as illustrated in Figure 1. 
PSION Teklogix, LXE, and others also 
exhibited RFID-enabled forklifts.

market pulse
RFID: assets, forklifts, and the seventh cent
By Don Dingee

Kelley described an interesting RFID 
transformation problem. “Say you have a 
unit load device flying from Los Angeles 
to Tokyo,” he said. “Tags on the ULD 
[Unit Load Device] must have compa-
rable performance in different frequency 
bands because the readers at each end are 
different [to comply with regulatory dif-
ferences in those countries] even though 
the process is the same.” In response to 
this dilemma, Intermec has concentrated 
on global-ready tags with capability in 
multiple frequencies.

Augusta Systems is fusing RFID into net-
works as one more available sensor type 
using their SensorPort, an edge appliance 
that can help bring data from the floor 
into the enterprise. Blue Vector is look-
ing at upgrades for distributed processes, 
with an intelligent edge manager and net-
work manager appliances running Linux 
and executing their Blox business rules. 
Comtrol offers their EdgeWare devices, 
integrating RFID with programmable 
logic controllers and various industrial 
Ethernet protocols.

The seventh cent and up
High-volume, low-cost passive tags are 
starting to appear. Companies such as 
Avery Dennison, STMicroelectronics, 
Printronix, Zebra Technologies, and others 
talked about passive tags starting at just 
under seven cents in volume and deploy-
ing in affordable inlays and printed labels 
for item-level tagging. But there is a dif-
ference between cheap and inexpensive 
– STMicroelectronics claims their inex-
pensive tags offer 40-year data retention.

For a bit more, smarter tags with non-
volatile memory and integrated micro-
controllers with technology from Atmel, 
Impinj, SkyeTek, Texas Instruments, and 
others are targeting applications like cold 
chain and sensitive goods shipment by 
monitoring temperature, shock and vibra-
tion (integrating a MEMS sensor), and 
tracking information.

Supporting smarter tags, Virage Logic is 
delivering their NOVeA nonvolatile mem-
ory cores in a CMOS process (instead of 
an E2 process). These modules help add 
security in RFID tags and other applica-
tions. “With a multitime, programmable, 
nonvolatile memory solution, the key can 
be altered before the attacker can exploit 
it,” said Pat Lasserre, director of product 
marketing at Virage Logic.

At the other end of the cost spectrum, 
RF Saw has developed tags based on sur-
face acoustic wave technology that offer 
a huge -200 °C to +200 °C operational 
temperature range, zero standoff reads, 
radiation-proof operation, and five-nines 
read reliability in harsh environments. 
Identec Solutions supplies these tags in 
harsh applications like tracking automo-
tive components during assembly.

New and exciting
One ah ha moment for me was seeing a 
few familiar names from the Web world. 
BEA, IBM, Tibco, WebMethods (just 
purchased by Software AG), and oth-
ers are deploying their latest e-business 
technology strongly in the RFID applica-
tion space. Another familiar name, Intel, 
entered the market with the UHF RFID 
Transceiver R1000 and reference plat-
form reader designs. Companies such as 
ThingMagic and Motion Computing are 
using the R1000 chipset to build func-
tionality into innovative, small reader 
designs.

I saw the Ergodex keyboard displayed in 
the back of the NXP booth; though it is 
not new, the realization that it uses RFID 
is. Keys containing tags can be laid out 
on a reader pad (which can be customized 
in all shapes and sizes) in any imaginable 
configuration and mapped with software 
to desired functions. This increases pro-
ductivity by enhancing user comfort and 
reducing keystrokes for common opera-
tions.

Finally, another new-to-me company, 
SensorConnect, is taking an innovative 
approach. Most designers take data from 
large numbers of sensors and filter it to 
provide a view of just the exceptions. 
“This gives you the misuse cases, but not a 
holistic view of how things operate,” said 
Dr. Ray Huetter, SensorConnect CTO. “A 
holistic view helps optimize time, space, 
matter, and energy – this is reality.” 

SensorConnect claims it can harvest 
400,000 read/write events per second and 
support models running in real time using 
advanced queries. The ability to view 
networks of sensors including RFID tags 
operating in real time can help pharma-
ceutical, retail, health-care, automotive, 
airline, and other industries with complex 
networks get the right item to the right 
location at the right time – efficiently.
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Bolstering efforts for machine builders
Q & A with Christopher Zei, Rockwell Automation
Editor’s note: Rockwell Automation named Christopher Zei VP and general manager of its 
OEM Business last November. In this role, Christopher leads the company’s efforts to help OEMs 
enhance machine performance and increase their bottom lines by keeping them abreast of new 
technologies and helping them deliver innovative, best-in-class machine solutions. After his first 
90 days in this new position, Industrial Embedded Systems (IES) sat down with Christopher to 
determine what he sees for machine builders in the future.

IES:Why is Rockwell Automation 
investing in resources to serve the OEM 
machine-builder market? 

ZEI: The end-user/OEM relationship is 
changing, and Rockwell Automation is in 
a unique position to help make that change 
work for both parties. In the not-too-
distant past, end-user engineering depart-
ments often dictated automation control 
system specifications to their machine 
builders. However, with changing eco-
nomics and shrinking engineering depart-
ments, end users are shifting the responsi-
bility for automation strategies to OEMs. 
Rockwell Automation’s deep experience 
in automation and unique understanding 
of the end-user manufacturing environ-
ment put us in an excellent position to 
impact machine-builder success. 

Machine builders are in an incredibly 
competitive environment. They’re being 
asked to deliver machines with higher 
capabilities at lower costs and to an 
expanded geographic and industry mar-
ketplace. By expanding our global OEM 
team – a designated group of technical 
consultants, segment leaders, and busi-
ness managers  – we can help machine 
builders identify ways to differentiate 
their machines and deliver them cost 
effectively on a global basis.

IES: How is the Rockwell Automation 
approach to integrating automation for 
machine builders different from other 
approaches?

ZEI: Unlike conventional automation 
architectures, the Rockwell Automation 
Integrated Architecture provides fully 
integrated, scalable solutions for the full 
range of control and information disci-
plines, providing our machine-builder 
customers with the insight and perfor-
mance they need to optimize production, 
respond quickly to end-user demands, 

and reduce costs. Being “fully” integrated 
means that our controller family uses a 
single programming and configuration 
software package, so machine builders 
can scale up or down whenever they need 
to. But being fully integrated also means 
that you don’t need separate controllers 
for disciplines like motion and sequential 
control. Our Logix control platform inte-
grates them into a single common envi-
ronment, which provides better synchro-
nization and ease of operation. 

Moreover, OEMs are now being asked 
to tie their machines closer to upstream 
and downstream operations, as well as 
enterprise-wide information systems. 
The Rockwell Automation Integrated 
Architecture’s information-enabling 
capabilities are ideal for facilitating this 
horizontal and vertical convergence. 

IES: What new automation technologies 
are you focusing on? 

ZEI: A key focus area that we believe is 
important to the OEM community is how 
to apply the right technology directly on 
the machine so that the footprint is opti-
mized, performance is leveraged, and 
some cost is driven out of the machine 
development process. This On Machine 
strategy of architecting a machine relies 
not on one component or technology, but 
a discipline for the entire solution that 
goes into controlling a machine.

Secondly, one of the key issues facing our 
customers – both OEMs and end users – is 
information management. It’s more than 
sending data back and forth; it’s taking 
that data, which is generated in huge vol-
umes in the manufacturing environment, 
and turning it into useful information for 
better decision making. We’re developing 
information technologies that help con-
vert data to knowledge so that operators 
can make changes that affect not only 

performance, but also predict failure. 
Using Integrated Architecture, Rockwell 
Automation combines the Logix control 
platform and FactoryTalk integrated pro-
duction and performance software suite 
into an attractive proposition for OEMs 
intending to convert manufacturing data 
into valuable business information. 

In addition, we have put a lot of effort into 
developing technologies that help OEMs 
reduce design and engineering costs. 
Reusable code has played a major factor 
in this effort. We’ve dedicated consider-
able resources to Power Programming, 
or the use of tag-based programming and 
pre-engineered libraries. This enables 
OEMs to reuse solutions across multiple 
machines and applications, allowing for 
reduced customization and programming 
time, training costs, and other expenses. 

IES: Can you share an example of an 
innovative machine solution your cus-
tomers implemented recently? 

ZEI: We see examples literally every day. 
Our recent “Extreme Machine” contest 
really highlights innovation in automa-
tion design and technology as a way of 

Industry icons: Rockwell Automation
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changing, and Rockwell Automation is in 
a unique position to help make that change 
work for both parties. In the not-too-
distant past, end-user engineering depart-
ments often dictated automation control 
system specifications to their machine 
builders. However, with changing eco-
nomics and shrinking engineering depart-
ments, end users are shifting the responsi-
bility for automation strategies to OEMs. 
Rockwell Automation’s deep experience 
in automation and unique understanding 
of the end-user manufacturing environ-
ment put us in an excellent position to 
impact machine-builder success. 

Machine builders are in an incredibly 
competitive environment. They’re being 
asked to deliver machines with higher 
capabilities at lower costs and to an 
expanded geographic and industry mar-
ketplace. By expanding our global OEM 
team – a designated group of technical 
consultants, segment leaders, and busi-
ness managers  – we can help machine 
builders identify ways to differentiate 
their machines and deliver them cost 
effectively on a global basis.

IES: How is the Rockwell Automation 
approach to integrating automation for 
machine builders different from other 
approaches?

ZEI: Unlike conventional automation 
architectures, the Rockwell Automation 
Integrated Architecture provides fully 
integrated, scalable solutions for the full 
range of control and information disci-
plines, providing our machine-builder 
customers with the insight and perfor-
mance they need to optimize production, 
respond quickly to end-user demands, 

and reduce costs. Being “fully” integrated 
means that our controller family uses a 
single programming and configuration 
software package, so machine builders 
can scale up or down whenever they need 
to. But being fully integrated also means 
that you don’t need separate controllers 
for disciplines like motion and sequential 
control. Our Logix control platform inte-
grates them into a single common envi-
ronment, which provides better synchro-
nization and ease of operation. 

Moreover, OEMs are now being asked 
to tie their machines closer to upstream 
and downstream operations, as well as 
enterprise-wide information systems. 
The Rockwell Automation Integrated 
Architecture’s information-enabling 
capabilities are ideal for facilitating this 
horizontal and vertical convergence. 

IES: What new automation technologies 
are you focusing on? 

ZEI: A key focus area that we believe is 
important to the OEM community is how 
to apply the right technology directly on 
the machine so that the footprint is opti-
mized, performance is leveraged, and 
some cost is driven out of the machine 
development process. This On Machine 
strategy of architecting a machine relies 
not on one component or technology, but 
a discipline for the entire solution that 
goes into controlling a machine.

Secondly, one of the key issues facing our 
customers – both OEMs and end users – is 
information management. It’s more than 
sending data back and forth; it’s taking 
that data, which is generated in huge vol-
umes in the manufacturing environment, 
and turning it into useful information for 
better decision making. We’re developing 
information technologies that help con-
vert data to knowledge so that operators 
can make changes that affect not only 

performance, but also predict failure. 
Using Integrated Architecture, Rockwell 
Automation combines the Logix control 
platform and FactoryTalk integrated pro-
duction and performance software suite 
into an attractive proposition for OEMs 
intending to convert manufacturing data 
into valuable business information. 

In addition, we have put a lot of effort into 
developing technologies that help OEMs 
reduce design and engineering costs. 
Reusable code has played a major factor 
in this effort. We’ve dedicated consider-
able resources to Power Programming, 
or the use of tag-based programming and 
pre-engineered libraries. This enables 
OEMs to reuse solutions across multiple 
machines and applications, allowing for 
reduced customization and programming 
time, training costs, and other expenses. 

IES: Can you share an example of an 
innovative machine solution your cus-
tomers implemented recently? 

ZEI: We see examples literally every day. 
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educating the marketplace on the incred-
ible ways that today’s contemporary 
control system technologies can improve 
machine performance. Last year’s 
Extreme Machine winner, an amusement 
ride designer called Interactive Rides, 
used Rockwell Automation’s control 
solutions to create the X Scream, the 
world’s third highest thrill ride that sits 
900 feet above the Las Vegas Strip on the 
Stratosphere Tower. 

The X Scream is an open vehicle that pro-
pels riders headfirst 30 feet over the edge 
of the Stratosphere Tower and dangles 
them weightlessly above the Strip before 

pulling riders back in. Interactive Rides 
based the X Scream’s operation on 
Allen-Bradley ControlLogix controllers, 
a PanelView Plus operator interface, and 
redundant I/O that ranges from simple 
proximity switches to AMCI multiturn 
resolvers. The ride’s primary control 
component is a hydraulic proportional 
valve used to rock passengers in a see-
saw-like motion. The valve is controlled 
by the ControlLogix controller via an ana-
log output, while the redundant resolvers 
are the principal feedback devices for the 
angle of rotation. Very interesting appli-
cation.

IES: What do you see as the next major 
trend for machine builders?

ZEI: We already discussed the On Machine 
trend. In addition, we’re really seeing 
three major trends in the machine-builder 
marketplace: globalization, standards, 
and cost sensitivity.

Many OEMs can no longer survive by 
delivering machines to a single geo-
graphic market – end users’ cost, econo-
mies of scale, and global strategies don’t 
allow it. If you’re a major supplier of 
packaging systems for the food industry, 
there’s a good chance that your largest 
customer will be building its next plant in 
a country other than your home market. 
That poses some significant challenges 
for the machine builder, in terms of meet-
ing local electrical standards, spare parts 
availability, and the ability to provide 
high levels of service and support. 

Globalization is closely tied to another 
trend we are seeing in the OEM market-
place – a growing emphasis on standards. 
Machine builders are under increasing 
pressure to deliver complete solutions that 
help customers manage industry regula-
tory requirements and contain safety risks 
by design. The irony is that these stan-
dards can vary from industry to industry, 
customer to customer, and geography to 
geography. 

At the same time that machine builders 
are being asked to provide more complete 

“Machine builders are under increasing pressure 
to deliver complete solutions that help customers 

manage industry regulatory requirements and contain 
safety risks by design.“
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solutions, we’re also seeing more cost 
sensitivity driven by increasing compe-
tition. Most successful machine builders 
actively manage the value beyond their 
machines’ cost. Rockwell Automation 
estimates purchase price is only 40 percent 
of the average total machine ownership 
cost, so many OEMs are investing more in 
the control portion of a machine because 
that allows them to demonstrate value 
through improved engineering, mainte-
nance, training, disposal, parts and ser-
vice, installation, and downtime. While 
the competition focuses on one very nar-
row segment – purchase price – success-
ful OEMs offer value that registers with 
the customer long after the sale is closed.

IES: What are the biggest challenges in 
system integration? 

ZEI: One of the most common challenges 
regards manufacturers using disparate 
control systems throughout the plant. 
To remedy this, we’ve developed our Logix 
control platform to provide plant-wide 
control across all the major disciplines – 
sequential, motion, safety, process, batch, 
and drive systems. Another challenge is 
preventing programming flaws, which are 
among the biggest sources of delay in sys-
tem integration. In fact, programming can 
consume up to 80 percent of the total inte-
gration cost. That means it’s also one of the 
biggest opportunities for improvement. 

To help OEMs clearly identify specifica-
tions, use more efficient programming 
approaches, and meet various industry 
standards, Rockwell Automation cre-
ated Power Programming, a program-
ming methodology based on industry 
standards that provides an integrated, 
modular approach to application develop-
ment. Power Programming offers OEMs 
pretested modules of code that incorpo-
rate standardized programming methods 
and best practices acquired through years 
of experience. OEMs can use and reuse 
this code, directly resulting in reduced 
design time (and, consequently, reduced 
costs) for machine projects. 

Power Programming’s specifications, 
HMI templates, and prewritten basic and 
fault code are designed using current 
open standards and industry guidelines, 
allowing OEMs to improve programming 
speed, flexibility, and accuracy. The pro-
gramming methodology also contains all 
the routines and local tags necessary for 
operation. Any linkage to external tags 

is done using the RSLogix 5000 alias-
ing feature, making each program fully 
reusable without having to rewrite tag 
addresses.

IES: Where do you see growing automa-
tion markets and application segments? 

ZEI: In geographic terms, the Asia/Pacific 
region obviously presents a huge oppor-
tunity for growth, but we are also seeing 
North American-based OEMs serving 
new applications and new geographic 
regions – moving beyond the smaller 
niche markets they once served.

With regard to applications, we antici-
pate a lot of growth in safety applications 
because, until recently, manufacturers had 
to keep their standard and safety control 
networks physically separate. This was 
done to move safety messages reliably 
through the network as quickly as possible. 
Today, the Common Industrial Protocol 
gives engineers a safety networking pro-
tocol that leverages their existing invest-
ment in DeviceNet or EtherNet/IP. By 
using the same network, machine design-
ers no longer have to invest in additional 
wiring or purchase specialized safety-
specific gateways and bridges. Addi-
tionally, the simplicity of using a single 
integrated network means training and 
maintenance become easier, design flex-
ibility improves, and of course, safety is 
enhanced. IES

Christopher Zei is VP and 
general manager of the 
OEM Business at Rockwell 
Automation, where he lever-
ages the broad range of 

Rockwell Automation’s control system 
hardware, information software, and ser-
vice and industry support resources to 
provide OEM solutions that help increase 
machine value. Christopher, a 21-year 
marketing, strategic development, opera-
tions, and management veteran of 
technology-related companies, was 
most recently the president/CEO of 
North American operations at Schneider 
Electric’s ELAU group. He holds a BS 
in Mechanical Engineering from the 
University of Wisconsin-Madison.

Rockwell Automation, Inc.
1201 South Second Street
Milwaukee, WI 53204-2496 
414-382-2000 
cpzei@ra.rockwell.com
www.rockwellautomation.com
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Networking: EtherNet/IP

EtherNet/IP: proven, complete solution 
for manufacturing automation 
By Katherine Voss

Manufacturers have recognized 
industrial Ethernet as an ideal means 
to improve productivity and quality 
and reduce costs by allowing control, 
information, configuration, diagnostics, 
safety, synchronization, and motion 
on the same network while seamlessly 
connecting to information and enterprise 
systems.  To achieve the benefits offered 
by industrial Ethernet, manufacturers 
need a solution that bridges the 
commercial-industrial divide with 
standards, COTS Ethernet, and Internet 
technologies. ODVA Executive Director 
Katherine Voss describes how 
EtherNet/IP, the industrial Ethernet 
solution supported and managed by 
ODVA, can solve these automation 
challenges today, tomorrow, and beyond.

Realizing industrial Ethernet’s 
potential
Excitement relating to the possibilities  
of using industrial Ethernet is not new. 
If engineers are starting to consider 
making the investment in extending this 
technology to the factory floor, they 
probably need to compile answers to a 
combination of questions. What is the ROI 
in making this switch? With the rate of 
change in today’s technological climate, 
how do we ensure the investment made 
in an Ethernet network and its devices 
and infrastructure will be solid and long 
term? And what sets the various network 
options in the marketplace apart from one 
another?

The birth of industrial Ethernet may 
have been recent, but its ascent has been 
rapid. Developed as a LAN architecture 
by Xerox Corporation in cooperation 
with DEC and Intel in 1976, the Ethernet 
specification served as the basis for the 
IEEE 802.3 standard in 1985, specifying 
the physical and lower software layers. 
Since the introduction of this technology 
in the 1970s, Ethernet has grown into a 
full-duplexed, switched network with 
flexible topologies, various media 
choices, and data rates from 10 Mbps to 
1 Gbps. Today, Ethernet and the TCP/IP 
suite to which it is inextricably linked are 
used in most LAN and WAN architectures 
found in commercial and domestic 
applications around the world. These 
architectures connect computers to one 
another and peripherals, link operations 
to the enterprise, and provide users 
with access to Web-based applications. 
Ethernet has an installed base numbering 
in the billions of nodes.

With the growth of information technology, 
manufacturers now acknowledge the 
potential of using this technology in the 
factory as a cost-effective, universal 
control network that could eliminate the 
need for purpose-built fieldbuses and 
provide a path for ongoing enhancements 
in performance on the factory floor. 

The mandate from head offices around 
the world has now become: “Get 
connected!  Get control!  Get information 
… anywhere, anytime!” This new 
world of advanced diagnostics and 
information demands that future networks 
architectures in manufacturing continue 
moving away from a hierarchically 
based architecture toward an application-
based architecture. To best integrate 

control with information and Internet 
technology, manufacturing automation 
needs a network architecture designed for 
plant floor-to-enterprise connectivity and 
TCP/IP routing capability, with industrial 
Ethernet existing somewhere in this 
architecture. 

ODVA evolves as networking 
grows
ODVA has evolved throughout its history. 
Originally established in 1995 to solely 
manage the DeviceNet technology, a 
CAN-based networking solution, ODVA 
has dramatically expanded the networking 
adaptations and extensions it manages to 
meet manufacturers’ diverse application 
needs. ODVA’s networks have led this 
application-based approach by developing 
networks for different needs while using 
a Common Industrial Protocol (CIP) to 
ensure seamless bridging and routing 
among various systems. CIP encompasses 
a comprehensive suite of messages and 
services for a variety of manufacturing 
automation applications, including 
control, safety, synchronization, motion, 
configuration, and information. As a truly 
media-independent protocol supported by 
hundreds of global vendors, CIP provides 
users with a unified communication 
architecture throughout the manufacturing 
enterprise.

In 2001, ODVA introduced EtherNet/IP, 
a network that combined Ethernet 
and TCP/IP technologies with CIP. 
Initially, EtherNet/IP was designed to 
give manufacturers a standard Ethernet 
network capable of solving factory-floor 
applications. During its development, 
ODVA members decided to base the 
technology on IEEE’s 802.3 technology 
for its physical and data link layers and 
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Manufacturers have recognized 
industrial Ethernet as an ideal means 
to improve productivity and quality 
and reduce costs by allowing control, 
information, configuration, diagnostics, 
safety, synchronization, and motion 
on the same network while seamlessly 
connecting to information and enterprise 
systems.  To achieve the benefits offered 
by industrial Ethernet, manufacturers 
need a solution that bridges the 
commercial-industrial divide with 
standards, COTS Ethernet, and Internet 
technologies. ODVA Executive Director 
Katherine Voss describes how 
EtherNet/IP, the industrial Ethernet 
solution supported and managed by 
ODVA, can solve these automation 
challenges today, tomorrow, and beyond.

Realizing industrial Ethernet’s 
potential
Excitement relating to the possibilities  
of using industrial Ethernet is not new. 
If engineers are starting to consider 
making the investment in extending this 
technology to the factory floor, they 
probably need to compile answers to a 
combination of questions. What is the ROI 
in making this switch? With the rate of 
change in today’s technological climate, 
how do we ensure the investment made 
in an Ethernet network and its devices 
and infrastructure will be solid and long 
term? And what sets the various network 
options in the marketplace apart from one 
another?

The birth of industrial Ethernet may 
have been recent, but its ascent has been 
rapid. Developed as a LAN architecture 
by Xerox Corporation in cooperation 
with DEC and Intel in 1976, the Ethernet 
specification served as the basis for the 
IEEE 802.3 standard in 1985, specifying 
the physical and lower software layers. 
Since the introduction of this technology 
in the 1970s, Ethernet has grown into a 
full-duplexed, switched network with 
flexible topologies, various media 
choices, and data rates from 10 Mbps to 
1 Gbps. Today, Ethernet and the TCP/IP 
suite to which it is inextricably linked are 
used in most LAN and WAN architectures 
found in commercial and domestic 
applications around the world. These 
architectures connect computers to one 
another and peripherals, link operations 
to the enterprise, and provide users 
with access to Web-based applications. 
Ethernet has an installed base numbering 
in the billions of nodes.

With the growth of information technology, 
manufacturers now acknowledge the 
potential of using this technology in the 
factory as a cost-effective, universal 
control network that could eliminate the 
need for purpose-built fieldbuses and 
provide a path for ongoing enhancements 
in performance on the factory floor. 

The mandate from head offices around 
the world has now become: “Get 
connected!  Get control!  Get information 
… anywhere, anytime!” This new 
world of advanced diagnostics and 
information demands that future networks 
architectures in manufacturing continue 
moving away from a hierarchically 
based architecture toward an application-
based architecture. To best integrate 

control with information and Internet 
technology, manufacturing automation 
needs a network architecture designed for 
plant floor-to-enterprise connectivity and 
TCP/IP routing capability, with industrial 
Ethernet existing somewhere in this 
architecture. 

ODVA evolves as networking 
grows
ODVA has evolved throughout its history. 
Originally established in 1995 to solely 
manage the DeviceNet technology, a 
CAN-based networking solution, ODVA 
has dramatically expanded the networking 
adaptations and extensions it manages to 
meet manufacturers’ diverse application 
needs. ODVA’s networks have led this 
application-based approach by developing 
networks for different needs while using 
a Common Industrial Protocol (CIP) to 
ensure seamless bridging and routing 
among various systems. CIP encompasses 
a comprehensive suite of messages and 
services for a variety of manufacturing 
automation applications, including 
control, safety, synchronization, motion, 
configuration, and information. As a truly 
media-independent protocol supported by 
hundreds of global vendors, CIP provides 
users with a unified communication 
architecture throughout the manufacturing 
enterprise.

In 2001, ODVA introduced EtherNet/IP, 
a network that combined Ethernet 
and TCP/IP technologies with CIP. 
Initially, EtherNet/IP was designed to 
give manufacturers a standard Ethernet 
network capable of solving factory-floor 
applications. During its development, 
ODVA members decided to base the 
technology on IEEE’s 802.3 technology 
for its physical and data link layers and 
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use the TCP/IP suite for its network and 
transport layers. This decision turned out to 
be one of historical importance, as the use 
of unmodified, worldwide Ethernet stand-
ards for the lower layers of EtherNet/IP 
has become a critical distinction between 
EtherNet/IP and other competing 
industrial Ethernet technologies. When 
other industrial Ethernet technologies 
modify or customize the lower layers for 
plant-level applications, they produce 
a result that doesn’t speak the same 
language or use the same standard 
infrastructure as the existing Ethernet 
network installed in the plant or the 
headquarters’ offices. To compensate, 
extra programming and products are 
required to integrate the networks, and we 
all know the consequence of going down 
that path: extra cost.

Furthermore, EtherNet/IP’s reliance 
on unmodified, standard Ethernet also 
simplifies future technology integration. 
Most other industrial Ethernet networks 
are specified using 100 Mbps wired 
Ethernet technology (today’s Fast 
Ethernet). Why does this matter? Think 
about the rate of change in technology 
during the past 10 years. Life without 
cell phones, the Internet, flat-screen TVs, 
and MP3 players would be different, 
especially if these devices existed but 
we could not use them. The cost of 
installing and commissioning a plant 
network is significant, and the network 
should have the longest foreseeable 
installation life possible. By investing in 
an industrial Ethernet solution that allows 
for easy integration of technological 
advancements such as Gigabit Ethernet, 
wireless Ethernet, and Power over 
Ethernet, engineers will ensure greater 
compatibility for what lies ahead.

CIP overview
EtherNet/IP, like other CIP Networks, 
follows the Open Systems Interconnection 
model, which defines a framework 
for implementing network protocols 
in seven layers: physical, data link, 
network, transport, session, presentation, 
and application. Networks that follow 
this model define a complete suite of 
network functionality from the physical 
implementation through the application 

or user interface layer. As with all CIP 
Networks, EtherNet/IP implements the 
CIP at the session layer and above and 
adapts CIP to the specific EtherNet/IP 
technology at the transport layer and 
below as shown in Figure 1. 

CIP provides communication services 
among industrial control devices such as 
sensors, actuators, controllers, and HMIs. 
CIP uses abstract object modeling to 
describe a common means for accessing 
and exchanging information within a 
CIP device, and the specifications for the 
protocol offer a common object library 
from which devices are built. Essentially, a 
CIP device is a collection of these objects. 
Each CIP object has attributes (data), 
services (commands), and behaviors 
(reactions to events). Because CIP 

devices share a common object library, 
device implementations on different 
CIP Networks are consistent in terms of 
their structure, content, and behavior. 
The communications objects employed 
in CIP Networks (shown in Figure 2) 
also allow common functionality and 
message routing, eliminating the need for 
gateways to connect CIP Networks and 
providing seamless integration across the 
plant-floor architecture. 

CIP achieves device standardization with 
device profiles. A device profile defines 
the type of product, how it exchanges its 
data, and how it is configured. For any 
given device type, the device profile will 
specify the set of CIP objects that must be 
implemented, configuration options, and 
I/O data formats. Device profiles define 

Figure 1

Figure 2
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Networking: EtherNet/IP

the functionality of a device broken down 
into logical elements. For example, a 
motor starter consists of an identity, an 
overload, and a discrete output object. 
The same overload object will be used 
in other device profiles such as the AC 
drive. Therefore, configuration, runtime 
data, and diagnostics associated with the 
overload protection function will have 
the same base elements in all device types 
that use this object. 

This consistency in object implementation 
provides another advantage for CIP 
Networks users by promoting a common 
application interface for a given device 
type and interoperability in networks 
comprised of devices from multiple 
vendors. As a result, devices from 
multiple manufacturers can be configured 
and operated in exactly the same manner 
or can be used interchangeably. 

For data exchange, CIP employs a very 
efficient and flexible mechanism called 
the producer-consumer model, which 
was first introduced on DeviceNet 
more than 10 years ago. It enables more 
functionality and increased information 
flow and reduces the amount of traffic 
on the wire. The producer is a node 
that transmits packets on the wire and 
uniquely identifies this data from all 
other data transmitted. Nodes that accept 
data produced on the wire, known as 
consumers, utilize the unique identifier to 
determine which packets to accept from 
the wire. Utilizing multicast technology 
on the network adaptations of CIP allows 

many nodes to receive a single message, 
thus gaining bandwidth and improving 
system-wide data integrity. 

Seamless bridging and routing provide 
perhaps the most significant advantage 
for CIP Networks users because these 
mechanisms do the most to protect the 
user’s investment for the future. The ability 
to originate a message on one CIP Network, 
such as DeviceNet, and then pass it to 
another CIP Network, such as EtherNet/IP, 
with no presentation at the application layer 
allows users to incorporate incremental 
application improvements into existing 
installations and/or integrate automation 
systems with diagnostic, prognostic, and/
or IT applications. 

Extending to EtherNet/IP
With this media independence comes 
the ability to choose the CIP Network 
best suited for each application. One of 
these possible choices is EtherNet/IP, 
which adapts CIP to Ethernet technology. 
Ethernet has the unique characteristic 
of being a network with an active 
infrastructure. Therefore, unlike typical 
device- or control-level networks, which 
generally have a passive infrastructure 
that limits the number of devices that 
can be connected and the way they can 
be connected, the EtherNet/IP network 
infrastructure can accommodate a virtually 
unlimited number of point-to-point nodes. 
This gives users flexibility in designing 
networks that accommodate their current 
requirements while enabling easy, cost-
effective expansion in the future. 

Ethernet IEEE-802.3 technology (shown 
in Figure 3) specifies the physical media, 
defines a simple frame format for moving 
data packets between devices, and provides 
a set of rules determining how network 
devices respond when two devices attempt 
to use a data channel simultaneously, 
known as carrier sense multiple access/
collision detection. However, the 
Ethernet specification by itself lacks 
the necessary communication protocol 
features to implement fully functional 
networks, such as an addressing scheme 
and mechanisms to establish a connection 
with a device and exchange data. 

Figure 1

Figure 2

 “The use of unmodified, worldwide 
Ethernet standards for the lower layers of 
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between EtherNet/IP and other competing 
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TCP/IP provides these features, and 
though it will run on alternate physical 
media, it has become inextricably linked 
to Ethernet because various organizations 
desire to connect their own intranets with 
the World Wide Web over the Internet.

EtherNet/IP is the CIP adaptation for 
TCP/IP that fully uses the IEEE-802.3 
Ethernet physical layer.  Operating at the 
transport layer, TCP/IP supports both the 
Transmission Control Protocol (TCP) and 
the User Datagram Protocol (UDP).

TCP is a connection-oriented, unicast 
transport that guarantees data will be sent 
from one device to another if possible and 
reports any failures. It is ideal for reliably 
transporting large amounts of data. UDP 
is connectionless and makes no guarantee 
that data will get from one device to 
another, but unlike TCP, UDP supports 
multicast and broadcast messaging in 
addition to unicast. Using both of these 
protocols for transport provides the 
ability to simply communicate explicit 
messaging and real-time I/O control.

The path for the future
If designers are considering a transition 
to an industrial Ethernet solution, the 
technical choices they must make in the 
manufacturing automation system design 
revolve around the following questions:

‹ Will my industrial Ethernet network 
have to communicate with factory- or 
enterprise-level networks now or in 
the future?

‹ Will my industrial Ethernet network 
need to be accessed over the Internet 
now or in the future?

‹ Will other applications be better 
solved with fieldbus networks 
optimized for device-level 
installations, safety, or high-speed 
determinism?

‹ Is the ability to leverage the benefits 
of a true open market for the switches 
and components in my industrial 
Ethernet network important?

If the answer to one or more of these 
questions is “yes,” then designers must 
consider EtherNet/IP. CIP running on 
EtherNet/IP can coexist with any other 
protocol running on top of the standard 
TCP/UDP transport layer. EtherNet/IP can 
coexist with any of the other CIP Networks 
optimized for device-level installations 
(DeviceNet), sensors and actuators 
(CompoNet), and high-speed determinism 
(ControlNet), and can be extended to 
address functional safety (CIP Safety 
on EtherNet/IP), time synchronization 
(CIP Sync), and distributed motion 
(CIP Motion) needs. Be prepared for a 
bright future using EtherNet/IP. IES
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TCP/IP provides these features, and 
though it will run on alternate physical 
media, it has become inextricably linked 
to Ethernet because various organizations 
desire to connect their own intranets with 
the World Wide Web over the Internet.

EtherNet/IP is the CIP adaptation for 
TCP/IP that fully uses the IEEE-802.3 
Ethernet physical layer.  Operating at the 
transport layer, TCP/IP supports both the 
Transmission Control Protocol (TCP) and 
the User Datagram Protocol (UDP).

TCP is a connection-oriented, unicast 
transport that guarantees data will be sent 
from one device to another if possible and 
reports any failures. It is ideal for reliably 
transporting large amounts of data. UDP 
is connectionless and makes no guarantee 
that data will get from one device to 
another, but unlike TCP, UDP supports 
multicast and broadcast messaging in 
addition to unicast. Using both of these 
protocols for transport provides the 
ability to simply communicate explicit 
messaging and real-time I/O control.

The path for the future
If designers are considering a transition 
to an industrial Ethernet solution, the 
technical choices they must make in the 
manufacturing automation system design 
revolve around the following questions:

‹ Will my industrial Ethernet network 
have to communicate with factory- or 
enterprise-level networks now or in 
the future?

‹ Will my industrial Ethernet network 
need to be accessed over the Internet 
now or in the future?

‹ Will other applications be better 
solved with fieldbus networks 
optimized for device-level 
installations, safety, or high-speed 
determinism?

‹ Is the ability to leverage the benefits 
of a true open market for the switches 
and components in my industrial 
Ethernet network important?

If the answer to one or more of these 
questions is “yes,” then designers must 
consider EtherNet/IP. CIP running on 
EtherNet/IP can coexist with any other 
protocol running on top of the standard 
TCP/UDP transport layer. EtherNet/IP can 
coexist with any of the other CIP Networks 
optimized for device-level installations 
(DeviceNet), sensors and actuators 
(CompoNet), and high-speed determinism 
(ControlNet), and can be extended to 
address functional safety (CIP Safety 
on EtherNet/IP), time synchronization 
(CIP Sync), and distributed motion 
(CIP Motion) needs. Be prepared for a 
bright future using EtherNet/IP. IES
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IEEE 802.15.4 radios have gained in 
popularity, and various protocols are 
used over these radios for wireless 
connections. IP connectivity is desired 
for many of these wireless links, but it 
must be secure and low power. David 
explores the case for 6LoWPAN in 
wireless sensor networks.

Industrial instrumentation makers have 
repeatedly grappled with questions 
of how and when to utilize IP-based 
interconnects – which have in their 
favor widespread commercial adoption, 
rapid development cycles, and broad 
interoperability – in place of their more 
traditional, often proprietary industrial 
counterparts. Ethernet led the way as an 
alternative to RS-485 and other multidrop 
buses, and many industrial standards, 
including BACNet, LonTalk, Common 
Industrial Protocol (CIP), and Supervisory 
Control And Data Acquisition (SCADA), 
introduced an IP option utilizing either 
TCP/IP or UDP/IP over Ethernet. 
However, IP’s ease of integration and 
broad interoperability raised some fears 
about reduced barriers to attack.

Meanwhile, the abundant benefits of 
operating above IP rather than directly 
on the particular link became apparent as 
the broad commercialization of Ethernet 
yielded 10, 100, and 1,000 Mbps in short 
order and at low cost. In addition, Wi-Fi 
(IEEE 802.11) emerged as the dominant 
wireless link for computers, laptops, 
and PDAs. Once link-level security was 
in place with Wi-Fi Protected Access 
(WPA), this became widespread in 
industrial environments as well – just 
another link under IP. Given its high 
power consumption, Wi-Fi has been most 
widely adopted on handheld client devices 

and embedded PCs, which are recharged 
on a daily basis or mains powered.

But until very recently, the IP approach 
was thought to be closed to wireless 
embedded networks because IP protocols 
could not be scaled down sufficiently 
to operate on microcontrollers and low-
power links, notably the IEEE 802.15.4 
radio link. IEEE 802.15.4 packets are 
quite small, and the entire stack must fit 
in a very small memory footprint. 

The IETF 6LoWPAN draft standard 
for IPv6 communication over 802.15.4 
released in March changes all this. 
6LoWPAN’s potential for low-power 
operation makes it attractive for use 
not just in handhelds, but also in a wide 
range of instruments. Its built-in support 
for AES-128 encryption offers the basis 
for robust authentication and security. To 
be competitive with more limited link-
specific protocols, 6LoWPAN utilizes 
a pay only for what you use header-
compression scheme. Through direct 

integration with IP routers, it can take 
advantage of the most advanced network 
security schemes rather than depend on 
those provided by ad hoc gateways. The 
availability of a low-power wireless IP 
option offers a new suite of longevity, 
security, and ease-of-integration trade-
offs that is valuable to understand when 
comparing 6LoWPAN with traditional 
industrial options.

IP – connecting what you want the 
way you want to
The Internet is now so familiar that most 
people seldom think about how it is 
constructed, much less about what it means 
to add a new communication link to the 
Internet family. The Internet architecture 
is defined in layers, with IP being the 
middle layer that forms a “narrow waist,” 
allowing diverse applications above to 
utilize a variety of communication links 
below in a common, link-independent 
fashion. It allows different kinds of links 
to be connected as a single network, with 
routers steering each message to its desired 
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connectivity with IEEE 802.15.4 
wireless networks 
By David Culler, PhD
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destination, crossing different kinds of 
links along the way. Software is highly 
leveraged because it is built on TCP/IP or 
UDP/IP data transports, regardless of the 
particular physical devices underneath.

The industrial or corporate network is 
typically a small Internet composed of 
Ethernet and Wi-Fi subnetworks (see 
Figure 1). It is connected to the public 
Internet through specialized firewall 
routers, which typically allow only certain 
machines or hosts to be accessible from 
outside while permitting most internal 
machines to access hosts outside. Each host 
has an IP address, such as 192.168.2.33, 
and a host name, such as devel.acme.com. 
The address may be public (accessible 
externally) or private (accessible only 
internally). Internet protocols locate and 
route information to and from accessible 
hosts, transparently crossing multiple 
links in order to get there.

IP separates new technology concerns, 
interoperability, and incorporation by 
masking the underlying physical links’ 
details, such as their packet size and 
format and how they are interconnected. 
Applications interact with other 
applications and services by transferring 
application-level information directly, 
regardless of the physical interconnections. 
A laptop client machine may access a 
corporate server, networked printer, and 
network control unit in the same fashion, 
even though one may be wireless, one on 
the manufacturing floor Ethernet, and the 
other in the back office. If any of these 
devices or networks is upgraded, they all 
can still function and interact in the same 
logical manner.

Security is addressed at several levels:  
physical protection of the wires and 
devices, encryption of the data transferred 
over wired and wireless links, and control 

of the ability to name or route messages to 
hosts and services.

IEEE 802.15.4 – a new, standard, 
low-power, wireless link
Each communication link conforms to 
specific lower-level standards, including 
a packet’s coding scheme and the basic 
structure, so that the physical devices 
can talk to each other. IEEE 802.15.4, 
the latest wireless link standardized by 
IEEE in 2004, is designed to enable the 
development of compact, low-power, 
relatively inexpensive embedded devices 
that can run on batteries for extended 
periods (one to five years). It is used in 
numerous home and industrial automation 
proprietary offerings and industry-
specific standardization efforts, including 
ZigBee, SP100.11a, and WirelessHART. 
IEEE 802.15.4 carries information on 
radio transceivers at 2.4 GHz, roughly 
the same unregulated band as Wi-Fi and 
Bluetooth, and transmits at a maximum 
power of 1 mW, about 1 percent of the 
power of Wi-Fi or cellular phones. This 
low-transmit power limits transmission 
range, so collections of these devices must 
work together to route information hop 
by hop over longer distances and around 
obstacles, much like in the Internet.

The IEEE 802.15.4 coding scheme 
spreads information over a spectrum of 
frequencies with built-in redundancy to 
make it more robust in harsh environments 
(for example, around heavy machinery) 
than the many prior proprietary low-
power radios. Multihop routing protocols 
can further enhance reliability by routing 
around obstacles, detecting losses, 
retransmitting packets, and even utilizing 
multiple next-hop candidates.

IEEE 802.15.4 packets are small and 
formatted as shown in Figure 2. Each 
packet begins with several bytes of 
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preamble so the receiver can lock on and 
tell what is coming. The header contains 
source and destination address fields 
that specify where it came from and who 
should receive it. Much like Ethernet 
(IEEE 802.3) and Wi-Fi (IEEE 802.11), 
each device has a unique, relatively large 
identifier (EUID 64) associated with it 
at the time of manufacturing. Because 
802.15.4 packets are so small, a 16-bit 
short address can be assigned dynamically 
to devices and used for communication 
instead. Furthermore, collections of 
devices can be partitioned into distinct 
logical networks by assigning a 16-bit 
PAN-ID to each collection, much like the 
service set identifier in Wi-Fi networks.

All network protocols that are built on 
IEEE 802.15.4 use this same basic frame 
format and link-level header. The additional 
information they must exchange for correct 
operation is placed within the data payload 
section as a network-level header. For 
example, when data is communicated over 
multiple hops, the network header specifies 
where it starts, where it ends, and how to get 
from one to the other. Unfortunately, each 
of the current proprietary protocols and 
industrial protocols performs this network-
level operation differently. Moreover, none 
of the protocols address how such packets 
are transferred out of or into the 802.15.4 
network to and from existing computers, 
controllers, and devices on other networks 
in the plant, factory, or enterprise.

LoWPAN – making IP work over a 
low-power link
The IETF 6LoWPAN working group 
was specifically chartered to tackle the 
problem of defining how to carry IP-
based communication over IEEE 802.15.4 
links in a manner that conforms to open 
standards and provides interoperability 
with other IP links and devices, as well as 
among 802.15.4 (LoWPAN) devices.

Such a solution has many advantages. 
Not only does it allow many different 
companies to manufacture LoWPAN 
devices that can work together in a 
network, but these devices also can work 
with the many networked computers and 
devices that already exist. This eliminates 
the need for an array of complex gateways 
(namely, one for each different local 
802.15.4 protocol), the many adapters 
required for existing applications to 
communicate through these gateways, 
and the many gateway-specific security 
and management procedures. Familiar 

interfaces can be used in existing 
machines and applications. The vast 
body of IP-based standards that has been 
hardened through the years to provide 
security, authentication, translation, look-
up, configuration, and management can 
be adopted directly rather than reinvented. 
The wealth of established IP-based tools, 
techniques, and practices can be utilized 
immediately to incorporate and manage 
these new devices.

Indeed, most industrial communication 
standards, which were originally 
developed to provide interoperability 
over particular industry-specific buses 
and links, already support an IP option. 
For example, BACNet evolved from 
RS-232 and RS-485 and LonWorks 
evolved from dedicated twisted pairs 
and power line to IP over Ethernet. CIP 
evolved from CAN and DeviceNet to 
EtherNet/IP with the explicit recognition 
that EtherNet was a placeholder from 
many additional physical links under 
IP. Wi-Fi has enjoyed that path of entry. 
Even SCADA and Foundation FieldBus 
have IP options. Although these networks 
are deployed, utilized, and managed 
very differently in the industrial setting 
than in the IT enterprise, the value 
lies in leveraging broad commercial 
developments and incorporating new 
technology without replacing all the old.

Unfortunately, IP’s utility does not come 
for free. Addresses and headers are large, 
and data transfers may be much larger 
than what fits in a little 802.15.4 packet. 
The 6LoWPAN group addressed this 
technical challenge by devising a means 
to squeeze IP into small packets, carrying 
only the bare essentials. The 6LoWPAN 
format is a pay as you go plan.  The 
extremely compact basic header expands 
as broader IP capabilities are utilized. 
Figure 3 shows a typical example. The 
entire 40-byte IPv6 header plus the 8-byte 
UDP transport header are compressed 
down into just 7 bytes, even smaller than 
a typical ZigBee header.

When an 802.15.4 device communicates 
with a nearby 802.15.4 device, the source 
and destination IP addresses can be 
compressed to almost nothing. A single 
header-compression byte communicates 
that the IP addresses should be inferred 
from the link addresses in the basic 
802.15.4 packet. When communication 
occurs with other devices outside 
the embedded network, the larger IP 
address is included. When the amount 
of data exchanged is small enough to 
fit in a basic packet, it can be included 
with no overhead. For large transfers, a 
fragmentation header is added to keep 
track of how the message is broken into 
fragments. If a single 802.15.4 can get 
the packet to its destination, it can be 
transmitted with no overhead; if multiple 
hops are required, a mesh routing header 
is included. Or, IP routing can be used 
within the embedded network.

Thus, the simplest, most frequent case 
is handled efficiently, and additional 
information is included in the header 
as the task becomes more complex. 
6LoWPAN is just as efficient as current 
link-level protocols for the limited cases 
they address, but extends gracefully into 
much broader usage.

Security and wireless 
instrumentation
Once various devices and networks can 
be connected, it is important to assess 
the security implications of doing so. For 
starters, wireless communication raises 
the possibility of devices “overhearing.” 
Physical security alone cannot be relied 
on to protect the information transfer. 
Encryption provides this basic level of 
protection. IEEE 802.15.4 specifies a very 
strong form of encryption, AES-128, and 
essentially all chips that implement the 
standard perform encryption in hardware. 
The device contains a protected key 
typically established during commissioning 
that encrypts packets as they are transferred 
to the radio and decrypts packets as they 
are received. These keys also authenticate 
the device to the infrastructure so that 
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preamble so the receiver can lock on and 
tell what is coming. The header contains 
source and destination address fields 
that specify where it came from and who 
should receive it. Much like Ethernet 
(IEEE 802.3) and Wi-Fi (IEEE 802.11), 
each device has a unique, relatively large 
identifier (EUID 64) associated with it 
at the time of manufacturing. Because 
802.15.4 packets are so small, a 16-bit 
short address can be assigned dynamically 
to devices and used for communication 
instead. Furthermore, collections of 
devices can be partitioned into distinct 
logical networks by assigning a 16-bit 
PAN-ID to each collection, much like the 
service set identifier in Wi-Fi networks.

All network protocols that are built on 
IEEE 802.15.4 use this same basic frame 
format and link-level header. The additional 
information they must exchange for correct 
operation is placed within the data payload 
section as a network-level header. For 
example, when data is communicated over 
multiple hops, the network header specifies 
where it starts, where it ends, and how to get 
from one to the other. Unfortunately, each 
of the current proprietary protocols and 
industrial protocols performs this network-
level operation differently. Moreover, none 
of the protocols address how such packets 
are transferred out of or into the 802.15.4 
network to and from existing computers, 
controllers, and devices on other networks 
in the plant, factory, or enterprise.

LoWPAN – making IP work over a 
low-power link
The IETF 6LoWPAN working group 
was specifically chartered to tackle the 
problem of defining how to carry IP-
based communication over IEEE 802.15.4 
links in a manner that conforms to open 
standards and provides interoperability 
with other IP links and devices, as well as 
among 802.15.4 (LoWPAN) devices.

Such a solution has many advantages. 
Not only does it allow many different 
companies to manufacture LoWPAN 
devices that can work together in a 
network, but these devices also can work 
with the many networked computers and 
devices that already exist. This eliminates 
the need for an array of complex gateways 
(namely, one for each different local 
802.15.4 protocol), the many adapters 
required for existing applications to 
communicate through these gateways, 
and the many gateway-specific security 
and management procedures. Familiar 

interfaces can be used in existing 
machines and applications. The vast 
body of IP-based standards that has been 
hardened through the years to provide 
security, authentication, translation, look-
up, configuration, and management can 
be adopted directly rather than reinvented. 
The wealth of established IP-based tools, 
techniques, and practices can be utilized 
immediately to incorporate and manage 
these new devices.

Indeed, most industrial communication 
standards, which were originally 
developed to provide interoperability 
over particular industry-specific buses 
and links, already support an IP option. 
For example, BACNet evolved from 
RS-232 and RS-485 and LonWorks 
evolved from dedicated twisted pairs 
and power line to IP over Ethernet. CIP 
evolved from CAN and DeviceNet to 
EtherNet/IP with the explicit recognition 
that EtherNet was a placeholder from 
many additional physical links under 
IP. Wi-Fi has enjoyed that path of entry. 
Even SCADA and Foundation FieldBus 
have IP options. Although these networks 
are deployed, utilized, and managed 
very differently in the industrial setting 
than in the IT enterprise, the value 
lies in leveraging broad commercial 
developments and incorporating new 
technology without replacing all the old.

Unfortunately, IP’s utility does not come 
for free. Addresses and headers are large, 
and data transfers may be much larger 
than what fits in a little 802.15.4 packet. 
The 6LoWPAN group addressed this 
technical challenge by devising a means 
to squeeze IP into small packets, carrying 
only the bare essentials. The 6LoWPAN 
format is a pay as you go plan.  The 
extremely compact basic header expands 
as broader IP capabilities are utilized. 
Figure 3 shows a typical example. The 
entire 40-byte IPv6 header plus the 8-byte 
UDP transport header are compressed 
down into just 7 bytes, even smaller than 
a typical ZigBee header.

When an 802.15.4 device communicates 
with a nearby 802.15.4 device, the source 
and destination IP addresses can be 
compressed to almost nothing. A single 
header-compression byte communicates 
that the IP addresses should be inferred 
from the link addresses in the basic 
802.15.4 packet. When communication 
occurs with other devices outside 
the embedded network, the larger IP 
address is included. When the amount 
of data exchanged is small enough to 
fit in a basic packet, it can be included 
with no overhead. For large transfers, a 
fragmentation header is added to keep 
track of how the message is broken into 
fragments. If a single 802.15.4 can get 
the packet to its destination, it can be 
transmitted with no overhead; if multiple 
hops are required, a mesh routing header 
is included. Or, IP routing can be used 
within the embedded network.

Thus, the simplest, most frequent case 
is handled efficiently, and additional 
information is included in the header 
as the task becomes more complex. 
6LoWPAN is just as efficient as current 
link-level protocols for the limited cases 
they address, but extends gracefully into 
much broader usage.

Security and wireless 
instrumentation
Once various devices and networks can 
be connected, it is important to assess 
the security implications of doing so. For 
starters, wireless communication raises 
the possibility of devices “overhearing.” 
Physical security alone cannot be relied 
on to protect the information transfer. 
Encryption provides this basic level of 
protection. IEEE 802.15.4 specifies a very 
strong form of encryption, AES-128, and 
essentially all chips that implement the 
standard perform encryption in hardware. 
The device contains a protected key 
typically established during commissioning 
that encrypts packets as they are transferred 
to the radio and decrypts packets as they 
are received. These keys also authenticate 
the device to the infrastructure so that 

rogue devices cannot pretend to provide 
useful information.

Additional security measures, outlined 
in Figure 4, focus on how the embedded 
wireless network is connected to other 
networks. In some sense, the most secure 
network is stand-alone, disconnected from 
all other computing devices. The level 
of protection here is the same, whether 
the network is IP-based or a proprietary 
nonroutable protocol because there is no 
physical way to route into or out of the 
network. Access can be obtained only 
from within.

Of course, embedded networks are often 
connected to other networks so that 
information can be transferred in and 
out easily. For nonroutable embedded 
networks such as ZigBee, Highway 
Addressable Remote Transducer (HART), 
SCADA, and RS-485, this connection 
can be made with a gateway – typically 
a computer with an IP connection, say 
over Ethernet, and an interface to the 
embedded network. Security tends to be 
only as good as the weakest link, which in 
this case is the gateway. If the gateway is 
compromised, all the embedded devices 
that connect through it are equally 
compromised. Such gateways are often 
general-purpose computers running 
conventional Operating Systems (OSs) 
with known vulnerabilities that can be 
exploited. To reduce these vulnerabilities, 
gateways are typically put behind firewalls 
and the scope of the networks that can 
communicate with them is restricted.

When the embedded network is IP-based, 
the gateway is reduced to a simple router 
between the conventional network and the 
embedded network. This is a specialized 
device that does not need to run general-
purpose OSs or applications. It can be 
configured and managed like the other 
routers and firewalls that protect the 
conventional network and can provide 
additional firewall, access control, and 
authentication levels for the embedded 
network. The router can provide basic 
translation services, such as the network 
address translation and firewall rules 
typically used in home and commercial 
networks, and selectively expose 
embedded devices to the internal corporate 
network, much like the demilitarized zone 
hosts on a conventional network.

As instruments and sensors become 
connected with low-power wireless 
links, they essentially become wireless 
physical information servers, in contrast 
to the cell phone and PDA, which are 
wireless clients. In enabling an extremely 
efficient implementation of IP over 
802.15.4 radios, such monitoring points 
can be protected in much the same way 
that critical servers containing sensitive 
information or hosting critical business 
processes are protected.

Going forward
Metcalfe’s Law states that the value 
of a network grows as the square 
of the number of devices because 
each potential connection has value. 
Historically, instrumentation has been 
sparsely connected, often with humans 

transporting the information. The 
dramatic advance of highly integrated 
microcontrollers, sensors, and now low-
power, cost-effective, high-quality CMOS 
radios means that instruments, meters, 
and gauges can be treated as networked 
devices serving physical information 
for monitoring, analysis, and control. 
Standards that allow these devices to 
interoperate and simplify utilizing the 
information they provide are essential.

IP provides a set of widely used, long-
standing, open standards that manage 
diverse and evolving suites of devices 
and networks with well-established 
mechanisms for protecting critical 
network resources. With the advent of 
6LoWPAN, these protocols have been 
scaled down sufficiently to be useful 
in wireless embedded networks. The 
6LoWPAN breakthrough is to leverage 
the shared context typical of the use 
cases for this technology to obtain a very 
compact and efficient IP implementation, 
removing the factors that have given rise 
to a plethora of ad hoc standards and 
proprietary protocols. Now, low-power 
wireless devices on IEEE 802.15.4 can 
simply join the IP family, along with Wi-Fi, 
Ethernet, and a host of other devices. IES
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LonWorks and Pyxos in industrial control networks
By Rich Blomseth and Abhay Gupta

The LonWorks platform for device 
networking has been widely adopted 
in buildings, industrial facilities, 
Supervisory Control And Data 
Acquisition (SCADA) applications, 
homes, semiconductor equipment, and 
transportation systems. Historically, 
it has seen limited use in the more 
traditional industrial sectors and 
machine controls.  The new Pyxos 
embedded control networking platform 
has dramatically expanded the market 
for LonWorks networks in industrial 
and machine applications, forming a 
seamless industrial solution from smart 
I/O to high-level fieldbus functionality to 
integration with business systems.  

In a control network, intelligent control 
devices communicate using a common 
protocol. Each device in the control 
network contains embedded intelligence 
that implements the common protocol and 
performs control functions. In addition, 
each device includes a communication 
transceiver that couples the device with 
the communications medium.

Some devices in a control network may 
perform simple tasks, while other, more 
complex devices may perform a multitude 
of tasks. Devices may be simple sensors 
and actuators such as proximity sensors, 
switches, motion detectors, or relays, and 
also may be complex SCADA systems 
that monitor other devices in the network 
and provide supervisory control over the 
entire system. Although individual devices 
may execute simple tasks, the system may 
perform a complex control application, 
such as running a manufacturing line or 
automating a building.

Control networks require a different 
type of networking platform than 
data processing or office automation 
applications. Control networks are 
distinguished by small, frequently 
transmitted messages that require high 
reliability with low overhead.

For example, a process control system 
may have a number of pressure and 
temperature sensors that provide pressure 
and temperature data to heater controllers. 
Each heater controller uses the input to set 
the power output to the heating elements. 
Though this system does not move 
megabytes of data, it requires reliable 
temperature and pressure update delivery 
to ensure correct operation.

Creating the right control network
Many manufacturers understand the 
benefits of control networks and have 
attempted to solve these problems by 
creating their own control network 
platform. Manufacturers that develop 
proprietary control networks share a 
similar problem with manufacturers 
that develop communicating centralized 
controls systems in that they find 
most of their engineering efforts 
are spent implementing and testing 
communications protocols and systems, 
rather than developing control features 
and applications themselves. Ultimately, 
the high cost of this design approach has 
limited the control systems market.

With close to 100 million installed devices 
worldwide, the LonWorks platform is 
one of the leading open solutions for 
building and home automation, industrial, 
transportation, and public utility control 
networks. Early in its market rollout, the 
LonWorks platform was characterized 

as a fieldbus by some and a device bus 
by others, both limiting and expanding 
its appeal to developers. However, many 
industrial applications required either very 
high throughput or deterministic behavior, 
or both. So while the LonWorks platform 
made significant headway in buildings, 
transportation systems, and other markets, 
its use in the broad spectrum of industrial 
applications was not widespread. 

In 2007, the platform was extended 
with the introduction of a high-speed, 
deterministic I/O bus and sensor 
networking technology called Pyxos, 
which uses controllers that can be 
designed as standard LonWorks devices. 
Pyxos networks are used for those small 
clusters of devices that require very high-
speed response (312.5 Kbps) and true 
deterministic behavior.

The two platforms help distribute an 
application’s processing needs throughout 
the network using an open control network 
protocol and provide easy access to every 
device. This lowers overall installation 
and life-cycle costs, increases reliability 
by minimizing single points of failure, 
and provides the flexibility to adapt the 
system to a wide variety of applications. 

LonWorks network overview
In some ways, a LonWorks network 
resembles a traditional data network. Data 
networks consist of computers attached to 
various communications media connected 
by routers, which communicate with one 
another using a common protocol such as 
TCP/IP. Data networks are optimized for 
moving large amounts of data, and data 
network protocol design assumes that 
occasional delays in data delivery and 
response are acceptable. 

[Keyword: Networking: LonWorks]
[Deck: A new type of networking for sensors and I/O 
will allow companies to create more reliable, flexible, 
and easier-to-install industrial control systems.]
[Optional pull quote: “Existing LonWorks integration 
and service companies can leverage existing network 
tools to install and manage Pyxos pilots without any 
retraining or cost increases.”]
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The LonWorks platform for device 
networking has been widely adopted 
in buildings, industrial facilities, 
Supervisory Control And Data 
Acquisition (SCADA) applications, 
homes, semiconductor equipment, and 
transportation systems. Historically, 
it has seen limited use in the more 
traditional industrial sectors and 
machine controls.  The new Pyxos 
embedded control networking platform 
has dramatically expanded the market 
for LonWorks networks in industrial 
and machine applications, forming a 
seamless industrial solution from smart 
I/O to high-level fieldbus functionality to 
integration with business systems.  

In a control network, intelligent control 
devices communicate using a common 
protocol. Each device in the control 
network contains embedded intelligence 
that implements the common protocol and 
performs control functions. In addition, 
each device includes a communication 
transceiver that couples the device with 
the communications medium.

Some devices in a control network may 
perform simple tasks, while other, more 
complex devices may perform a multitude 
of tasks. Devices may be simple sensors 
and actuators such as proximity sensors, 
switches, motion detectors, or relays, and 
also may be complex SCADA systems 
that monitor other devices in the network 
and provide supervisory control over the 
entire system. Although individual devices 
may execute simple tasks, the system may 
perform a complex control application, 
such as running a manufacturing line or 
automating a building.

Control networks require a different 
type of networking platform than 
data processing or office automation 
applications. Control networks are 
distinguished by small, frequently 
transmitted messages that require high 
reliability with low overhead.

For example, a process control system 
may have a number of pressure and 
temperature sensors that provide pressure 
and temperature data to heater controllers. 
Each heater controller uses the input to set 
the power output to the heating elements. 
Though this system does not move 
megabytes of data, it requires reliable 
temperature and pressure update delivery 
to ensure correct operation.

Creating the right control network
Many manufacturers understand the 
benefits of control networks and have 
attempted to solve these problems by 
creating their own control network 
platform. Manufacturers that develop 
proprietary control networks share a 
similar problem with manufacturers 
that develop communicating centralized 
controls systems in that they find 
most of their engineering efforts 
are spent implementing and testing 
communications protocols and systems, 
rather than developing control features 
and applications themselves. Ultimately, 
the high cost of this design approach has 
limited the control systems market.

With close to 100 million installed devices 
worldwide, the LonWorks platform is 
one of the leading open solutions for 
building and home automation, industrial, 
transportation, and public utility control 
networks. Early in its market rollout, the 
LonWorks platform was characterized 

as a fieldbus by some and a device bus 
by others, both limiting and expanding 
its appeal to developers. However, many 
industrial applications required either very 
high throughput or deterministic behavior, 
or both. So while the LonWorks platform 
made significant headway in buildings, 
transportation systems, and other markets, 
its use in the broad spectrum of industrial 
applications was not widespread. 

In 2007, the platform was extended 
with the introduction of a high-speed, 
deterministic I/O bus and sensor 
networking technology called Pyxos, 
which uses controllers that can be 
designed as standard LonWorks devices. 
Pyxos networks are used for those small 
clusters of devices that require very high-
speed response (312.5 Kbps) and true 
deterministic behavior.

The two platforms help distribute an 
application’s processing needs throughout 
the network using an open control network 
protocol and provide easy access to every 
device. This lowers overall installation 
and life-cycle costs, increases reliability 
by minimizing single points of failure, 
and provides the flexibility to adapt the 
system to a wide variety of applications. 

LonWorks network overview
In some ways, a LonWorks network 
resembles a traditional data network. Data 
networks consist of computers attached to 
various communications media connected 
by routers, which communicate with one 
another using a common protocol such as 
TCP/IP. Data networks are optimized for 
moving large amounts of data, and data 
network protocol design assumes that 
occasional delays in data delivery and 
response are acceptable. 

As shown in Figure 1, control networks 
contain similar components as do data 
networks, but the control network 
components are optimized for the 
cost, performance, size, and response 
requirements of control. Control networks 
allow networked systems to extend into a 
class of applications that data networking 
technology cannot reach. 

LonWorks networks range in sophis-
tication from small networks embedded 
in machines to large networks with 
thousands of devices controlling fusion 
lasers, paper manufacturing machines, 
and building automation systems for 
200,000-square-foot buildings. LonWorks 
networks are used in buildings, trains, 
airplanes, factories, and hundreds of other 
processes. Manufacturers are using open, 
off-the-shelf chips, operating systems, 
and parts to build products that feature 
improved reliability, flexibility, system 
cost, and performance. 

IP networks and remote 
monitoring and services
LonWorks networks inherently utilize 
or integrate IP networks in either or both 
of two ways. First, EIA-852 provides a 
standard method of tunneling LonWorks 
data packets over IP. This allows any 
LonWorks device to communicate as 
a peer with other LonWorks devices 
without geographic bounds or over a 
facility or campus IP network. Using IP 
tunneling brings two key advantages: the 

control network is isolated from traffic 
or service interruptions common to IP 
networks and communications speeds 
among LonWorks devices can occur at 
native IP infrastructure speeds.

The second method of utilizing IP in a 
LonWorks control network is using Web 
services embedded into an IP server. 
Echelon and other companies provide 
such supervisory devices, some of 
which serve as both Web service client 
and server. All standardized LonWorks 
applications profiles are thus presented 
as XML via the Web services device. Key 
advantages of this approach include:

‹ Any LonWorks device created to the 
published LonWorks interoperability 
specification can essentially become 
an IP host, with the addition of an 
IP server.

‹ Millions of LonWorks-based devices 
that were installed in the last 15 years 
may be integrated to IP-based remote 
monitoring and control applications 
or into a business’ expert systems 
without any reengineering. This 
holds true for products in current 
production and inventory.

‹ Using XML, LonWorks-based and 
other systems can be integrated into 
complete automation solutions.

‹ IP integration of a LonWorks network 
is virtually free. Such LonWorks/IP 
routers usually cost a few hundred 
dollars.

Figure 1
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‹ Critical control applications are 
isolated from the latency and message 
failures typical to IP-based networks.

‹ Costly IP expertise is not required for 
control applications.

Extending the LonWorks network 
to the I/O and sensor bus
Below the fieldbus network, simple 
sensors and switches dominate the 
population of devices. These simple 
sensors and switches exist both inside 
machines and as individual devices. In 
either case, the sensors and switches are 
connected via a simple I/O bus to master 
controllers. These devices’ simplistic 
communications capabilities have 
stemmed from existing IC technology’s 
price performance limitations. However, 
this is no longer the case.

A new type of networking for sensors 
and I/O will allow companies to 
create control systems in industrial 
environments that are more reliable, 
flexible, easier to install, and capable of 
seamless integration with the industrial 
and premise control systems as well as 
the enterprise. These embedded control 

networks or sensor networks have the 
following key characteristics that carry 
forward (or downward, as the case may 
be) from LonWorks control networks:

‹ Self-organizing: The installation 
and maintenance of today’s control 
networks represent a significant part 
of their lifetime cost. For use with 
low-cost devices, embedded control 
networks must be able to configure 
themselves into a fully functional 
state without the help of a technically 
skilled assembly person. This not 
only reduces the system’s assembly 
or installation cost, but also makes it 
easier to service, either to replace a 
sensor/actuator or to add new devices 
to the network. The exception to this 
feature would be the installations 
where each instance of application 
has different connections based on 
end-user input.

‹ Link powered: Most small sensors 
need a small amount of current to 
power them up. Running separate 
power and control wires to these 
sensors is highly inefficient because 
it not only increases the cost and 

complexity by adding wires, but 
also makes the system more prone to 
failure. The network should be able 
to supply a limited, yet sufficient, 
amount of current to power at least 
some of the sensors and actuators 
on the same wires used for control 
communication. 

‹ Flexible wiring: One of the costliest 
issues in machine assembly and field 
failures is the physical wiring – the 
yards of wire, the space needed to 
hold the wire, and the complexity 
of the wiring harness needed to 
connect all the constituent sensors 
and actuators. Embedded control 
networks must incorporate a free-
topology approach that lets wiring 
fit the most logical layout of the 
machine, allowing a star, bus, ring, 
or mixed wiring configuration. This 
eliminates a significant amount of 
wire, harness assembly costs, and 
extra space within the machine to 
accommodate the harness.

‹ Reliable communication: Today’s 
machines and systems operate under 
harsh environmental conditions. 
Factory floors have high temperature 
and pressure conditions and high 
electromagnetic noise interference 
arising from a variety of sources, 
all of which make reliable 
communications difficult. Moving 
equipment and people makes RF-
based communications even more 
challenging, compounding the 
already unpredictable problem of null 
zones where communications fail. 
For I/O bus applications, for example, 
replacing a wiring harness with an 
embedded control network, RF is 
simply not an option. 

Pyxos extends LonWorks control 
networks
The Pyxos platform meets the criteria for 
embedded control networks by providing 
an enduring, widely adoptable platform. 
Pyxos networks are low cost, offer 
high-speed deterministic operation, and 
self-organize into functioning systems 
without requiring technically skilled 
assembly personnel or configuration tools 
or procedures. A typical machine with a 
Pyxos I/O bus or a Pyxos-based sensor 
network integrates with a LonWorks 
control network at the pilot level. In this 
way, existing LonWorks integration and 
service companies can leverage existing 
network tools to install and manage Pyxos 
pilots without retraining or cost increases.
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The free-topology twisted-pair network 
for this implementation has a master-
slave architecture consisting of as many as 
32 point nodes embedded inside 
sensors and actuators and a pilot node 
that interfaces with the outside world 
(Figure 2). The network operates at 
312.5 Kbps using a deterministic signaling 
method through which all 32 point 
nodes are scanned every 25 milliseconds 
(proportionally faster with fewer points in 
the system). 

In this example, the point and pilot com-
munication ICs measure 5 mm x 5 mm 

and can fit into virtually any sensor 
or actuator. The IC can be connected 
directly to a digital I/O, making an 

ultra-compact smart device. Alternately, 
it can be interfaced with any low-
cost microcontroller through its serial 
peripheral interface port. 

I/O bus and sensor network 
technology comparison
Table 1 compares Pyxos and other existing 
I/O buses in common use. Most are either 
unsuitable for broad-based embedded 
control networking or designed to serve a 
specific industrial application space.

Figure 3 compares the technologies listed 
in Table 1 in terms of available system 
bandwidth and known approximate cost 
of the communication per node. Minor 
data variation is expected from that shown 
in Figure 3. 

Extending into the enterprise
The LonWorks platform is now, more 
than at any other time, well suited 
for industrial applications. Its interoper-
ability model has been widely deployed 
and proven extremely robust in 
delivering the promise of interoperability 
to end users and integrators. Now, with 
the addition of the Pyxos embedded 
control networking platform, LonWorks 
applications can be extended into I/O 
buses and sensor networks to provide a 
seamless, unified network that extends 
from the I/O to the CIO. IES

For more information on the ANSI/CEA-
709.1 protocol, see the article sidebar at 
www.industrial-embedded.com.

Rich Blomseth is 
Echelon’s product 
marketing manager 
responsible for tools and 
applications. He has 

worked with numerous OEM 
manufacturers, integrators, end users, 
and specifying engineers on developing 
open, interoperable LonWorks products 
and systems since 1989. Rich is the 
chairman of the LonMark Building 

Point Node 
(Actuator) 

Point Node
(Sensor)

LonWorks Control Network 
(or any other high-level network) 

Embedded Control Network 

Pilot Node 

Figure 2
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Feature Pyxos CAN [1,7] AS-I [2,6] LIN [5] Proprietary RS-485

Origin

Horizontal, nonindustry, 
or application-specific 
embedded control net-

working platform

Designed originally for 
automotive applica-

tions; used in a variety 
of discrete and process 

applications

Limited to specific 
industrial applications

Designed to extend CAN’s 
reach to meet lower-level 
requirements for automo-

tive applications

General-purpose physical 
layer transceiver without 

any protocol

Includes protocol ✓

X
(Needs external protocol 

such as DeviceNet or 
CANopen)

✓ ✓ X

Self-organizing network ✓ X X X
X

(No protocol)

Deterministic operation ✓ X ✓ ✓ X

High-speed signaling ✓
(312 Kbps)

✓
(up to 1 Mbps)

✓
(167 Kbps)

X
(20 Kbps) ✓

< -25 ms response time ✓ ✓ ✓ X N/A

Direct digital I/O with-
out a microcontroller ✓ X ✓ X X

Maximum network size 32 (easily extendible to 64)
~ 100 in short-distance 

buses
31 or 64 

(with reduced I/Os)
12 

(typically limited by speed)
Variable

Free topology wiring ✓ X ✓ X X

High common mode 
noise immunity ✓ X ✓ X Variable

Polarity insensitive ✓ X X N/A X

Power and data on 
same wires (link power)

✓
(up to 100 mA per node)

X ✓
(~ 30 mA per node)

X X

18-bit CRC ✓ ✓ X X N/A

Retry on CRC error ✓ ✓ ✓ X N/A

Vendor interoperability ✓ ✓ ✓ ✓ X

Seamless integration 
with LonWorks 

networks
✓ X X X X

Table  1
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The free-topology twisted-pair network 
for this implementation has a master-
slave architecture consisting of as many as 
32 point nodes embedded inside 
sensors and actuators and a pilot node 
that interfaces with the outside world 
(Figure 2). The network operates at 
312.5 Kbps using a deterministic signaling 
method through which all 32 point 
nodes are scanned every 25 milliseconds 
(proportionally faster with fewer points in 
the system). 

In this example, the point and pilot com-
munication ICs measure 5 mm x 5 mm 

and can fit into virtually any sensor 
or actuator. The IC can be connected 
directly to a digital I/O, making an 

ultra-compact smart device. Alternately, 
it can be interfaced with any low-
cost microcontroller through its serial 
peripheral interface port. 

I/O bus and sensor network 
technology comparison
Table 1 compares Pyxos and other existing 
I/O buses in common use. Most are either 
unsuitable for broad-based embedded 
control networking or designed to serve a 
specific industrial application space.

Figure 3 compares the technologies listed 
in Table 1 in terms of available system 
bandwidth and known approximate cost 
of the communication per node. Minor 
data variation is expected from that shown 
in Figure 3. 

Extending into the enterprise
The LonWorks platform is now, more 
than at any other time, well suited 
for industrial applications. Its interoper-
ability model has been widely deployed 
and proven extremely robust in 
delivering the promise of interoperability 
to end users and integrators. Now, with 
the addition of the Pyxos embedded 
control networking platform, LonWorks 
applications can be extended into I/O 
buses and sensor networks to provide a 
seamless, unified network that extends 
from the I/O to the CIO. IES

For more information on the ANSI/CEA-
709.1 protocol, see the article sidebar at 
www.industrial-embedded.com.

Rich Blomseth is 
Echelon’s product 
marketing manager 
responsible for tools and 
applications. He has 

worked with numerous OEM 
manufacturers, integrators, end users, 
and specifying engineers on developing 
open, interoperable LonWorks products 
and systems since 1989. Rich is the 
chairman of the LonMark Building 
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Application breadth based on system bandwidth

+Pyxos, AS-I, and LIN are TDMA-based protocols in which bandwidth scales well with the number of nodes
++DALI and CAN are CSMA-based protocols in which collision rates increase and effective bandwidth reduces 
 with an increase in the number of nodes
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Feature Pyxos CAN [1,7] AS-I [2,6] LIN [5] Proprietary RS-485

Origin

Horizontal, nonindustry, 
or application-specific 
embedded control net-

working platform

Designed originally for 
automotive applica-

tions; used in a variety 
of discrete and process 

applications

Limited to specific 
industrial applications

Designed to extend CAN’s 
reach to meet lower-level 
requirements for automo-

tive applications

General-purpose physical 
layer transceiver without 

any protocol

Includes protocol ✓

X
(Needs external protocol 

such as DeviceNet or 
CANopen)

✓ ✓ X

Self-organizing network ✓ X X X
X

(No protocol)

Deterministic operation ✓ X ✓ ✓ X

High-speed signaling ✓
(312 Kbps)

✓
(up to 1 Mbps)

✓
(167 Kbps)

X
(20 Kbps) ✓

< -25 ms response time ✓ ✓ ✓ X N/A

Direct digital I/O with-
out a microcontroller ✓ X ✓ X X

Maximum network size 32 (easily extendible to 64)
~ 100 in short-distance 

buses
31 or 64 

(with reduced I/Os)
12 

(typically limited by speed)
Variable

Free topology wiring ✓ X ✓ X X

High common mode 
noise immunity ✓ X ✓ X Variable

Polarity insensitive ✓ X X N/A X

Power and data on 
same wires (link power)

✓
(up to 100 mA per node)

X ✓
(~ 30 mA per node)

X X

18-bit CRC ✓ ✓ X X N/A

Retry on CRC error ✓ ✓ ✓ X N/A

Vendor interoperability ✓ ✓ ✓ ✓ X

Seamless integration 
with LonWorks 

networks
✓ X X X X

Table  1
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New Products: www.industrial-embedded.com/rsc

Datacom
PSI-MOS

Company Phoenix Contact

Website www.phoenixcontact.com

RSC No 32827

PSI-MOS fiber-optic media converters now suit-
able for a wider variety of industries • Modular 
stations configuration with hot-swap capability 
and automatic system cross wiring for data and 
power • Networks systems cost effectively with 
either polymer, HCS, or glass fiber • Backplane 
bus allows easy cross wiring, and the integrated 
path diagnostics show the quality of the fiber-
optic connection in detail • System adapts to all 
topologies and installation concepts

I/O: Multifunction
Blue Fusion 5300

Company Control Technology Corporation

Website www.ctc-control.com

RSC No 32988

High-performance Web-enabled automation con-
troller designed for industrial discrete and process 
control applications • Compact modular design • 
High-density I/O modules • Integrated data log-
ging • Robust security and audit features • Internal 
Web server and CT webHMI • Expandable from 
2 to 32 slots (up to 1,024 I/O) 

Modem/Fax modem
iTegno 3232E Modem

Company iTegno Sdn Bhd

Website www.iTegno.com

RSC No 32797

A serial port modem for corporate and industrial 
usage • Durable and high-performing modem can 
be deployed in myriad M2M applications • Size: 
93 mm x 64 mm x 12 mm • Weight: 58 g • Power 
supply: 5 V ~ 32 V input at 500 mA • Equipped 
with GPRS Class 10: Coding scheme CS1 to 
CS4 • Fast transmission speed of 85.6 Kbps • 
Fax service: Class 1 and Class 2 • Data port: nine-pin 
RS-232 • Power consumption: typical average 
at 3Rx 2Tx • Internet service: TCP/IP connection 
to PPP server via a PC host • Software interface: 
AT command (ETSI GSM 07.07 and GSM 07.05) 

Processor: XScale
NPWR-XTR 

Company Team ASA 

Website www.TeamASA.com

RSC No 33098

An SBC with 1.2 GHz Dual-Core XScale CPU, eight 
SATA/SAS ports, four SATA ports, and dual GbE • 
Compact 3.5" form factor • 600 MHz, 800 MHz, or 
1.2 GHz Dual-Core XScale CPU • 128 MB to 2 GB 
of 533 MHz DDR2 memory • 8, 16, or 32 MB of 
flash ROM • 4" x 6.5" form factor, approximately 
the same size as a 3.5" hard disk • Total power 
consumption is 4.5 A at 5 Vdc at 22 W

Programmable 
automation controller
ADAM-5550KW

  

Company Advantech eAutomation Group

Website www.eAutomationPro.com

RSC No 33023

Programmable Automation Controller (PAC) 
designed for control tasks that require the fea-
tures of both PLCs and industrial PCs • The 
ADAM-5550KW utilizes the AMD Geode GX533 
CPU along with control-specific features such 
as a watchdog timer, battery backup RAM, and 
deterministic I/O • The ADAM-5550KW com-
bines IEC61131-3 programming languages and 
Windows CE 5.0, allowing users to develop strat-
egies using a familiar programming language • 
Has a list of useful I/O capabilities, including a 
local VGA port for convenient HMI functionality, 
two Ethernet ports, and two USB ports, as well as 
comprehensive software

System boards
XGE4032-PMC

 

Company Critical I/O

Website www.criticalio.com

RSC No 33205

XGE 1 Gb Ethernet based on Silicon Stack 
technology enables Ethernet networks to meet 
real-time system applications (radar, data acqui-
sition, mission computers, sonar, and FLIR)
 • 1 Gb Ethernet PMC based on Silicon Stack 
technology • Wire-speed throughput; 442 MBps 

• Fully offloaded IPv6 capability • Meets require-
ments of demanding applications: radar, data 
acquisition, mission computers, sonar, FLIR, 
SIGINT, video distribution, and signal processing 
• Dual-channel design • Low latency • Solid deter-
minism • Integrated firmware-based protocol 
engine allows easy protocol extensions and cus-
tomization • Full interoperability and compatibility 
with standard Ethernet components • Extensive 
software library and driver support for real-time 
and standard OS platforms

Python EBX SBC
 

Company VersaLogic Corporation

Website www.VersaLogic.com

RSC No 33194

The Python is a fanless mid-performance SBC 
with no moving parts • Offers lower power con-
sumption and higher performance than previous 
generation boards • LX 800 Celeron-equivalent 
800 MHz performance with lower power draw • 
High-performance video: analog and LVDS flat-
panel outputs for 18- and 24-bit displays • Cost-
effective expansion: PC/104, PC/104-Plus, and 
SPX expansion sites • Fanless operation: no mov-
ing parts required for CPU cooling • USB ports: 
four USB 2.0 ports provide flexible I/O options for 
keyboard, mouse, floppy drives, and other devices 
• Network support: dual 10/100 Ethernet provides 
fast network access and boot ROM support

Wireless
MeshScape EN5424 

Company Millenial Net

Website www.millenialnet.com

RSC No 33192

Compact, low-power embedded device integrated 
by Trace Systems for military use and to connect 
sensors to a wireless sensor network • MeshScape 
is a complete wireless networking system based 
on industry-standard IEEE 802.15.4 • Ease of 
deployment: worldwide license-free 2.4 GHz ISM 
radio band with 16 user-selectable channels • 
Ultra-low power: as low as 4 A (average) • Robust 
and responsive: self-forming and self-healing net-
work • Scalable: can scale with the application to 
hundreds of sensor nodes with minimal overhead 
• Suited for unmanned ground sensor, border 
security, C4ISR, and surveillance applications
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Datacom
PSI-MOS

Company Phoenix Contact

Website www.phoenixcontact.com

RSC No 32827

PSI-MOS fiber-optic media converters now suit-
able for a wider variety of industries • Modular 
stations configuration with hot-swap capability 
and automatic system cross wiring for data and 
power • Networks systems cost effectively with 
either polymer, HCS, or glass fiber • Backplane 
bus allows easy cross wiring, and the integrated 
path diagnostics show the quality of the fiber-
optic connection in detail • System adapts to all 
topologies and installation concepts

I/O: Multifunction
Blue Fusion 5300

Company Control Technology Corporation

Website www.ctc-control.com

RSC No 32988

High-performance Web-enabled automation con-
troller designed for industrial discrete and process 
control applications • Compact modular design • 
High-density I/O modules • Integrated data log-
ging • Robust security and audit features • Internal 
Web server and CT webHMI • Expandable from 
2 to 32 slots (up to 1,024 I/O) 

Modem/Fax modem
iTegno 3232E Modem

Company iTegno Sdn Bhd

Website www.iTegno.com

RSC No 32797

A serial port modem for corporate and industrial 
usage • Durable and high-performing modem can 
be deployed in myriad M2M applications • Size: 
93 mm x 64 mm x 12 mm • Weight: 58 g • Power 
supply: 5 V ~ 32 V input at 500 mA • Equipped 
with GPRS Class 10: Coding scheme CS1 to 
CS4 • Fast transmission speed of 85.6 Kbps • 
Fax service: Class 1 and Class 2 • Data port: nine-pin 
RS-232 • Power consumption: typical average 
at 3Rx 2Tx • Internet service: TCP/IP connection 
to PPP server via a PC host • Software interface: 
AT command (ETSI GSM 07.07 and GSM 07.05) 

Processor: XScale
NPWR-XTR 

Company Team ASA 

Website www.TeamASA.com

RSC No 33098

An SBC with 1.2 GHz Dual-Core XScale CPU, eight 
SATA/SAS ports, four SATA ports, and dual GbE • 
Compact 3.5" form factor • 600 MHz, 800 MHz, or 
1.2 GHz Dual-Core XScale CPU • 128 MB to 2 GB 
of 533 MHz DDR2 memory • 8, 16, or 32 MB of 
flash ROM • 4" x 6.5" form factor, approximately 
the same size as a 3.5" hard disk • Total power 
consumption is 4.5 A at 5 Vdc at 22 W

Programmable 
automation controller
ADAM-5550KW

  

Company Advantech eAutomation Group

Website www.eAutomationPro.com

RSC No 33023

Programmable Automation Controller (PAC) 
designed for control tasks that require the fea-
tures of both PLCs and industrial PCs • The 
ADAM-5550KW utilizes the AMD Geode GX533 
CPU along with control-specific features such 
as a watchdog timer, battery backup RAM, and 
deterministic I/O • The ADAM-5550KW com-
bines IEC61131-3 programming languages and 
Windows CE 5.0, allowing users to develop strat-
egies using a familiar programming language • 
Has a list of useful I/O capabilities, including a 
local VGA port for convenient HMI functionality, 
two Ethernet ports, and two USB ports, as well as 
comprehensive software

System boards
XGE4032-PMC

 

Company Critical I/O

Website www.criticalio.com

RSC No 33205

XGE 1 Gb Ethernet based on Silicon Stack 
technology enables Ethernet networks to meet 
real-time system applications (radar, data acqui-
sition, mission computers, sonar, and FLIR)
 • 1 Gb Ethernet PMC based on Silicon Stack 
technology • Wire-speed throughput; 442 MBps 

• Fully offloaded IPv6 capability • Meets require-
ments of demanding applications: radar, data 
acquisition, mission computers, sonar, FLIR, 
SIGINT, video distribution, and signal processing 
• Dual-channel design • Low latency • Solid deter-
minism • Integrated firmware-based protocol 
engine allows easy protocol extensions and cus-
tomization • Full interoperability and compatibility 
with standard Ethernet components • Extensive 
software library and driver support for real-time 
and standard OS platforms

Python EBX SBC
 

Company VersaLogic Corporation

Website www.VersaLogic.com

RSC No 33194

The Python is a fanless mid-performance SBC 
with no moving parts • Offers lower power con-
sumption and higher performance than previous 
generation boards • LX 800 Celeron-equivalent 
800 MHz performance with lower power draw • 
High-performance video: analog and LVDS flat-
panel outputs for 18- and 24-bit displays • Cost-
effective expansion: PC/104, PC/104-Plus, and 
SPX expansion sites • Fanless operation: no mov-
ing parts required for CPU cooling • USB ports: 
four USB 2.0 ports provide flexible I/O options for 
keyboard, mouse, floppy drives, and other devices 
• Network support: dual 10/100 Ethernet provides 
fast network access and boot ROM support

Wireless
MeshScape EN5424 

Company Millenial Net

Website www.millenialnet.com

RSC No 33192

Compact, low-power embedded device integrated 
by Trace Systems for military use and to connect 
sensors to a wireless sensor network • MeshScape 
is a complete wireless networking system based 
on industry-standard IEEE 802.15.4 • Ease of 
deployment: worldwide license-free 2.4 GHz ISM 
radio band with 16 user-selectable channels • 
Ultra-low power: as low as 4 A (average) • Robust 
and responsive: self-forming and self-healing net-
work • Scalable: can scale with the application to 
hundreds of sensor nodes with minimal overhead 
• Suited for unmanned ground sensor, border 
security, C4ISR, and surveillance applications

RSC# 31 @ www.industr ial-embedded.com/rsc

 IES_Spring.2007.indd   31 5/4/07   4:44:41 PM

©2007 OpenSystems Publishing. Not for distribution.

Fo
r S
ing
le P
rin
t O
nly

http://www.industrial-embedded.com/rsc
www.annapmicro.com


RSC# 32 @ www.industr ial-embedded.com/rsc

 IES_Spring.2007.indd   32 5/4/07   4:44:48 PM

©2007 OpenSystems Publishing. Not for distribution.

Fo
r S
ing
le P
rin
t O
nly

http://www.industrial-embedded.com/rsc
www.winsystems.com

	 IES_Spring.2007.P01
	 IES_Spring.2007.P02
	 IES_Spring.2007.P03
	 IES_Spring.2007.P04
	 IES_Spring.2007.P05
	 IES_Spring.2007.P06
	 IES_Spring.2007.P07_NEW
	 IES_Spring.2007.P08
	 IES_Spring.2007.P09
	 IES_Spring.2007.P10
	 IES_Spring.2007.P11
	 IES_Spring.2007.P12
	 IES_Spring.2007.P13
	 IES_Spring.2007.P14
	 IES_Spring.2007.P15
	 IES_Spring.2007.P16
	 IES_Spring.2007.P17
	 IES_Spring.2007.P18
	 IES_Spring.2007.P19
	 IES_Spring.2007.P20
	 IES_Spring.2007.P21
	 IES_Spring.2007.P22
	 IES_Spring.2007.P23
	 IES_Spring.2007.P24
	 IES_Spring.2007.P25
	 IES_Spring.2007.P26
	 IES_Spring.2007.P27
	 IES_Spring.2007.P28
	 IES_Spring.2007.P29
	 IES_Spring.2007.P30
	 IES_Spring.2007.P31
	 IES_Spring.2007.P32



